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Introduction

Welcome to the Data for Children Collaborative’s ethics and safeguarding training
pack. This includes everything you need to successfully complete the ethical
assessment and safeguarding training for your project. We hope that you find this
tool useful in helping you to reflect on any ethical challenges you may face as
your project progresses, and to remind you of the importance of protecting
children and their rights at all times.

The Data for Children Collaborative with UNICEF is a joint partnership between
UNICEF, The Scottish Government and the University of Edinburgh’s Data Driven
Innovation Programme, which seeks to improve outcomes for children locally,
nationally and globally. We draw on the strengths of all partners to bring insight
and solve problems using data and data science techniques.

Using data for children presents a unique set of ethical challenges. Not only
should we ensure that we are collecting, using and storing data in an appropriate
way, but we also need to also be mindful of children’s vulnerabilities. Successfully
delivering an ethical Data for Children project requires more than just legal
compliance. We want to ensure that every project is being delivered in the right
way and for the right reasons.

Within this guide, you will find our ethics assessment and safeguarding training.
After completing both the ethics and safeguarding assessments we will sign off
your ‘Driving Licence’ and allow you to begin with your project, confident that
you have acknowledged and accepted the ethical and practical risks of working
with children and data.

Ethics is not static, nor is it just a tick box exercise. We hope that this process can
help to highlight and address potential issues at various points throughout the
project lifecycle. We encourage you to use this pack whenever you may need it.
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Compass

Our compass represents our guiding principles that help us to ethically navigate
our projects. These are steadfast and unchanging, and remain at the core of
everything we do. Keep these principles in mind when completing your ethical
assessment. You should be able to highlight how each stage of your project has
adhered to each compass point.

Remember that, above all, your actions should be for every child.

FOR EVERY CHILD

NE: We strive to positively impact
children by regarding them as our
highest stakeholder and treating

them, and their data, with respect.

NW: We are open in our intended

outcomes for children and clearly

communicate the goals of all our
projects.

WITH TRANSPARENCY

SW: We show integrity in our SE: We use data from reliable

projects by holding our methods to sources and protect all personal
the highest standards. data in our projects to the best of
our abilities.
WITH SAFE DATA
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Road Map

Please refer to the Compass and the Highway Code as the two supporting
documents for this Road Map. The Compass provides overall guidance of our core
principles. The Highway Code provides a detailed set of prompts and example
answers to be considered while answering the roadmap questions. Click on any
of the questions to lead you to the corresponding Highway Code information.

The Road Map is split into three sections:
« START aims to support you in defining any ethical issues before your
project begins
« ON THE ROAD helps you to revisit existing and highlight any new ethical
issues throughout the duration of the project
« DESTINATION supports the final stages of the project, thinking about the
consequences of communicating your findings and how this could influence
your stakeholders

As you work through these questions, please remember that there is no such
thing as too much detail. Be as specific and accurate as you can and include as
much relevant information as possible. You can refer to the 7 Responsible Data
for Children Principles in your answers:

Purpose-Driven
People-Centric

Participatory

Protective of Children’s Rights
Proportional

Professionally Accountable

Prevention of Harms across the Data Life Cycle
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START - To be completed at the start of any project.

PROJECT:

1.1 State your project goal.

1.2 Define the scope of the project.

1.3 How does your project intend to benefit children?

1.4 To what purposes will findings be used to inform processes, and if, (and only if) already

negotiated, for which stakeholders?
Please note: Do not identify changing policy or programmes as a direct outcome if this hasn’t
been agreed with Government or Programme Organisations.

1.5 List all likely stakeholders for this project, and your level of engagement with them.

Stakeholder Level of Engagement
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1.6 What are the potential effects (both positive and negative) of the outcomes listed in
question 1.4 on each of the stakeholders as stated in question 1.5? Be as specific as possible

with your answers.

Stakeholder Potential Positive Effects Potential Negative Effects

1.7 Are any conflicts likely to arise when ensuring positive outcomes/impacts for one class of
stakeholder versus another? If yes, what are they?

1.7.1 How have you reconciled these conflicts? Detail specific strategies.

1.7.2 Are there any stakeholders noted in 1.5 for which an additional duty of care may be
required, for example children, or who may be considered a ‘vulnerable population?’ If yes,
detail who, why, and how this care will be provided.
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DATA:

1.8 Is it necessary for your project to be able to identify individuals? Please justify your
answer.

1.9 What are the sources of your data?

1.10 For each source, if collecting primary data, explain the negative impacts this may have on
stakeholders. Include data controller / processor roles.

1.10.1 For each source, if the data controller/processor is not the Collaborative, ensure that
the original method of collection is fit for purpose and aligns to the Collaborative’s values.

Source Controller / Processor Method of Collection
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1.10.2 For each source, does the intended use of the data within this project align to the
purpose the subjects consented to when it was collected?

Source Subjects Consent Required

1.10.3 For each source, are each of the data variables you are requesting justified by the scope
of the project?

Source Variables Justification

1.11 For each source, how will any data be stored throughout the project lifecycle and upon
project completion?

Source Retention
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1.12 For each source, has the data been anonymised to the greatest degree possible? Detail
how each data set has been anonymised.

Source Anonymisation Method

1.12.1 If using multiple data sets, could the merging of these datasets re-identify individuals?
Have any measures been taken to prevent this? Detail below.

1.13 Is there any reason why your project methodology should not be made public or shared
for usage throughout the Collaborative?

10
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RESULTS:

1.14 Who are you required to share your findings with?

1.15 What are other applications, both positive and negative, of any methodologies developed
within this project?

1.16 What are the implications of your project using data science to make predictions or
assumptions about children? How can these be resolved?

1.17 How may communicating your findings bring about unintended harm to stakeholders?
Please identify stakeholder groups, respective potential harms and how you plan to mitigate
any risks.

Stakeholder Group Potential Harm Risk Mitigation

11
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1.18 Are there possible adjustments that can and should be made to communications that may
mitigate against; misunderstandings, misrepresentation and misapprehension of data and
limitations?

1.19 Will the project still be beneficial if you cannot communicate findings to those outside of
the required group listed in 1.147? Explain your answer.

12
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ON THE ROAD - to be completed at periodic stages throughout the
project lifecycle.

This stage of the ethical assessment is designed to help you reflect on your progress so far. It
provides you with an opportunity to revisit your original answers and track any changes that
have occurred since your project began. Remember that children are always your key
stakeholder, and the project should always be protective of children’s rights.

2.1 Has the proposed benefit to children, as detailed in 1.3, changed in any way? If yes, explain
how and why these changes have been made.

2.2 Have any new stakeholders been added to the project? If yes, explain who and why they
have been included.

2.3 Has any of your data science methodology changed since the last assessment? If yes, detail
how you came to this decision, and how it aligns to the original project goal and purpose as
detailed in 1.1 and 1.2.

2.3.1 Have any new data sources been used? If yes, please complete questions 1.8 —1.12.1 for
your new data source(s).

2.3.2 Have any new parties been given access to the data? If yes, detail who and why this
decision was made.

13
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2.3.3 Are there any parties that still have access to the data that no longer need it? If yes, detail
the steps you will take to ensure that they no longer have access.

2.4 Have you encountered any unexpected results since beginning your project? Explain your
answer.

2.5 Are you aware of any new ethical issues that may arise as a result of these changes? If so,
how do you plan to mitigate against these?

Reflecting back to the 7 RD4C principles, can you confidently answer that your project is still...

Purpose-Driven
People-Centric

Participatory

Protective of Children’s Rights
Proportional

Professionally Accountable

Prevention of Harms across the Data Life Cycle

14
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DESTINATION — to be completed before dissemination of findings.

At this point in the project lifecycle, it is crucial to think about the impact of your work. These
questions are tailored to encourage you to reflect on your project outputs and their possible
effects when shared outside of the project team.

3.1 Has your project output achieved or diverted from your intended project goal? Please detail
your answer.

3.2 Given your project output, can you now identify any additional stakeholders? If yes, explain
who and why they have been included.

3.3 Have you stored or disposed of the data, and any copies of the data, as originally stated? If
no, explain why.

3.4 Given the final outcome of your project, who will your results be communicated to?

15
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3.5 Will the communication of your outcomes negatively impact any of the project
stakeholders? If yes, how will you resolve this issue?

3.6 What impacts, both positive and negative, will communicating your findings have on
children?

Reflecting back to the 7 RD4C principles, can you confidently answer that communicating
your findings is still ...

Purpose-Driven

People-Centric

Protective of Children’s Rights

Proportional

Professionally Accountable

16
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Highway Code

When leveraging data to generate insights that can improve children’s lives, the Road Map will
guide you through important questions at each of the critical project stages. These are not
meant to be easy questions, and at times it may be beneficial to consult some additional
resources before coming to an answer. This is the purpose of the Highway Code: a useful
collection of additional questions, key definitions and external resources to make sure you feel
confident in your decision-making, and to encourage positive ethical engagement throughout
the project lifecycle. Throughout every step in the Roadmap you can refer to the Highway Code
for more information. Please remember that there is no such thing as too much detail. Be
as specific and accurate as you can and include as much relevant information as possible.

Data for Children

At the Data for Children Collaborative with UNICEF, we are dedicated to improving outcomes
for children locally, nationally and globally. For us, every project should be for children. That’s
why it is important that everyone involved in our projects is committed to promoting and
protecting children’s rights.

Data can be leveraged in so many ways to better the lives of children across the globe. With
fast-paced technological advances and innovative data science techniques, we are well
positioned to make positive impacts. However, it is important to acknowledge that combining
the worlds of data and children creates its own unique opportunities and risks.

Many data systems have been designed with consenting adults in mind, and therefore do not
focus on the unigue needs and vulnerabilities of children. There is a higher duty of care
required for the use and handling of children’s data —they may lack understanding of how their
data is generated and recorded, the associated risks and benefits, and how vulnerable their
data can leave them. It is our responsibility to ensure that we always put children’s rights,
needs and interests first.

Often, children’s rights can get lost in the data rush. Here is a useful resource to introduce or
refresh you on the Convention on the Rights of the Child. Having a good understanding of the
key principles will help keep you focused when answering these questions; ensuring that your
project aligns to the Collaborative vision and keeps children at the core of all that you’re doing.

The Ethical Research Involving Children (ERIC) Compendium is another fantastic user guide that
walks you through common ethical issues that can arise when carrying out research with
children. There are useful case studies that can help you engage with ethical decision-making
in real project contexts.

17
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Responsible Data for Children Principles

The questions in our Highway Code are informed by the Responsible Data for Children (RD4C)
principles, resulting from rigorous research and broad consultations conducted by UNICEF and
The GovlLab at New York University to highlight and support best practice in data responsibility.
Taken together, these principles outline a commitment to steward the data collected, stored,
prepared, shared, analysed and used to save children’s lives, defend their rights and help them
fulfil their potential from early childhood through adolescence. We briefly list the principles
below so that you can use them as prompts for reflection and focus throughout your answers.

Purpose-Driven

Aresponsible data practice starts by being purpose-driven. When seeking to handle data actors
should identify and specify why the data is needed and how the intended or potential benefits
relate to improving children’s lives. If there is no clearly articulated benefit for children, actors
should not collect data, store, share or analyse it.

People-Centric

Much of the data used for drawing insights to improve children’s lives involves or is generated
by people. The insights from it have the potential to impact the lives of children in many ways,
both positive and negative. Actors must thus ensure the needs, interests and expectations of
people—including children and their caregivers in particular—are prioritized by those handling
data about them. Actors should take a people-centric approach to the consideration of
opportunities and risks of data initiatives—prioritizing the consideration of data practices’
effects on people over potential efficiency gains or other process-oriented objectives. This
entails some combination of the following criteria: children and/or their caregivers have
consented to the data use, children and/or their caregivers have a clear understanding of how
this work will be conducted, the work is demonstrably serving children’s interests, and/or the
work is required by law or institutional mandate. In addition, actors need to be context
sensitive, paying attention to and acting according to the legal, cultural and community
contexts in which any given project exists.

Participatory

Responsible data is participatory. It seeks and builds with inputs from those who use and are
affected by data, namely children, their caregivers, and the communities in which they live.
Accordingly, actors should inform and engage with individuals and groups. In seeking input,
actors should pay attention to marginalized and vulnerable population segments as well as to
the inputs of partners, donors and other key stakeholders.

Protective of Children’s Rights

When it comes to children, responsible data practices begin by recognizing their distinct needs
and requirements. Children’s rights must be realized in order for them to develop to their full
potential. Realizing these rights can be complex given children’s inherent vulnerabilities, the
likelihood that others are making impactful decisions on their behalf, and the future
prospects they can achieve if supported effectively by those working in their interest.

18
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Proportional

In the data space, less can sometimes be more. When developing and implementing data
initiatives, actors should always consider necessity and whether there is proportionality in the
breadth of data collection and duration of data retention in order to achieve the intended
purpose. The collection and retention of data should be relevant, limited and adequate to what
is necessary for achieving intended purposes. The importance of targeting and minimizing
collection is true of all data, but especially true of data related to children, given potential and
actual vulnerabilities.

Professionally Accountable

Data responsibility rests upon broader foundations of professional accountability. To ensure
that the practices and principles described above are put in action, and the unique
considerations of responsible data for children are operationalized within institutional
processes, organizations and partners should collect, process, and use data within a more
general culture of data responsibility. Such a culture has many elements, but one of the most
important is to establish and clearly define the role of organization-wide data stewards. Data
stewards are an emerging role; they are individuals or groups whose duties cut across
departments and functions, and whose broad remit is to oversee responsibility and
accountability in the way data is handled.

Prevention of Harms across the Data Life Cycle

Data is not static but exists on a cycle. As part of a commitment to data responsibility, actors
should assess and seek to prevent risks across the full data life cycle, including the collecting,
storing and preparing, sharing, analysing and using stages. This concept is called end-to-end
data responsibility. It is essential for preventing harm to children and ensuring trust.

Data Lifecycle

These 7 principles, and all your ethical decision-making, span the entire data lifecycle. You
should consider potential risks and benefits for children at each of these key points. Note that
for your project, these stages may not be sequential or discrete, so continual ethical reflection
will help you ensure that your project remains child focused.

1. Planning: how a data system will be developed, what type(s) of data will be collected,
and for what intended uses

2. Collecting: the process by which data is generated or extracted

3. Storing and Preparing: holding and cleaning processes to enable data sharing, analysis,
and use

4. Sharing: the transfer of data between different systems and/or stakeholders

5. Analysing: the interpretation of data, whether through algorithmic or human analysis,
to inform some type of decision

6. Using: the ultimate action taken (if any), as well as any eventual archiving or destruction
of the data

19
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START:

PROJECT

|Il

1.1 “State your project goa

Clearly stating your project goal will provide you with a reference point throughout your
decision making, keeping you focused on what it is your project looks to achieve. Note that all
projects should be purpose-driven.

Some key points to consider:
¢ How does your project goal provide positive outcomes for children?
¢ What are you hoping to achieve by carrying out this project?
e Why does this project need to be carried out in the first place?
¢ What problem will it address, and how will it solve it?

1.2 “Define the scope of the project”

The aim of this question is to provide a ‘bigger picture’ analysis of your project by looking at its
applications and implications before the project has started. This is an important exercise,
allowing you to think about what can and cannot be done within your project constraints. It
may be useful to highlight issues that will lie ‘out-of-scope' too. Mapping this out will help to
assess whether your project is

Some questions to think about:

e How do children fit into the scope of your project, both directly and indirectly?

e What background knowledge and skills are needed (if any)?

e What types of data are you likely to use/need? (e.g. personal, group, administrative)
e What theories/methods will be used? What are their strengths/weaknesses?

¢ What are the limitations of your project?

e Arethere any questions that you are not able, or willing, to answer?

1.3 "How does your project intend to benefit children?”

Projects within the Data for Children Collaborative with UNICEF are committed to using data
to improve outcomes for children locally, nationally and globally. Remember that one of the
RDAC principles is to be Children and their needs and interests should be at the
centre of any of our projects.

This question looks to assess the practical ‘what’ question — what your project will provide that
will improve outcomes for children. What is the end output that can be used to achieve your
project goal? There may not be just one answer, so list any outcomes that might be
appropriate.

20
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For example: this project will provide positive outcomes for children by...
e Improving health care
e Communicating knowledge to the wider public
e Informing professionals

Reference, where you can, how this project will help to realise or safeguard children’s rights.

1.4 “To what purposes will findings be used to inform processes, and if, (and only if) already
negotiated, for which stakeholders?”

Please note: Do not identify changing policy or programmes as a direct outcome if this hasn’t
been agreed with Government or Programme Organisations. In these instances, note that the
findings will be used to advocate for change. Only in the case where it is agreed or known with
certainty that findings will be used should this be noted in this section as ‘informing policy
or programmes’.

Keep in mind the scope of the project and be realistic with what you think can be achieved
given your timeframe and resources. Remember to highlight, at every stage, how this links back
your project being purpose-driven to improve children’s lives.

1.5 “List all likely stakeholders for this project.”

A stakeholder is a person or organization with an interest in a project activity and who is
affected by the project outcomes. At the Data for Children Collaborative with
UNICEF, children should always be the priority stakeholder. We also encourage our projects to
be participatory, paying attention to marginalized and vulnerable population segments as well
as to the inputs of partners, donors and other key stakeholders.

Please clearly number your stakeholder groups in your response so that you can reference
these in later responses.

Be as specific as possible with your answers. For example:
Children > in Scotland > in low-income households > between the ages of 5-10
Stakeholder groups can include:

¢ Children as data subjects
o This group refers specifically to children whose data was used in the project

¢ Children as stakeholders potentially impacted by the project
o This group includes all children that could be impacted by the results of the
project

e Parents, Guardians and Families
o Parents, legal guardians and caregivers may fall under their own stakeholder
group. However, the wider family should also be considered. Many families today
are mixed to include stepparents, grandparents and other members

21
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e Professionals
o This includes those professionally involved with the research, for example:
doctors, teachers, researchers

e Communities
o Communities are not only formed geographically — they can also include
communities within schools, churches and other groups

e Politicians
o This includes anything from small city councils to larger governmental bodies,
including policy makers and individual politicians

e Financial Stakeholders
o Anyone with a financial stake in the project - including funders and investors

e General Public
o Everyone not mentioned previously, who might still be affected by publication
and implementation of the project findings

You can find more information here.

Please also indicate your level of engagement with your stakeholders. This can be listed as
high/medium/low depending on how often or actively you will engage with each group.

Stakeholder Level of Engagement

1.6 “What are the potential effects (both positive and negative) of the outputs listed in question
1.4 on each of the stakeholders as stated in question 1.5? Be as specific as possible with your
answers.”

In question 1.4, you have listed how your findings will be used once the project is completed.
For each potential output, it is important to consider how these could bring about positive and
negative outcomes. This can often be carried out as part of a ‘harm’ and ‘benefit’ analysis —
although in some cases it may not be this straightforward. This is an opportunity for you
to assess and seek to prevent risks across the full data life cycle.

Remember that children are always the key stakeholder, and all outcomes should be protective
of children’s rights.

When detailing the outcomes, it is imperative to include as much detail as possible. Specifics
should include:
e Exact nature of the risk/benefit
o E.g.notjust identifying ‘stigma’ as a general risk but noting how it may arise (in
dissemination of findings, in distribution of aid...)
e To whom each risk/benefit refers
o E.g.including, where known and relevant, age, location, socio-economic status
of the stakeholder group

22
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Stakeholder Potential Positive Effects Potential Negative Effects
Children in low-income Agreed government strategy [Dissemination of findings may
households in Scotland to lower cost of healthy food —[inaccurately target individuals
between the ages of 5-10 meaning children in low within predicted ‘at-risk of
income households have obesity’ groups
better access to nutritious
foods Labelling groups ‘at-risk of
obesity’ could lead to negative
Reduction of risk of child mental health and social issues
obesity and potential e.g.
adolescent/adult obesity as a [pullying/discrimination/low-self]
result esteem

1.7 “Are any conflicts likely to arise when ensuring positive outcomes/impacts for one class of
stakeholder versus another? If yes, what are they?”

In question 1.6, potential impacts were highlighted alongside which stakeholders these are
likely to affect. It is important to assess how these impacts may work in tandem or in conflict —
and how to mitigate these issues.

It may be useful to revisit the Convention on the Rights of the Child here, to ensure you have
a clear understanding of how to protect children’s rights. Think about how you will prioritise
the interests of children at each stage.

Some things to consider:

e If one group must benefit over another, children should always be the priority
stakeholder

e Are there possible research outcomes that benefit one group but also present risks to
that group or others?

e What measures can be put in place to mitigate this conflict of interest?

e How will you justify your reasoning?

1.7.1 “How have you reconciled these conflicts? Detail specific strategies.”
Please detail, as specifically as possible, how you plan to reconcile any conflicts that you have
identified in question 1.7. Remember that, above all, we have a responsibility to protect

children’s rights. Try and make sure that your strategies are rather than
data focused, and highlight exactly how they will

23
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1.7.2 “Are there any stakeholders noted in 1.5 for which an additional duty of care may be
required, for example children, or who may be considered a ‘vulnerable population.’ If yes, detail
who, why, and how this care will be provided.”

A vulnerable group is a cohort that may be at greater risk of harm due to personal or
circumstantial factors and/or may have a lesser capacity to safeguard their own interests. They
are groups for which a greater duty of care is required. Children are generally considered as
requiring a greater duty of care. Taking a approach will ensure that you have
accounted for the specific needs of all the groups involved in your project.

Aside from children, other vulnerable groups can include:

e Immigrants/migrants/asylum seekers

e Persons in institutional settings

e Persons living in poverty

e Religious, linguistic, and ethnic minorities
e Persons with disabilities

e The elderly

e Members of the LGBTQ+ community

¢ Single parents

Project Compass-Guided Questions:

¢ Are children the top priority? If no, why not?
o Remember, children and their wellbeing should be the primary focus of the
project.

e Who else might your project be prioritizing?

e How can you better structure your project in order to ensure that children are the key

focus throughout the project lifecycle?

e How have you worked to ensure that your project is protective of children’s rights?

24
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DATA
1.8 “Is it necessary for your project to be able to identify individuals? Please justify your answer.”

Unless necessary for the project, subject data should be kept anonymous. By keeping data
anonymous, you will be protecting the rights of the children involved.

When thinking about whether your data should be anonymous, it may be helpful to consider:

Would the ability to identify individuals bring about positive outcomes for children?
Can you successfully justify a need to identify individuals?

Will anonymous data be sufficient in allowing you to achieve your project goals?

e What steps will you take to ensure that individuals cannot be identified in your
dataset?

e What would the implications be if children could be identified in your data set?

e Would merging databases potentially re-identify individuals?

If you are still convinced that identification will be necessary to complete your project, you will
need to make a strong case to justify this. This will include being able to evidence that you have
a lawful basis for collecting this data, a comprehensive data storage plan, and strict compliance
with data protection principles. You will need to detail who will be professionally
accountable for this data, and that it is given your project goal.

It is important to remember that children may be less aware of the risks involved with having
their personal data collected and processed, so you should be prepared to explain your
reasoning in a way that is accessible to children. This could involve explaining to children, in
language they can understand:

e Their rights over their own personal data

e Why we require their personal data and what we intend to do with it

e Any risks that may occur in the processing of their data and how we are safeguarding
against these

1.9 “What are the sources of your data?”

When thinking about using data ethically, it is key to detail exactly where each part of your
dataset is coming from. Transparency about data sourcing will ensure that the data being used
is ethical, trustworthy, reliable and safe. It will also help you to identify any risks across the

data life cycle.

List your sources in as much detail as possible.

25
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1.10 “For each source, if collecting primary data, explain the negative impacts this may have on
stakeholders. Include data controller/processor roles.”

If you are collecting primary data, it is imperative that the rights of the child are a top priority.
Data collection, particularly regarding children, is subject to rigorous ethical assessment. If you
have identified a need to carry out primary data collection, please consult with the delivery
director for further guidance on next steps to take.

To determine whether you are the data controller, you need to assess which organisation
decides:

e To collect the personal data

e The legal basis for collecting this data

e Which items of personal data should be collected

e The purpose(s) of the data

¢ Which individuals the data is collected about

e Whether this data is disclosed (and if so, who to)

¢ Whois allowed access to the data (and why this is the case)?

¢ How long the data is retained for

e Whether non-routine amendments to the data can be made

If you are the data processor, you may decide:
e Which IT systems and methods are used to collect personal data
e How this personal data is stored
e Security details for the personal data
e How personal data can be transferred from one organisation to another
e How to retrieve personal data about specific individuals, if needed
e Methods to ensure that a data retention schedule is followed
e How to delete/dispose of the data

It is important to ensure that you are clear on who is to be held professionally accountable for
these decisions.

1.10.1 “For each source, if the data controller/processor is not the Collaborative, ensure that the
original method of collection is fit for purpose and aligns to the Collaborative’s values.”

Source Controller / Processor Method of Collection

If you are not collecting the data yourself, it is still important to do your due diligence. Even if
a data set is available this does not guarantee that the data was collected in line with our values
as outlined in our compass and seven principles. Take some time to research the methods of
data collection and the original purpose for collection.
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1.10.2 “For each source, does the intended use of the data within this project align to the
purpose the subjects consented to when it was collected? If no - Stop. Review GDPR and fix.”

Source Subjects Consent Required

Required by GDPR Article 7. Data subjects must be informed of the purpose for which their
data is being collected and their consent should be; freely given, given via a clear, affirmative
act and easy to withdraw. Data usage should remain aligned to the purpose given at the point
of collection.

1.10.3 “For each source, are each of the data variables you are requesting justified by the scope
of the project? If no - minimize the number of variables obtained.”

Source Variables Justification

Keeping the data variables requested to a minimum reduces the risk of subjects being re-
identified and ensures that your data is to the project goal. You should be able, if
asked, to justify the need for each of the data variables requested. NB: ‘Potential control
variable’ is an allowed justification.

1.11 “For each source, how will any data be stored throughout the project lifecycle and upon
project completion?”

Source Retention

It is important to consider the , from project initiation to project
completion.

Think through, and answer:

e Where live data will be held

e How files will be organised/structured

e What backup/recovery provisions are in place
e Any security risks

e How the data will be accessed

¢ How the data will be transferred

¢ When the data be destroyed

o How to justify the duration of storage
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1.12 “For each source, has the data been anonymised to the greatest degree possible? Detail
how each data set has been anonymised.”

Source Anonymisation Method

As previously discussed, data should be anonymous unless absolutely essential for the project.
Ensuring the safety of personal data is critical in protecting children’s rights.

For each data source, note the method of data anonymisation, giving justification if necessary.
There are varying methods of data anonymisation, such as:

¢ Removal

e Substitution

e Distortion

e Generalisation

e Aggregation

e Rounding and suppression
e Restriction

1.12.1 “If using multiple data sets, could the merging of these datasets re-identify individuals?
Have any measures been taken to prevent this?”

Merging different data sets, even if they are anonymised, can make it easier to discern the
identity of specific individuals. Whilst this can be a useful exercise in providing better insights
about certain behaviours and activities, it can unintentionally put people’s private data at
risk.

This is not only an issue for personal data, but also for certain types of aggregated group data.
This could include:

e Gender disaggregated data

o Age disaggregated data

e Child-headed households

e Locations of children

e Children experiencing violence

Whilst these types of aggregated data do not identify specific children, they can expose groups
of children to harm if the data is handled irresponsibly.

Detail how this could occur in your project, and steps you will take to prevent this from
happening.
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1.13 “Is there any reason why your project methodology should not be made public or shared
for usage throughout the Collaborative?”

This question encourages you to stop and think about your project so far. This is a reflective
exercise, allowing you to assess your project methodology and how it aligns to the
Collaborative vision.

Think about:
e Isyour project and designed to maximise benefits for children?
o Ifeveryone were to use the same methods as you, would this be a good or a bad thing?
e Have you cut corners or used methods/data that you wouldn’t be proud to share?
e What would you think if you found out that another team/company was working in this
way?
o Would you have cause for concern?

Data Compass Guided Questions:
e How have you decided that these types of data will be the best to help you
benefit children?
e Isthe way you are using your data safe?
e |syour data sourcing trustworthy?
e Areyou being transparent with your data sourcing and methodology?
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RESULTS
1.14 “Who are you required to share your findings with?”

These are the people that you will communicate your findings to regardless of the outcome. It
is important to identify this group, as this will ensure that the project is transparent from start
to finish. It may be useful to highlight key people within stakeholder groups that you can
communicate with, and who can be held professionally accountable for discussing how to
share the results of the project.

Some people that you may be required to share findings with could include:

e The Data for Children Collaborative with UNICEF
e Your internal project manager

e Representatives of the client

e Funding bodies

1.15 “What are other applications, both positive and negative, of any methodologies developed
within this project?”

Any new methodology is at risk of being extended in both positive and negative ways. Consider
how your methods could be transferred to other locations, data subjects and sectors to
improve outcomes for children in a similar way to our project. Consider the impact of your
methodology in the hands of others who may not have the same intent. It is important to think
through

Are the appropriate data sharing or intellectual property sharing agreements in place to ensure
that your methodology will be used by the right people for the right reasons?

1.16 “What are the implications of your project using data science methodology to make
predictions about children? How can these be resolved?”

Your project might be using innovative data science techniques to make predictions about
children that could have both positive and negative effects. This is a good opportunity to reflect
on how your methodology is.

For example, using methods that can predict when a child might be at risk of being overweight
or obese can have positive effects in that steps can be taken to improve that child’s health.
However, making that prediction and publishing results on what these indicators are for child
overweight and obesity could lead to negative targeting of children who fall into this category.

Predictions are not always correct, either. Think about the implications for children if they are
wrongly categorised — will this put any of their rights at risk?
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1.17 "How may communicating your findings bring about unintended harm to vulnerable groups
and stakeholders? Please identify stakeholder groups, respective potential harms and how you
plan to mitigate any risks.”

Every bit of information that is unearthed can seem important and beneficial, but sometimes
it's necessary to step back and think about the unintended negative impact that the results of
your project could bring about. Are your findings still to the original project goal?

Some considerations:

e Do the results favour short-term harm instead of long-term good?

e Isyour project child-centric and designed to maximise benefits for children?

e Sometimes we think we're using the information gained to bring about good, when in
reality it may have negative effects. How will you measure the impacts of your work once
the project is over? How will you resolve any issues that arise?

e How are you going to overcome any of these issues? Answer in as much detail as
possible.

Stakeholder Group Potential Harm Risk Mitigation

1.18 “Are there possible adjustments that can and should be made to communications that may
mitigate against; misunderstandings, misrepresentation and misapprehension of data and
limitations?”

Is there a way of communicating your findings that would limit any assumptions or
interpretations that may be made from the results? Is there a smaller audience to
communicate your findings with that would limit any negative impact? Do you have the
appropriate data retention and deletion procedures in place?

Your explanations and justifications should be communicated in plain, understandable
language that those from a non-technical background can easily understand. This will ensure
that your project is transparent and that could arise from your results.

1.19 "Will the project still be beneficial if you cannot communicate findings to those outside of
the required group listed in 1.14?”

Perhaps you and your team have concluded that your results are best left unsaid. But what do
you do now? This is a good time to reflect on the project as a whole, and what your next steps
may be.

e Was the project still beneficial?

e Could the results from this project be used as the foundation of another project?

e Arethere any other ongoing projects in the Data for Children Collaborative with UNICEF
that would benefit from the results of your project?
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Results Compass Guided Questions:
e Have you thought about the impact of the results for the target cohort of
children and children more broadly?
e How will you ensure transparency if results are not as intended?
e Under what conditions would you be willing to publish?
e If thereis a circumstance where you wouldn’t feel comfortable publishing your results
and is there any way to mitigate this?
e Could this be altered by re-assessing the scope and aims of your project?
e Will publishing your results be a safe thing to do?

You have now completed the “Start” phase of your ethical roadmap, but this is not the end of
the journey. We encourage you to look back and reflect on your answers throughout your
project life cycle. This can help to keep you focused on your initial project aims and goals, as
well as ensuring that you are aligning to the Responsible Data for Children principles as your
project progresses.
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ON THE ROAD:

2.1 “Has the proposed benefit to children, as detailed in 1.3, changed in any way? If yes, explain
how and why these changes have been made.”

Your project should use your proposed benefit to children as its key motivation throughout the
project lifecycle. However, sometimes new findings, methods or input from stakeholders may
mean that your initial project ‘goalposts’ shift slightly. If the impact to children is no longer
beneficial, you should not move forward with these changes. If the intended benefit has
altered slightly, you should be able to justify your reasoning and highlight how it aligns to the
Collaborative vision. It may be helpful to include information about the people involved in the
decision making process.

Itis important that you ensure your project remains and protective of children’s
rights at all times.

2.2 “Have any new stakeholders been added to the project? If yes, explain who and why they
have been included.”

As your project progresses, it may be necessary to include new individuals or groups to the
team. As you did in questions 1.5 and 1.6, you should think about your level of engagement
with the new party and any positive or negative outcomes they could face as a result of your
project. Thinking through these questions will help to

You can use the tables below to help structure your answer.

Stakeholder Level of Engagement

Stakeholder Potential Positive Effects Potential Negative Effects

2.3 “Has any of your data science methodology changed since the last assessment? If yes, detail
how you came to this decision, and how it aligns to the original project goal and purpose as
detailedin 1.1 and 1.2.”

Your project should be purpose-driven. As a result, any changes that you make along the way
should always align to your project goals and purpose.

Some considerations:
e Why is this method better suited than the one you had previously chosen?
e What new skillsets or training is needed to successfully carry out this method?
e Who was involved in making this decision? Why?
e Canvyou provide evidence as to why this is the best option?
e Can you explain how this assists you in achieving your project goal?
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2.3.1 “Have any new data sources been used? If yes, please complete questions 1.8 —1.12.1 for
your new data source(s).”

Introducing new data sources or new data sets may be necessary to fulfil your project aims. If
you are planning on using any new data sources, even at this stage in the project, it is important
to give detailed answers about how this data will be used and managed. This will highlight if
the new data sets are proportional to your project goals, as well as determining

As before, answer questions 1.8-1.13 in as much detail as you can. You should be able to
highlight why this data is best suited to address a gap or an issue in your project so far. Justify
your reasoning where possible.

2.3.2 “Have any new parties been given access to the data? If yes, detail who and why this
decision was made.”

Just as if any new stakeholders have been added to the project, if any new parties have been
given access to the data it is important to document this. You should make sure that there
access is granted in a proportionate way, and is purpose-driven.

Think about the type of data they have access to, and any potential that could result
from this. Make sure your new team are aware of the sensitivities in handling children’s data.

2.3.3 “Are there any parties that still have access to the data that no longer need it? If yes, detail
the steps you will take to ensure that they no longer have access.”

It may be the case that there are people who have completed their phase of work, or are no
longer involved in the project. To be , you should be monitoring who
has access to data at various points throughout the project. Use this question as a prompt to
review data access permissions for the data sets you are using.

If an individual has had access to data when they no longer need it, please explain why this is
the case.

2.4 “Have you encountered any unexpected results since beginning your project? Explain your
answer.”

Sometimes we are faced with challenges or issues that we could not have accounted for at the
start of a project. This question is an opportunity for you to reflect on any unexpected results
that have been unearthed in your project thus far.

If these unexpected results could present ,orthreaten children’s
rights in any way, you should share these concerns. Remember that protecting and helping
children is at the core of everything we do.
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2.5 “Are you aware of any new ethical issues that may arise as a result of these changes? If so,
how do you plan to resolve these?”

During the project lifecycle, some changes may be necessary in order to make sure that you
are positioned to achieve your project goals. It can be impossible to try and predict for
everything that could happen before your project has even started!

However, these changes could surface new ethical issues, and it is essential to consider the
potential impacts that these could have, particularly on children and their rights.

Think through your initial answers, and then consider:

The types of data you are now using

The people now involved

The ultimate positive impact on children

Whether your changes are proportionate to the original project scope
How you will justify your reasoning for any changes you have made

What measures you will put in place to mitigate any new risks

On the Road Compass Guided Questions:

® Are you confident that your project is still child focused and providing positive impacts
for children?

® How can you ensure that your decisions, changes and new ways of working are
transparent and accessible?

® Are you still using and handling your data in a safe and trustworthy way?
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DESTINATION:

3.1 “Has your project output achieved or diverted from your intended project goal? Please detail
your answer.”

Now you are at the end of your project and can assess its outputs, you should consider how
closely they align to the intended purpose and project goal. Perhaps they have exceeded your
expectations, or perhaps you didn’t quite meet your objectives. Similarly, some things may
have changed along the way that have resulted in a diversion from the original project aims.
Remember that all projects should be people-centric and project driven — so your outputs
should always be useful and beneficial for children.

In any of these cases, it is important for you to look back at what you originally set out to do
and evaluate how successful you have been. It may be helpful to think about any implications
that could arise if your outputs are not as intended.

3.2 “Given your project output, can you now identify any additional stakeholders? If yes, explain
who and why they have been included.”

Now that your project outputs are completed, you may be able to identify additional
stakeholders who can benefit from your work. You should list any potential new parties and
why you think they should be included. You should reference, where possible, how their
participation is proportional to the project.

3.3 “Have you stored or disposed of the data, and any copies of the data, as originally stated? If
no, explain why.”

As before, you should have a clear understanding of who is for data
management, including storage and disposal at the end of the project. Refer back to your
original answers and ensure that you have dealt with any remaining data in the appropriate
way. If you plan to adjust these measures in light of your project outcomes, please detail your
new data management strategy and why these decisions were made.

Remember that children’s data is particularly sensitive and requires stringent protection.

3.4 “Given the final outcome of your project, who will your results be communicated to?”

Your project outcome could influence who you communicate your results to. For example, you
may have unearthed results that could cause to children if disseminated publicly.
Similarly, you may have discovered insights that could be beneficial to more people than you
had originally thought. You should list any additional parties that you wish to communicate to,
and justify your answers where necessary. Anyone added should be proportionate to the
project goal, and in children’s best interest.
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3.5 “Will the communication of your outcomes negatively impact any of the project
stakeholders? If yes, how will you resolve this issue?”

Just as it is important to assess the positive impacts of your findings, it is also important to
reflect on whether your results could have negative effects on those involved. Refer back to
your stakeholder list and think about any harms that could surface when you publish your
results. This is a useful time to really focus on ensuring that your project is people-centric. If
you can identify any negative impacts, you should provide a detailed risk mitigation plan, with
clear professional accountability.

For example:

e Could any negative assumptions or predictions be made about your stakeholders as a
result of communicating your findings?

e Does communicating your findings favour one stakeholder group at the expense of
another? (Not including children, as they are always the priority stakeholder)

e How can you present your results to minimise any risks?

3.6 “What impacts will communicating your findings have on children?”

The overarching goal of all of our projects is to have a positive impact on children. Take this
opportunity to reflect on how you are communicating your findings and why this is in children’s
best interests. Detail, where possible, how this is in line with your original project purpose. This
is a chance to highlight how your project results align with the Collaborative’s vision to use data
science to improve outcomes for children.

Think through what your new insights can achieve. Are you:

e Informing policy?
e Providing a research paper?
e Creating a new tool?

Most importantly: how will children benefit from these outputs? Remember that your answers
should be people-centric.

It is important to prevent harms across the data life cycle. Your findings may have negative
impacts on children if communicated to the wrong audiences in the wrong way, or even
communicated at all. If there is any reason that you think your findings could have negative
effects on children, either directly or indirectly, you should not proceed further. Above all, we
have a responsibility to protect children and their rights, even if this means not communicating
the project results.
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Destination Compass Guided Questions:

How are you planning on communicating your results to ensure that your insights are
transparent and accessible?

Have you stored or disposed of any remaining data in a safe and trustworthy way?

Are the decisions you have made to communicate or not communicate your findings in
children’s best interest and documented in a transparent way?

How can you ensure that your findings are trustworthy?

Have you taken necessary measures to ensure that any data included in your results is
safe and does not expose children to any harm?
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Aims of the Training

EXp|a in what safeguarding means in practice in the Collaborative

|dent|fy safeguarding risks in your day-to-day work

Determine what and when concerns needs to be escalated, and to whom
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Terminology

: by

Child: Anyone under the age of under 18 Safeguarding: Refers to all of the actions

years old we take to keep all children, and/or their
data, we come into contact with safe. It
includes the proactive measures we put in
place to ensure children do not come to
harm as a result of our contact with them
or their data.

Child Protection: Refers to the actions we
take when we have specific concerns that a
particular child is at risk of significant
harm. Child Protection is only one part of
Safeguarding.
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Safeguarding vs Child Protection

» Safeguarding implements a series of preventative steps to protect
children and/or their data, e.g.
e Policies
e Codes of conduct
» Safe recruitment
* Welfare Officer

* Child protection measures are the steps we take to respond when we
know a child is at specific risk of harm
* Reporting concerns
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Legislation

UN CONVENTION OF THE
RIGHTS OF THE CHILD

LEGISLATION ON SAFE
RECRUITMENT, SEXUAL
OFFENCES, HEALTH AND
SAFETY ETC.

© 0O

CHILDREN ACTS 1989 AND
2004

GDPR

WORKING TOGETHER 2018

DATA PROTECTION ACT

A

GETTING IT RIGHT FOR
EVERY CHILD (GIRFEC) NOTE: GDPR and the Data Protection Act do
not prohibit the collection and sharing of
safeguarding data. Instead, they have
provided a framework to ensure this data is
shared safely and appropriately. This is
fundamental to good safeguarding practice.

PREVENT STRATEGY
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Duty of Care

* Assumed by individuals and organisations responsible for children,
young people and vulnerable adults and/or their data

* The standard of care must reflect that of a competent and qualified
person, acting suitably for their qualification...

...not merely that of an ordinary prudent person or parent
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Some Examples

5. th, ?

Cross-referencing Using satellite data as a Highlighting and Using a child's data Publishing data that And in your project...?
different data sets to means of surveillance to distributing the without their consent, or identifies specific children
identify a specific child track or observe a child geographical locations of outside of the consented or details about them
children purpose
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Example One

Imagine you have just attended a meeting to
discuss your project, which is looking at links
between low socioeconomic status and mental
health issues for children. You are excited about
the prospects of the project and the positive
impacts it can have.

On the bus home, you phone a colleague who you
think might be interested in the project. You
audibly chat about your assumptions that there is
a correlation between mental health issues and
low-income areas using, at times, inappropriate
language such as ‘crazy’ and ‘rough areas’

Can you identify the safeguarding issue here?
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Example Two

As part of your role in the project, you have been
tasked with analysing answers to U-report
survey questions.

As you work through the data, you come across an
unexpected, and quite concerning, answer from a
child. The answer provided gives information that
the child is in a potentially dangerous situation,
and is asking for help.

You are the only member of your team working on
this particular data set.

What should you do?
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Example Three

Your project uses high resolution satellite imagery to
assess geographic locations. Your role involves
analysis of these images for specific indicators.

As you work through the photographs of a particular
geographic region, you notice that one of the images
shows a child in a potentially compromising, and
perhaps dangerous, situation. The high-resolution of
the image means it is clear to see that the child is in
distress.

You know that the data you are using is historical,
and does not indicate real-time events.

What are your next steps?
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Safeguarding Risk Assessment

What access will you have to What potential safeguarding What steps will you take in Who is responsible for Please confirm date when
children/young people or risks to children / young your role to mitigate these ensuring this action is taken? action is complete.

their data, through your role people can you identify for safeguarding risks?
in this project? your role?

Please confirm that this Risk Assessment has been copied to dataforchildrencollaborative@thedatalab.com Name:
Role:
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What We Know About Young People’s Experiences

* Significant numbers of children, young people and adults at risk are
abused

* Prevalence is higher than reported incidence

* Abuse is based on unequal power relationships

* Children are usually abused by people they know well and trust

* Abusers will seek children out and ‘groom’ them for sexual abuse
* It is hard to speak out —and can be harder to be heard

* Men, women and other young people can abuse

* Continuum from poor practice to abuse
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Bullying by Peers

* Consistently, children’s main concerns may involve:
* Physical assaults
Verbal abuse and teasing
Being ignored/excluded
Damage to property
Online (e.g. social networking sites: Facebook, Twitter, Instagram)
Stealing money
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Additional Vulnerabilities

Disabled children
and adults

Children and
young people in
the LGBTQ+
community

Child associated
with armed groups

Children from
minority ethnic
groups

Children who have
been sexually
abused

Children in the
care system
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Responding and Reporting: What is our duty?

* A duty to behave in a way that does not place children at risk of harm

* Either directly, or through the analysis, dissemination and publication of their
data

* A duty to respond to concerns about specific children and report
these on to the appropriate authorities who can act to protect them

* UNICEF have a duty to follow up such referrals to ensure action has
been taken
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Responding and Reporting: Procedures

Data for Children Collaborative's procedures include:
* Policy: University of Edinburgh’s Protection of Children & Protected Adults

Policy
* Risk assessment template —to be completed at the outset of each project

FOR EVERY CHILD

ive b itively i
NW: We are apen in our intended NE: We strive to positively impact

il ng b
* Code of Conduct Compass oo reiiyree
communicate the goals of oll of our ighest stor v. older clm.r treating
them, and their data, with respect.
projects.

WITH TRANSPARENCY

SE: We use data from reliable

§ SW: We show integrity in our
1 H 1 — prajects by holding our methods to sources and protect all personal
» Safeguarding incident form s e
our abilities.

Incident Form
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Remember

It is not the responsibility of those working / volunteering on behalf of
or representing the Collaborative to decide if child abuse is occurring,
but it is our responsibility to act on any concerns by reporting them.

This means that you should always report your concerns following the
process outlined below even if you are not sure that a child has been
harmed or abused.
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You have concerns about a child or adult at risk. Do they
need urgent medical or police attention?

e T e

l Report your initial enquiry to:

Lucinda Rivers, Head of UNICEF UK in Scotland: Lucindar@unicef.org.uk

Contact emergency services immediately
and explain that your concernis of a For further assistance or more advice, please contact:

safeguarding nature. Esma Helvacioglu, Safeguarding Officer: EsmaH@unicef.org.uk

Anna Kettley, Director of Programmes: AKettley@unicef.org.uk

If concerns are potentially serious, within 24 hours please contact:

Sally Proudlove, Head of Safeguarding UNICEF UK: sallyp@Unicef.org.uk

.

Internal UNICEF UK staff: complete Safeguarding Incident Form with 24 hours and follow instructions on the form regarding storage
External Colleagues: UNICEF UK safeguarding team will follow up and complete the Safeguarding Incident Form.

.
UNICEF UK Safeguarding Team will:
*  Report any concern regarding internal UNICEF UK personnel to the Executive Team immediately
*  Make any referrals to external agencies as appropriate
*  Follow up with the referral agencies that action has been taken
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Report, Report, Report
Please report any concerns through the reporting process.

Remember it is always better to report, even if you are not sure.
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Safeguarding
Statement

WHO DOES THIS WHO DOES THIS STATEMENT APPLY TO?

This Statement applies to individuals working on projects forthe Data for Children
Collaborative with UNICEF that will involve direct or indirect contact with children, vulnerable
adults and their data, and who haven’t already been required to sign a Safeguarding
Statement.

WHAT IS YOUR DUTY OF CARE?
Anyone working with children or their data at the Data for Children Collaborative with UNICEF
has a legal and moral duty of care to do all they can to protect the children and their data from
harm or misuse. Specifically, this means:
e A duty to behave in a way that does not place children or vulnerable adults at risk of
harm, either directly or through manipulation of their data
e Aduty to respond to concerns about specific children and adults at risk, and to ensure
these are reported on to the appropriate authorities who can act to protect them, as per
the reporting process outlined below

WHAT DO KEY TERMS MEAN?
¢ Child: Anyone under the age of 18 years old
e Adults at risk: Anyone 18 years or over who is, or may be, unable to take care of
themselves against harm or exploitation, whether due to age, physical or mental disability
or otherwise.
o Safeguarding: Safeguarding —is a broad term that refers to all the policies, procedures
and actions that an organisation takes and puts in place to ensure that anyone working on
their behalf, and anyone benefitting from the work they are doing, does not come to any
harm, either intended or unintended, as a result of this work taking place. It includes both
policies and procedures and the culture within the organisation that either promotes or
hinders best safeguarding practice.
e Child Safeguarding: Refers to all the actions we take to keep all children, or their
data, we come into contact with safe. It includes the proactive measures we put in place
to ensure children do not come to harm as a result of our contact with them or their data.
o Adult Safeguarding: Refers to all the actions we take to ensure that any adults we come
into contact with through our work, or who work on our behalf are safe. It includes adults
connected to the children we are seeking to benefit and adults that are included in the
definition of resource supporting the Collaborative.
o Child Protection: Refers to the actions we take when we have specific concerns that
a particular child is at risk of significant harm
o Data Protection: Refers to the actions taken to control how personal information is used
by government, businesses and organisations
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WHAT ARE THE PRINCIPLES AND PURPOSE OF THIS STATEMENT?

The key principles of this Statement are:
e The welfare of the child will be the paramount consideration in everything we do. This
principle is enshrined in international and domestic legislation. It should have a direct
impact on how we work and ensure that every decision we make puts children’s best
interests above all other considerations
e All children have an equal right to protection from harm regardless of their gender,
culture, ethnicity, age, religion, sexual orientation, or ability
e All adults have a responsibility to respond when they are concerned that a child may
be at risk of harm
¢ Information should be managed confidentially and only shared without consent where
the duty to protect children from harm supersedes an individual’s right to privacy
o Safeguarding decisions should be made in a timely manner and should not be subject
to unnecessary delay
e Children have a right to have their voices heard and their views should genuinely shape
and influence how we work

WHAT DOES GOOD PRACTICE LOOK LIKE?

Everyone should operate within the following good practice guidelines:
e Risk Mitigation: Consider the potential risks or negative impact on children of
any activity we engage in prior to any piece of work starting and putting in place
appropriate safeguards
o Special Considerations: When in direct contact with children, work in a way that makes
provision for children who need additional support due to their needs or circumstances
e Best Practice: Plan and deliver any activities that involve direct contact with children to
best practice standards in order to minimise any risks to children involved
e Putting Children First: Ensure anyone working on behalf of the Collaborative follows all
of this guidance and has read, signed and adheres to the Code of Conduct below

ADULTS AT RISK

Whilst the primary beneficiaries of the Collaborative’s work are children, you may come across
adults at risk or adults in vulnerable circumstances through your work forthe
Collaborative. The Collaborative will apply the same principles and standards of conduct set
out in this Statement to adults at risk and you must follow the procedure set out below to
report any safeguarding concerns you have in relation to adults at risk.

HOW DO | RECOGNISE AND REPORT CONCERNS?
Whenever anyone representing the Collaborative is concerned about a child they have a duty
to report their concern so that steps can be taken to help protect the child from harm.

Remember it is not the responsibility of those working on  behalf of or  representing the
Collaborative to decide if child abuse is occurring, but it is our responsibility to act on any conc
erns by reporting them. This means that you should always report your concerns following the
process outlined below even if you are not sure that a child has been abused.
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CODE OF CONDUCT

Everyone acting on behalf of The Data for Children Collaborative with UNICEF is required to
sign the code of conduct below. This acts as confirmation that you have read this Safeguarding
Statement; you agree to fulfil your duty of care to safeguard children and adults at risk to the
best of your ability; and you agree to abide by the principles and behaviours as outlined in this
Safeguarding Statement.

As a representative of the Collaborative, | will:

Always
e Work in a way that respects the rights of children and/or adults at risk and places
children’s best interests above all other considerations

e Act on safeguarding concerns  swiftly and pass information  to
the appropriate safeguarding person (as per flowchart or team specific guidance
mentioned above), so that action can be taken to reduce the risk of harm to children or
adults at risk

e Treat all children and adults at risk with equal respect, without discrimination or
harassment, regardless of their gender, culture, ethnicity, age, religion, sexual orientation,
or ability

e Workin a way that makes provision for children or adults at risk who require additional
support due to their own needs or circumstances in order for them to access the same
level of protection or opportunities that others may have

e Respect cultural and religious differences when engaging with children or adults at
risk, their families and their data, and be sensitive to these in my interactions with them

e Always maintain appropriate boundaries whenever | have direct or indirect contact
with children or adults at risk and their data. | recognise that when | engage with children or
adults at risk and their data through my activity with the Collaborative, | am in a position of
trust and will not engage in any conduct that compromises that position and breaches
appropriate boundaries. This includes online and digital contact.

e Ensure that all data regarding children or adults at risk | obtain through my role is
handled with the highest regard for safety and privacy, including collection, storage and
sharing of information where appropriate. All personal data and sensitive/special
categories of data will be stored in line with data protection legislation

e Ensure | have completed all safe recruitment checks that the Collaborative requires of
me with integrity and honesty
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Never
e Share personal details with children or adults at risk including online or digital
information

e Use the personal data of children or adults at risk in a way not specified by your project
brief

e Spend time alone with children or adults at risk where my actions cannot be accounted
for

e Initiate physical contact with a child or adult at risk (including hugging, picking them
up). This also includes digital contact

e Engage in any physical abuse of a child or adult at risk (including hitting, slapping,
shaking, throwing, pushing or otherwise causing physical harm)

e Engage in any sexual activity (contact or non-contact) with a child or adult at risk
(including indecent exposure, exposure to pornographic material, sexual teasing or
innuendo, inappropriate touching including penetrative or non-penetrative acts, or use of
adult sex workers)
e Engage in any form of financial or material exploitation (including stealing, fraud,
misuse or misappropriation of property, possessions or benefits) behaviour through or
during my work with the Collaborative
e Perform tasks of a personal nature for a child or adult at risk
e Endorse the participation of a child or adult at risk in abusive activities (e.g. bullying,
neglect, withholding medication, food or shelter, or ignoring medical, physical or emotional
needs)
e Emotionally or psychologically abuse a child or adult at risk by acting in a way that
shames or degrades them (including threatening to hurt or abandon, humiliating, blaming,
controlling, overprotecting, isolating or intimidating)

Name:

Your role:

Date:

Please tick to indicate you have read and will adhere to this Statement v I

61



¢ee—*¢ pata for Children

222 Collaborative
ese—ee WITH UNICEF

Driving Licence

This statement is to confirm that |,
have read, understood and completed the Data for Children Collaborative with
UNICEF Ethical Assessment and Safeguarding Training.

By signing this document, | agree to the following:

| have acknowledged the unique risks that arise when working with children and
their data, and pledge to always put children, their needs and their rights before
the requirements of the project.

| will work in accordance with the Data for Children Collaborative with UNICEF
vision to deliver projects that are for every child, with trust, transparency and
safe data.

| accept that it is my responsibility to report any suspicious behaviour and
safeguarding concerns throughout the project lifecycle, and am aware of the
relevant reporting procedures.

| recognise that this project will have material consequences for children and
understand that my skills and expertise should only be used to promote their
wellbeing.

| understand that | am working on behalf of the Data for Children Collaborative
with UNICEF and will represent them in a professional manner.

Print Name:
Signature:

Date:

Witness Print Name:
Signature:
Date
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© Copyright

This document was developed in partnership with Ethical Intelligence
Associates, Ltd.

This work is licensed under the Creative Commons Attribution 4.0 International
License.

You are free to share (copy and redistribute the material in any medium or
format) and adapt (remix, transform and build upon the material) for any
purpose, even commercially. The licensor cannot revoke these freedoms as long
as you follow the license terms of:

Attribution: you must give appropriate credit, provide a link to the license and
indicate if changes were made. You may do so in any reasonable manner, but not
in any way that suggests the licensor endorses you or your use.

No addition restrictions: You may not apply legal terms or technological measures
that legally restrict others from doing anything the license permits.

To view a copy of this license, visit http://creativecommons.org/licenses/by/4.0/
or send a letter to Creative Commons, PO Box 1866, Mountain View, CA 94042,
USA.
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