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ABSTRACT

This paper provides an update to ‘Pandemic
flu planning in the US financial services
sector’, a paper published in Volume 1, Num-

ber 3, of Journal of Business Continuity
and Emergency Planning. In the present
paper, the author examines the state of pan-
demic readiness one year later, referencing four
new publications available for planning in the
USA. The paper focuses on key observations
and lessons learned from the US Department
of Treasury’s autumn 2007 exercise, which was
conducted among 2,775 financial services in-
stitutions. The paper then briefly discusses
the pandemic guidance issued by the Federal
Financial Institutions Examination Council in
December 2007.
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As strategic continuity planners, it is still
possible to buy time on the pandemic
challenge while the existing imperfect plans
are refined. This can either be done now,
using data that have become available in the
last year, or on the fly when a pandemic
strikes. In a significant Harvard Health
report published last year, Max Bazerman
defined the blind spots that continue to
exist in pandemic planning, around what he
called ‘predictable surprisess — ‘known
problems whose predictability is supported
by extensive data’.’
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The historic examples he uses are the
number of studies that anticipated the
breach of New Orleans’ levees and the
intelligence that was in hand before the
September 11th attacks. Examples of
future predictable surprises would in-
clude climate change and over-harvested
fisheries. Bazerman goes on to identify
cognitive, organisational and political bar-
riers that keep people from acting in
advance on future predictable surprises,
such as pandemics.

Bazerman’s excellent study is important
because it is still a challenge to dis-
cuss pandemic planning across public and
private sectors with clarity. There are still
blind spots. Pandemic is coming, but it is
not possible to say precisely when. Bazer-
man suggests that people are not good
at investing today for an unclear future
benefit. Thus, part of the challenge is to
find ways to make the urgency of the
planning clearer, especially when other
issues affecting the banking and financial
sector seem significantly more important
right now.

Were it possible to disable 40 per cent
of the nation’s critical infrastructure for a
day and run a single live nationwide test,
everyone would understand why a pan-
demic represents a crisis of unparalleled
magnitude. Indeed, it is worth looking at
other wake-up calls that can be issued this
year so that there is not a single place in
the country that does not take the risk of
a pandemic seriously. In the meantime,
continuity professionals will continue to
elevate the importance of planning. Here,
thanks are especially due to those whose
work has led to the release of the new
Federal Financial Institutions Examination
Council (FFIEC) guidance on pandemic
influenza.

Although planning in the financial
sector is considered by many to be more
advanced than other critical components
managed by the private sector, the

three-week Treasury Department test
conducted last autumn (2007) indicates
that there is still a great deal to do —
agreements to be forged and unusual
solutions to be developed to handle
dangers and opportunities that can be
anticipated.

In the past year, however, progress has
been made in the pandemic arena, in
particular with the issuance of four key
documents: the 2007 National Infrastruc-
ture Protection Plan; the Department of
Homeland Security (DHS) Pandemic
Influenza Plan One-Year Summary; the
After Action Report of the Treasury
Department’s 2007 Pandemic Flu Exer-
cise; and the FFIEC Pandemic Influenza
Guidance. The paper will review the first
two documents briefly, before examining
the latter two in more detail.

The first document, the 2007 National
Infrastructure Protection Plan, contains a
risk management framework that includes
an international component as well as a
banking and finance sector description
and dependencies declaration.” The 2007
DHS Pandemic Influenza Implementation
Plan One-Year Summary,3 meanwhile,
supplements its 2006 guide to critical
infrastructure/key resource planning for
a pandemic.* A close reading of these
two framing documents is highly recom-
mended.

Further enhancing these plans are the
results of the national pandemic exercise
conducted over a three-week period last
autumn. Modelled on the 2006 British
pandemic test and led by the US Treasury
Department through the Financial Bank-
ing Information Infrastructure Committee
(FBIIC), the Financial Services Sector
Coordinating Council (FSSCC), and the
Securities Industry and Financial Markets
Association, the exercise was designed to
enhance the understanding of systemic
risks to the sector; provide an oppor-
tunity for 2,775 firms to test their pan-



demic plans; and examine how the effect
of a pandemic flu on other critical in-
frastructures will affect the financial serv-
ices sector.” More than 100 delegates from
public and private financial service groups
worked together, largely by conference
call, to develop the exercise. Here it is
worth briefly touching upon some of the
data collected from respondents, before
moving on to post-scenario recommenda-
tions:

e nearly 64 per cent indicated that they
have a pandemic plan;

e only 42 per cent indicated that they
have pandemic HR policies;

e over 56 per cent indicated that they
now evaluate their pandemic plans as
‘moderately effective’;

e over 96 per cent stated that the exercise
allowed organisations to identify critical
dependencies, gaps and seams that war-
rant additional attention;

* almost 99 per cent indicated the exer-
cise was useful in assessing pandemic
business planning needs.

It should really come as no surprise that,
until the planning committee designed
and executed this type of test, and until
the after-action report was published,
companies would not formally state that
there was room for improvement in their
plans. Nor is it a surprise that the financial
sector is extremely dependent upon other
critical infrastructure sectors such as tele-
communications, energy, transportation
and information technology. Of course,
this has always been known in principle,
but with no set benchmarks for best
practices, firms were working in relative
isolation or with regional public partners
to develop higher levels of maturity into
their respective plans. Released in January
2008, the Treasury Department’s report
from the exercise is an excellent summary
with recommendations, many of them

involving work already in progress to
varying degrees. Here, the paper will
discuss six of the recommendations and
observations that seem to offer the most
compelling impetus forward for every-
one.

‘As the financial services sector works
to improve its planning activities, or-
ganizations may wish to consider par-
ticipating in regional partnerships
Such partnerships also create avenues
for coordination with local, State and
Federal government agencies’®

The regulators have worked with the
Treasury to recommend the creation of
what are now 21 regional financial sector
coalitions.” Each of the coalitions is or-
ganised somewhat differently and has in-
dividualised objectives that differ based on
the maturity of the alliance, but they all
are based upon information sharing and
analysis. The most sophisticated model is
that of the earliest coalition to be formed
— Chicago First — which is an aggrega-
tion of local banking and insurance com-
panies as well as national banks that have
a presence in Chicago. In Chicago, mem-
bership dues are collected and a repre-
sentative of the group sits in the City of
Chicago’s Emergency Operations Center,
tying public and private interests together
irrevocably. This type of consortium has
proven it can work on issues like mutual
aid when the LaSalle Bank fire occurred.
In other cities, like Tampa and San Fran-
cisco, regional coalitions have conducted
pandemic tabletop exercises and shared
lessons learned. The next step in the
evolution of such sector-specific coalitions
is to engage in additional public—private
interdependency tests. This is the quickest
way to determine the effectiveness of a
strategy that is untested for a region —
elsewhere known as ‘a plan in principle’.

One would hope that other govern-
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ment departments would use the Treasury
as an example of how to foster the
creation of the regional sector-specific
coalitions and then ask the DHS to call
for testing of interdependencies by region.
In the Pacific Northwest, there is actually
both a Treasury-recommended financial
coalition as well as a regional public—
private partnership devoted to testing
interdependencies. Furthermore, a vote
has been taken on whether or not the
Treasury coalition should also be desig-
nated the Washington State DHS sector-
specific organisation.

‘The exercise did not investigate the
willingness of employees to come to
work in the context of the dangers —
both real and perceived — posed by a
pandemic®

It is not really possible to turn customer-
facing jobs into remote tasks. While
some institutions can rely upon delivery
channels such as online banking, drive-
through facilities or ATMs, employees
or third-party providers are still needed
to move the cash, tweak the serv-
ers, or sit in the drive-through win-
dow. It is still important to understand
just what kinds of assurance institutions
can provide to those who need and
wish to come to work. Most organisa-
tions do not have in-house facilities in
their data centres or high-occupancy
buildings that could easily convert to
housing for extended periods of time.
Such organisations would be depend-
ent upon local hotels, which will be
equally disadvantaged by the pandemic.
One of the questions being examined in
Washington State is how to balance the
needs of critical sector institutions to
keep operating against the risk to serv-
ice organisations which might have to
find alternative ways to serve in an
emergency. One can recall Manhattan

hotels opening their doors to emer-
gency workers during September 11th
and providing food and supplies as well
as shelter. While the impact of Septem-
ber 11th was harsh and sustained for over
30 days, the impact of a pandemic is
estimated to be three times that of
September 11th in terms of duration —
and not isolated to a single city.

Thus, the question of what firms owe
their employees and how they can be
both educated and encouraged to work if
they are healthy and able to be away from
their families is still very much a work in
progress.

‘Financial institutions may wish to
consider adding disaster preparedness
education programs to their overall
business continuity strategy if they do
not currently exist.’

Because of Occupational Safety and
Health Administration requirements, most
institutions have in place some sort
of formal programme to educate their
employees on evacuation of their building
during an emergency. Many financial
sector institutions run stories on their
intranet sites for disaster preparedness
month or set pointers to a public health
site during influenza season. It is apparent
that measures need to go much further.
Part of the strategy at Washington Mutual
has been to identify the interlinked
components of a unified disaster response
plan, and to try to operationalise it for
single points of contact and confirmation
during an event.

In developing a more comprehensive
plan, an institution will want to pose
a number of questions. Will all lines
of business waive late fees, and over
what period of time? Will small busi-
ness programmes partner with the Federal
Emergency Management Agency to keep
small businesses afloat until their insurance



cheques arrive? Will banks waive ATM
charges, and will that be done in concert
with all other financial institutions? Will
institutions make charitable donations to
the affected regions? Is there a pre-agreed
announcement of what types of relief will
be provided so that it can be quickly
deployed as a sign in a branch or an ad in
the newspaper? Will support be provided
to customers and employees after disasters
on a broader scale than the trauma coun-
sellors, sensitivity training and childcare
are deployed in other situations?

On the issue of employee education,
Washington Mutual is looking at informal
brown bag lunch presentations that tie
disaster preparedness education topics to
skills and understandings that are useful
not only at work, but in connection with
one’s family disaster plan as well.

‘Organizations may want to consider
regular testing of the systems that will

be used for telecommuting.'’

This seems essential to the identification
of gaps, whether for a pandemic or one’s
regular business continuity programme.
Some companies have asked their teams
to work from home for a day to identify
what they can or cannot do, or what they
were unable to access from a remote
location. This type of testing is likely to
increase in frequency and horizontality in
the next year. (It is worth noting that
most who participated in the three-week
national test did not telecommute for the
test.)

‘The financial services sector, in co-
operation with federal authorities and
communications service providers, may
want to review existing authorities
and emergency powers regarding the
prioritization of network traffic to
gain a better understanding of the
capabilities, limitations, and availability

of telecommunications and IT in-
frastructures during a pandemic.’"’

As a regulator recently reminded, the
internet is by architecture and design the
free flow of unregulated traffic. Unfor-
tunately, the unregulated nature of the
internet could be the undoing of plans for
coping during a pandemic. The social
use of computers could render the plans
useless if back office workers are un-
able to work from home. Thankfully, the
Congressional House Financial Services
and House Energy and Commerce Com-
mittees have asked the Government Ac-
countability Office (GAO) to study the
ability of ‘the last mile’ (to homes) to
handle telecommuting in the event of a
pandemic. It is hoped that the GAO
report will include not only the analysis
but a set of recommendations to prioritise
traffic — even if it means shutting down
other types of social traftic for prescribed
periods each day.

‘ATM availability often becomes a key

. - 2
customer concern 1in emergenmes.’l

The 2006 National Infrastructure Ad-
visory Council study extracted data from
financial institutions designed to help
better understand mutual dependencies,
including the extent to which the same
set of cash couriers are used. That remains
a valid issue — perhaps more so now.
Couriers will be equally disadvantaged by
a pandemic, so one of the key questions
is whether planning can take place to map
pandemic routes in advance of the event.
Identification of key facilities and which
ATMs the bank will keep open during a
pandemic would allow simplification of
the routes and the volume for everyone.
This is a key step forward in any single
institution’s pandemic strategy. Given suf-
ficient time, it would be possible for
financial institutions to collaborate to
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ensure that whole neighbourhoods are
served by at least one, if not two,
institutions. Rather than having the
regulators decide for them, institutions
should set the bar on what percentage of
facilities they will keep open based upon
what is reasonable given their scope and
size.

‘Participant responses indicate that
there is potential value in the private
sector opening a dialogue with the
supervisory community to discuss
identified concerns with regard to
regulations.’"

It is difficult to know how to begin a
discussion with the regulators on pan-
demic relief when it is not clear who has
authority to draw up contingency plans
for regulatory actions. This dialogue
can be opened with the supervisory
community on a company-by-company
basis, to discuss concerns; or it 1is
possible to work through organisations
like the Financial Services Roundtable,
the FSSCC or the FBIIC.

Discussion items here might in-
clude an extension of or waiver of
regulatory reporting deadlines for Bank
Securecy Act/Anti-Money Laundering
(BSA/AML) and the USA PATRIOT
Act, an extension of time to comply with
consumer-related regulations, relaxation
of branch closure/relocation notice
requirements, easing of reserve and
liquidity requirements, relief from prompt
corrective action and capital rules, relief
from Sarbanes-Oxley internal controls
requirements, and relaxation of internal
policies and procedures.

The Treasury Department’s report, from
which the foregoing recommendations
and observations were drawn, is possibly
the only report that examines, in detail,
the key issues to consider around the
threat of a pandemic. As said at the

beginning of this paper, there is still time
to get things right.

Supplementing the other three key
2007 documents referenced previously
is the pandemic guidance released last
December by the FFIEC. This recom-
mends that a financial institution’s business
continuity plan provide for:

‘1) A preventative program ... 2) A
documented strategy 3) A com-
prehensive framework of facilities, sys-
tems or procedures 4) A testing
program ... and 5) An oversight pro-
gram to ensure ongoing reviews and
updates ..."

The FFIEC can be thanked for noting that
a pandemic is a business-wide threat, not
merely an IT threat, even though scrutiny
of the programme will fall primarily within
the IT component of examinations. The
guidance references both the DHS pan-
demic guide and the national implementa-
tion plan mentioned earlier. There is also
very close correlation between the FFIEC
pandemic guidance and the after action
report from the autumn 2007 test, as the
regulators were involved in designing the
test and certainly in reviewing the data from
the test.

One of the more interesting sections of
the guidance focuses on the identified risk
of monitoring and testing components of
a pandemic programme. Such a pro-
gramme should include the following ele-
ments: clear roles and responsibilities; key
planning assumptions; increased reliance
upon online banking, telephone bank-
ing and call centres; and remote access
and telecommuting capabilities.'”” The last
paragraph of the guidance provides a
comprehensive list of ways in which pan-
demic testing can occur.

How will the four documents affect a
large financial institution that has been
evolving a pandemic plan for several years?



In short, all four documents strengthen
the case for banking and financial institu-
tions to connect all the dots sooner rather
than later. Perhaps the easiest way to il-
lustrate why pandemic planning takes so
long is to examine the course of action
Washington Mutual has taken around the
business processes that provide the founda-
tion for its ongoing business continuity
programme — this will show that planning
for a pandemic is not as simple as one might
have thought.

Washington Mutual’s Pandemic Flu Task
Force was founded in October 2005. The
agenda has been fairly simple: to increase
the probability, year over year, that the
company would be able to respond to and
recover from a predictable surprise, such as
a pandemic, with some degree of finesse. In
June 2006, nearly seven months after the
task force had begun to shape an initial
strategy, a company-wide session was held
with senior managers to identify the mis-
sion-critical and critical business processes
that would be essential to keep running in
a pandemic, the processes that could be
reduced in frequency, and those which
could be suspended. To prepare for this
session, the Office of Continuity Assurance
(OCA) conducted interviews with subject
matter experts in the business segments,
focusing on what were then 2,700 com-
pany business processes. To facilitate dis-
cussion, the OCA team created a draft
document sorting each process into one of
the three pandemic categories. The pre-
dictable surprise in the work with the senior
vice presidents was that many business
processes — over 1,100 in fact — that were
not ‘mission-critical’ (recovery for those
processes defined as 8 hours or less) or
‘critical’ (recovery defined as 8—24 hours) in
the regular programme became vital for a
pandemic, the duration of which was as-
sumed in planning to be 12 weeks or more.
The work from the day-long session was
used as the first cut, and the pandemic

questions and criticality ratings have since
been integrated into the annual business
impact analysis. Every year since then, the
processes have been reviewed again to
ensure they still fit the criteria, and there is
now both a standard and a pandemic
designation for business processes. The
plans for a pandemic are built around the
human resources necessary to maintain
processes — including critical workers,
delegation of authority and vendor de-
pendencies. The second full year of data
entry is now coming to an end. This work
has been painlessly integrated into regular
programme work.

Still, there remains the very large task of
figuring out how to take this information
and make it operational and actionable.
How will the pandemic plans be driven out
from the repository where they sit so
that all employees understand what is ex-
pected of them when a pandemic occurs?
Education campaigns around future un-
predictable events are challenging when
employees are so focused on immediate
projects. Bazerman points out that:

‘Organizations aren’t structured with
the intent of identifying threats. They
have silos that prevent information
sharing, and have dysfunctional incen-
tives that don’t provide rewards for
investing to fix problems not even

apparent.'®

The goal for every financial sector institu-
tion during a pandemic event is to stay in
business and to serve customers. While
ensuring that this is done, it is also vital to
focus on other critical tasks. Back-room
risk management teams must track the
processes that have been suspended or
reduced across the company in order to
enable reporting and analysis once teams
are engaged in recovering from the event.
Financial institutions cannot afford to lose
track of Sarbanes-Oxley and Basel ac-
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countabilities around financial reporting
and loss data, even as they juggle to
keep cash in ATMs, ensure that online
banking remains available to customers,
prevent fraud, and keep customer-facing
employees as safe and healthy as possible
as they fulfil the company’s responsibilities
to its customers. More thought is required
to bring firms over the hump once plans
have been documented and are sitting in
a repository. There is still time to act on
the after-action observations and to for-
mulate recommendations. There is also a
need to increase horizontal testing across
all critical sectors, not just within the
financial sector. Washington Mutual has
worked with public and private partners
across five to six of the 17 critical sectors
with varying degrees of success in in-
tegrating its plans and its testing pro-
gramme into something larger than its
single efforts.'” All of this takes time, and
at least so far there is still time.
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