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Abstract 

This whitepaper serves as an introduction to non-public 
mobile networks in industrial settings. Main focus are the 
security requirements and to what extent these are 
addressed by the 5G system; this is in contrast to some of 
the existing coverage of this emerging technology1. 

While industry standards cover basic technology 
compatibility and fundamental security goals, due to the 
nature of these documents they offer little to no guidance 
on the overarching security challenges industrial verticals 
looking to utilize 5G are faced with. Depending on the 
degree to which Operational Technology (OT) and 
Information Technology (IT) domains are already 
interconnected, these challenges can range from basic 
Asset, Identity, and Access Management to more involved 
tasks, such as security monitoring, incident response, and 
digital forensics. 

The document also sheds light on the holistic security 
aspects industrial verticals need to be aware of and 
outlines how these should be addressed. 

 
1 e.g. www.gsma.com/iot/resources/5g-private-npn-industry40 
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1.  Introduction 

This Chapter provides a brief introduction to private 5G networks, how they 
may be used in various industrial settings, and why 5G is particularly suited 
for this type of use case. 

 

1.1  Private 5G Network Terminology 

A private 5G network, commonly referred to as Non-Public Network (NPN), describes 
a mobile network built on the 5th generation of mobile communication separate from 
Public Land Mobile Networks (PLMN) used for everyday mobile communications. 3GPP, 
the industrial body creating the technical specifications for 5G, distinguishes two 
types of NPNs: Standalone NPN (SNPN) and Public Network Integrated NPN (PNI NPN). 
The former are networks completely decoupled from public infrastructure. As such, 
they implement the end-to-end technology stack from radio access to core network 

and independently handle access and subscription management. The second 
category are NPNs partially provisioned using resources of a PLMN. The ways in 
which this can be realized vary greatly. One option is enabled by a technology called 
Network Slicing, which allows service providers to allocate a certain portion of their 
network to a specific user group while maintaining steady Quality of Service. Another 
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Figure 1: Examples of SNPNs and different PNI NPN integration options 
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approach is to use a dedicated Radio Access Network (RAN) for a closed user group that 
connects to a public core network. These are just two potential implementations to 
highlight the possibilities of PNI NPNs. Whether to utilize one of these options or an 
SNPN is a business decision that should be determined by the acceptable invest, 
required control over the complete system and degree of customization. 

As 5G puts strong emphasize on requirements of vertical users, such specialized 
deployments will not only be utilized by established service providers, but any 
organization that may benefit from its rich feature set. From the very beginning, 5G 
has been designed to deliver on three main use cases: high-throughput enhanced 
Mobile Broadband (eMBB), massive Machine Type Communication (mMTC), and Ultra-
Reliable Low-Latency Communications (URLLC). Applied to a private, industrial setting, 
this flexibility yields enormous potential and further benefits of the 5G system shall 
be discussed in detail in Chapter 3. Prior to that, let us take a look at key requirements 
of industrial applications in Section 1.2. 

 

1.2  Opportunities for Industrial Users 

The increasing demand for automation, both in discrete manufacturing as well as in 
process industries, requires a way of connecting individual components in a reliable 
and secure manner. While existing stationary machinery mostly utilizes wired 
connectivity, it is fair to assume that wireless communication infrastructure, due to 
its enhanced flexibility and ease of deployment, will be the backbone of the Industry 
4.0. In order to cover more complex tasks, future factory-floor automation depends 
on seamless mobility and real-time situational awareness of the involved equipment, 
while at the same time allowing human operators continuous insights into the 
location, activities performed, and current system state. Information gathered in day-
to-day operation and throughout the system lifecycle can in turn be used for tasks 
such as machine utilization optimization and preventive maintenance. 

But why choose 5G for industrial automation? 
Firstly, 5G poses a more reliable alternative to other 
wireless communication standards, due to its use of 
licensed frequency bands. So reliable in fact, that it 
is expected to seamlessly replace or integrate with 
existing wired connections. 5G further introduces 
support for Time Sensitive Networking (TSN), 
ensuring deterministic packet transmission with 
bounded latency – a feature still missing in the most 

5G is expected 
to seamlessly 

replace or 
integrate with 
existing wired 

connections 
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recent Wi-Fi standard 802.11ax. Secondly, a 5G network affords its operator with the 
ability to tailor the feature set and configuration to the targeted use case. Whether 
that demands optimization for maximum bandwidth, low latency, or battery lifetime 
at the device side – it is flexible enough and highly configurable down to the radio 
layer to excel at a wide range of different applications. Thirdly, in addition to mobility 
within the non-public network, a PNI NPN enables interworking with the supporting 
public network. This is crucial for use cases that require continuous connectivity 
beyond the boundaries of a single production facility. Lastly, 5G comes with a 
plethora of security features out of the box making it suitable for applications 
handling sensitive data or requiring high availability. In short, 5G is designed to be 
both future-proof and customizable without compromising on security.  With respect 
to security, it offers important enhancements over 4G/LTE security in areas such as 
user authentication and privacy, air interface protection of user data, and network 
exposure and interconnection making 5G, in principle, fit for industrial automation. 

However, neither fitness nor features guarantee end-to-end security. Critical, 
industrial applications require a holistic security concept to adequately protect its 
users, network, and transferred information that goes beyond what is written in the 
5G technical specifications. In the remainder of this paper whitepaper will therefore 
focus on how to employ private 5G networks in a secure manner, utilizing and 
deciding on the existing features, so that this new communication standard can work 
in even the most demanding scenarios. To illustrate our thinking, we will refer to the 
following example use cases to link each of the security considerations and controls 
to a practical example throughout this document. 

Example #1: Factory Robot 

A factory robot transporting goods within a factory as an integral part of the 
processing chain. Being wirelessly connected via 5G, it communicates with other 
components in its environment to optimize utilization at all processing stages and 
resolve potential blockers and idle states. 

 
Figure 2: Case Study #1 - Factory Robot 
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Example #2: Smart Scanner 

A 5G-enabled scanner used by staff to track supplies, record operational metrics, and 
aid various maintenance tasks. Besides information about the tasks at hand, it 
additionally assists workforce management by continuously capturing KPIs about the 
factory worker. 

 

  

Figure 3: Case Study #2 - Smart Scanner 
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2.  Industrial Security Challenges 

This Chapter discusses the requirements and priorities when securing 
industrial communication networks and how these uniquely differ from 
common IT security goals. 

 

2.1  Security Triad: The Other Way 

One of the most basic concepts in security is the triad of confidentiality, integrity, and 
availability – in short CIA. Whichever process or information in need of protection in 
the information technology domain, it can be traced back to one of these fundamental 
security goals. Moreover, in many of these scenarios the order of priority is exactly 
that – first C, then I, and lastly A. Industrial applications, however, commonly have 
different priorities. More than anything, availability, reliability, and latency are of 
prime importance, followed by integrity and confidentiality. 

Consider our factory robot in the first example: In order to operate correctly, it needs 
to be able to receive commands dependably and in a timely manner and be sure that 
the instruction it is given have not been tampered with. Whether an adversary 
eavesdropped on the coordinates of the robot's destination is a secondary concern. 
The same holds true for example #2: Prior to assuring secrecy of any transmitted 
information, workers first must be enabled to use the connected smart scanner while 
on the go and be assured that information is being transmitted reliably and correctly. 

 

Traditional IT Security
1.Confidentiality
2.Integrity
3.Availability

Industrial Applications
1.Availability
2.Integrity
3.Confidentiality

Figure 4: Different Security Objectives of IT and OT Domains 



 Public  

© 2020 wenovator LLC  12 

The differences between IT and OT do not end there. Due to the nature of cyber-
physical systems, the latter poses additional safety requirements that are of no 
concern to systems solely processing data. Preventing physical harm to everyone that 
interacts directly or indirectly with the system is a key design criterion during the 
development of a holistic security concept. As soon as said machinery is controlled 
remotely, the network plays an essential role in assuring safety as well. 

 

2.2  Safety = Availability + Integrity + Latency 

It is mandatory that OT operators consider the safety 
perspective, especially if the technology in question handles 
dangerous substances or works side-by-side with humans. It 
is here that cyber security incidents turn into real-world 
safety incidents. Operational safety, although very specific to 
the task performed by a cyber-physical system, is generally 
enabled by the following three aspects: availability, ensuring 
reachability of the system over the network; integrity, 
ensuring correctness of the information transferred; and 
latency, ensuring timely and deterministic transmission. 

Not captured in this list is the role that upper protocol layers and the applications 
interpreting this information play in safe operations. After all, the control of the 
network only goes so far and the cyber-physical system itself has to react 
appropriately to the received information. However, it is important to point out that 
protocols above the network layer can only effectively address one of the above points, 
namely integrity. And even then, in real-world deployments there is a good chance to 
find older protocols that were never designed with any security in mind and replacing 
part of the protocol stack is practically impossible. Therefore, not only availability 
and latency are inherently dependent on the underlying network, but also integrity 
will have to be provided by the network layer since this functionality cannot be 
assumed to be present in the upper protocol layers. As such, in the context of 
industrial applications, 5G must provide reliable, low-latency communication to 
guarantee the transition to wireless networking does not result in a less safe operating 
environment. 

Put into context of example #1: A factory robot transporting hazardous materials 
needs to receive dependable, accurate, and timely information about transported 
goods, target destination, and directions to get there. While local sensors can support 
obstacle avoidance, reliable remote steering is key in ensuring it is carried out safely. 

OT is where 
cyber 
security 
incidents 
turn into 
real-world 
safety 
incidents. 
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3.  Secure Local 5G Enablers 

This Chapter describes the concrete enhancements and features 
introduced by 5G to address the security and safety requirements 
mentioned previously. 

 

So how exactly does the 5G 
system deliver on the 
requirements described 
in the previous chapter? 
The following sections 
highlight some of the 
advances 5G has made 
over 4G/LTE in order to 
cater specifically to 
industrial scenarios with 
high security demands. 

 

3.1  Availability & Reliability 

Coding & Error Correction 

The 5G radio access network, so-called New Radio (NR), features a number of 
improvements on the physical and data link layer that ensure robust transmission 
over the air. These include asynchronous Hybrid Automatic Repeat Requests (HARQ) 
for both downlink and uplink traffic, flexible timing between data transmissions and 
HARQ response, and a more complex HARQ response construction. In practice, this 
results in greater flexibility and better utilization of available time and spectrum 
resources. 

Further, 5G enhances MIMO support for multiple Transmission-Reception-Points (multi-
TRP). This is particularly useful for devices situated at the edge of a cell, which are 
inevitably subject to non-ideal channel conditions. Using multi-TRP, multiple cells 
can jointly coordinate transmissions to and reception from devices, increasing 
reliability at the cell edge. 

Radio Access Network

5G NR 5G Core Network

5G Core
5G User Equipment

5G UE

Edge Cloud

Figure 5: Simplified logical 5G Network Architecture 
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Redundancy 

The 5G protocol stack also enables redundant data transmission on several paths in 
the network. Firstly, two redundant sessions may be established between the 5G RAN 
and the User Plane Function (UPF) at the receiving end in the 5G Core. In this case, 
packet replication and elimination are performed by RAN and UPF. Similarly, such 
redundant transmission can also be performed at the transport layer if the backhaul 
network between RAN and UPF provides two independent transport paths. Lastly, 
user data transmission may be performed redundantly end-to-end by establishing two 
independent sessions between the User Equipment and the data network the 5G Core 
is connected to. In such scenario, packet replication and elimination are to be 
performed by upper protocol layers of both communication endpoints (i.e. the User 
Equipment and the data network) and is not specified in detail by 3GPP. 

 

3.2  Latency 

Data Processing 

5G features optimized coding schemes for both user and control plane that help 
reduce the processing time of radio transceiver units. Low-Density Parity-Check (LDPC) 
codes with variable code rate and length support high user data throughput, whereas 
the Polar Codes used in 5G are designed to perform well with smaller payloads on the 
control channel. In case of the latter, decoding latency is further reduced due to the 
use of Distributed Cyclic Redundancy Check (DCRC) which allows early decoding 
termination as soon as an error is encountered. 

Transmission Scheduling 

5G introduces the concept of so-called mini-slots as a minimum scheduling unit. 
During normal operation, eMBB traffic takes up all available resources in a 
Transmission Time Interval (TTI), usually 14 symbols. Now if there is data with 
especially critical latency requirements waiting to be transmitted, part of the slot (i.e. 
2, 4 or 7 symbols) may be occupied by a mini-slot containing URLLC data. On the 
Downlink this is can be done in a preemptive manner where parts of the slot are 
simply overwritten without prior allocation or non-preemptively, allocating 
resources in the upcoming TTI. What method to choose depends on the specific 
priorities of the use case. While preemption will achieve the lowest latency, there may 
be an impact on eMBB traffic which can be avoided using non-preemptive scheduling.  
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On the Uplink there is the possibility for Grant-Free transmission, enabling the User 
Equipment to send data without prior scheduling request, further helping to reduce 
latency. In order to counteract potential collisions, which are significantly more likely 
without an uplink grant, the UE can re-transmit the information multiple times. 

Support for Time-Sensitive Networking 

The first mobile communication standard that can be 
considered a "time-aware system" according to 
IEEE 802.1AS, 5G can be operated as a Time-Sensitive 
Network bridge. Key enablers of this technology are TSN 
Translators at the edges of the 5G system which serve 
functions related to the IEEE 802.1AS standard as well as 
the internal 5G system clock keeping the User Equipment, 
base stations, and core network functions synchronized. 
Combined with the enhancements to the URLLC traffic 
class described earlier, these render the 5G system an 
excellent match to existing TSN environments. 

Assume our factory robot – together with other machinery – is connected to a single 
Manufacturing Execution System (MES) managing and monitoring the entire facility. 
With connectivity over both 5G wireless as well as wired infrastructure supporting the 
TSN standard, end-to-end system latency becomes deterministic and enables 
seamless real-time operation of mobile and stationary components in parallel. 

 

3.3  Integrity and Confidentiality 

Air Interface 

Control and User Plane messages sent over the air interface can be both 
confidentiality and integrity protected between the User Equipment and the 5G base 
station. The detail of how this technical control is enforced depends on the network 
operator. The 3GPP specification offers the choice between three state-of-the-art 
cryptographic algorithms with 128-bit key length, namely AES, SNOW 3G, and ZUC. 
However, the document only mandates integrity protection for the Control Plane, 
while the same is optional for User Plane traffic and confidentiality in general. Since 
researchers have already demonstrated the security risks a lack of integrity protection 
on the air interface poses2, organizations should ensure that 5G-enabled industrial 

 
2 www.alter-attack.net 
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components are capable of integrity protecting User Plane data at the required 
bandwidth, in particular if higher layers do not or cannot support integrity protection. 

Backhaul Network 

For protecting the interfaces between base stations and the Core Network, i.e. the 
backhaul, the 5G specification recommends using the IPsec protocol. While operators 
may choose to omit it in private, fully local deployments, this is a crucial security 
measure if the 5G Core is deployed in an external cloud environment or is part of a 
public mobile network. In such deployments, without IPsec, not only the user plane 
transmissions, but the whole operation of the locally installed RAN could be 
compromised with one attack, effectively bringing the factory operations to a hold. 

Core Network 

Control Plane traffic exchanged between the User Equipment and the Core Network 
is protected by the so-called Non-Access Stratum (NAS) protocol using same 
cryptographic algorithms governing security on the air interface. Similar to the 
control channel between User Equipment and base station, integrity protection is 
mandated while confidentiality is considered optional. Encrypting this information 
in private networks may not seem like a major concern at first, until the concept of 
Data over NAS (DoNAS) comes into picture. This method of transmitting infrequent, 
small chunks of data is particularly relevant to IoT devices, which may very well send 
data requiring secrecy. 

Communication between various Core Network Functions can be protected using 
either IPsec or Transport Layer Security (TLS). The 5G standard cites this protection as 
optional, since certain deployments in which the complete network is running on 
private, on-premise infrastructure might be considered trusted, relaxing the need for 
these controls. However, this approach fails to address the diverse deployment 
models envisioned with 5G. Application Functions are deployed close to the network 
edge, virtual infrastructure is likely to be shared to achieve economies of scale and 
thus, traditional trust boundaries become increasingly blurry. Hence, it is 
recommended to secure the complete Core Network with either of the above 
protocols. Besides pure secrecy of information, this also ensures another critical 
network security property: mutual authentication.  
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3.4  Authentication and Privacy 

Authentication Framework 

Authentication and access control are among the most crucial security goals in a 
wireless network ensuring only authorized entities – be it human users or machines 
– can use the system. 5G builds on a proven foundation that is used in current 4G/LTE 
networks and enhances the authentication framework in terms of both flexibility and 
privacy protection. It now features support for the widely popular Extensible 
Authentication Protocol (EAP), including algorithms such as EAP-AKA' and EAP-TLS. 
Not being bound to a specific set of credentials allows organizations deploying private 
5G networks more freedom in choosing an authentication method that suits their 
existing technology ecosystem. 

Beyond featuring algorithm flexibility, 5G authentication is also access network 
agnostic, meaning that even existing Wi-Fi infrastructure can be used to connect to 
the private network. In locations where latency and reliability demands are not as 
strict as on the factory floor, for example office environments, this can aid network 
convergence without the need to deploy new network infrastructure everywhere. 

Subscriber Privacy 

To not only protect the data but also the identity of its users, 5G introduces an optional 
feature called subscriber privacy, which encrypts the user's permanent identity 
whenever it is transmitted over the air. Taking up our example of the smart scanner, 
that means the subscriber identifier is at no point in time revealed to eavesdroppers, 
making it impossible to trace messages back to a specific individual. Particularly in 
the case of devices closely associated to staff, protecting such privacy-sensitive 
information is not an option. 

 

3.5  Overarching Security Considerations 

The 3GPP security specifications provide an excellent foundation for secure 5G 
mobile networking by detailing protection of authentication, cryptographic key 
agreement, network interfaces, and user mobility, among others. However, effective 
protection of such a complex system requires a holistic approach to cyber security 
and private deployments are no exception. As IT and OT grow to be more connected, 
industrial verticals must put increased focus on securing the complete network 
lifecycle, taking into account technical, operational, as well as human factors.  
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For industrial verticals planning to utilize a private 5G network, that lifecycle should 
start with determining a strategic direction by understanding – among others – how 
security can support overall business objectives, how much control over systems and 
data should remain within the own organization, and the organization's risk appetite. 

Once this direction is clear, security continues to play a major role during the design 
phase of the network. The decisions taken at this stage are foundational to operation 
and maintenance of the network as a whole and failing to address them properly will 
have major implications later on. Some of the security groundwork that must be 
addressed includes security requirements definition (taking into account regulations, 
company policy, and existing infrastructure), identity and access management, 
network segregation & traffic isolation, logging & monitoring concepts, and business 
continuity planning. 

Prior to the network being rolled out and taken into operation, there are a number of 
tasks required to ensure the technical realization meets the all security requirements 
and design criteria. For both the mobile network components themselves as well as 
the platform they are running on, this includes security assurance (incl. security 
testing and hardening – aspects on which 3GPP does provide some guidance on3), 
credential provisioning, and integration with the network security ecosystem, such 
as monitoring platforms. 

Effective network security does not end when the network is up and running. 
Following the proactive security work in the previous phases, an organization must 
also be able to continuously monitor its systems, detect anomalous events as soon as 
they happen, identify incidents, and respond to them in a timely manner. 

 
3 www.3gpp.org/DynaReport/33117.htm 
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Figure 6: Network Security Lifecycle 



 Public  

© 2020 wenovator LLC  19 

For more mature organizations that already have an established lifecycle 
management and associated security processes in place, there are still a number of 
considerations a private 5G network brings newly into play, especially in the case of 
SNPNs. Subscription management and remote provisioning, for example, are 
additional tasks necessitated by the nature of wireless networks. Once subscription 
credentials have been issued, they must also be thoroughly protected at the device 
side – a point the 3GPP standards do not detail for SNPNs. 

Another area requiring careful consideration is data governance if an SNPN is 
operated by a third party or a PNI NPN is utilized. In either case the local deployment 
is likely to consist of the radio transceiver equipment only, while the majority of the 
core network controlling end-to-end communication is provided by an independent 
cloud service or a slice of public mobile network. This introduces concerns over the 
location of data processing, slice isolation and service availability SLAs which need to 
be addressed early on in the planning phase. 
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4.  Outlook & Recommendations 

The first step on the journey towards a secure Industry 4.0 is to consolidate 
specific requirements of the target use cases and expectations towards the 
connectivity fabric – an important prerequisite for selecting and prioritizing 
items provided by extensive toolbox that is the 5G system. 

 

3GPP concluded its most recent Release 16 in July 2020. While its predecessor mainly 
focused on the enhanced Mobile Broadband scenario, this second iteration of the 5G 
technical specification is the first to unlock the full feature set, including massive IoT 
and ultra-reliable, low-latency communication. With this milestone, 5G approaches a 
level of maturity that paves the way for industrial use cases. Naturally, the majority 
of 5G vertical markets are just at the beginning of this major technological evolution. 
All the more reason to start thinking about the strategic direction of one's 
organization towards future connectivity and automation.  

Current market trends suggest that for the 
majority of industrial verticals, the path 
towards local, private 5G networks is 
economically feasible when partnering with a 
communications service provider. That said, 
while PNI NPNs can help to lower the entry 
barrier, operators need to develop sufficiently 
agile service offerings to be able to adapt to a 
diverse range of requirements and truly 
deliver on the flexibility promised by 5G. 

While standardization bodies will continue to expand and enhance the feature set of 
5G Non-Public Networks, it is also clear that the resulting specifications will only ever 
be a foundation on which real-world deployments have to be built. Depending on the 
exact performance requirements, desired flexibility, and economics, this realization 
can look vastly different for different organizations. 

The nature of cyber-physical systems renders it mandatory that security and safety 
aspects be considered from day one in every industrial application. While 5G packs 
several features that enable secure wireless networking, it also introduces additional 
complexity compared to purely wired connectivity.  

Businesses must 
start thinking 

about the 
strategic direction  

towards future 
connectivity and 

automation 
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Here to help you manage the transition towards secure local 5G deployments by 
addressing these aspects and more without compromising on security or safety is 
wenovator's team of internationally recognized and independent experts. Reach out 
via the channels below to discuss how we can support you on that journey. 

 

 

wenovator – innovating together 

linkedin.com/company/wenovator 

twitter.com/wenovator 

contact@wenovator.com 


