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Introduction 
Virtualization of the radio access network (RAN) is one of the key enhancements 
fueling major technological change in mobile networks around the world. While not 
an inherent part of 5G per se, it is universally assumed that modern access networks 
will be largely defined by software. The motivating factors behind this shift are 
similar to those that made IT move to virtualization. That is, reduction in cost due the 
usage of commercial of-the-shelf (COTS) hardware and easier deployment & 
maintenance. However, there can be doubts that the functional decoupling and 
virtualization of RAN components may have negative implications for security. From 
our experience, we know that an open (as in openly specified) and virtualized RAN 
can be as secure, if not more, than a vertically integrated deployment. The 
prerequisites are highlighted in Figure 1. 

In this white paper, we outline the importance of these prerequisites and discuss their 
impact on the end-to-end security of mobile networks. 

 

  

Figure 1: Prerequisites for leveraging the benefits of an open, virtualized RAN 

Clear separation of roles and responsibilities 
between vendors, infrastructure providers, 
and service providers

Network architectures that are
designed with security in mind and 
not just virtualized, but cloud-native

A shift in mindset of service providers 
about operation of their technology
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Radio Access Network Security 
The Status Quo 

To understand the security implications of open, virtualized RAN, let us first recall 
the assets requiring protection in the 3GPP radio access. Most commonly, these are 
categorized into three major domains. The first is security related to the subscriber. 
This encompasses confidentiality and integrity protection of both the users' 
communication as well as control information used by the network to allocate 
resources, perform handovers, and other tasks enabling the transport of user traffic. 
Points of potential exposure include the transmission over the air interface and the 
backhaul connecting RAN and Core Network. The second is security of the operations 
and management (OAM) interfaces and associated traffic. This primarily serves the 
purpose of protecting the RAN from malicious actors targeting the network itself. 
Given the sensitive nature of the information exchanged between the RAN 
components and central management systems (e.g., access credentials, log files, and 
alerts), it is often times transferred over channels separate from other backhaul 
communication. The third is physical security of base stations in the field, i.e., 
ensuring some degree of resiliency against physical damage and preventing 
tampering or breach of data through local access.  

It is these three parts that form the security of a typical RAN solution. In most existing 
deployments it is common for the RAN vendor to supply the complete technology 
stack, including radio transceivers, the compute platform, the physical housing, 
business logic, management and security software. While everything might not be 
developed by the vendor in-house, it is provisioned to service providers as one 
complete package. 

 

Recent Developments 

There are several initiatives working towards enhancements of the radio access 
network. Some of the most notable industry bodies that have impacted the technology 
trajectory in recent years include: 

3rd Generation Partnership Project: 3GPP is a joint effort of several standards 
developing organizations that specifies interoperable, cellular, mobile networks 
including RAN. Specifications in 3GPP Release 15 and beyond feature the possibility 
for disaggregated 5G RAN deployments. 
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O-RAN Alliance: An initiative aimed at breaking down the 4G/5G RAN components 
into distinct functional entities connected via standardized interfaces. Further, the O-
RAN Alliance promotes the creation of open-source software compliant with O-RAN 
specifications and the use of Artificial Intelligence (AI) in the RAN. 

Open Network Foundation: The ONF, a non-profit dedicated to the transformation of 
carrier network infrastructure, is home to projects such as Stratum™, key technology 
of many SDN deployments, and SD-RAN™ which is developing O-RAN compliant 
open-source software components. 

OpenRAN: One of the initiatives within the Telecom Infra Project, the OpenRAN 
project group aims to develop open specifications for disaggregated RAN solutions 
based on interoperable hardware and software. In contrast to O-RAN, both virtual and 
bare-metal deployments of across generations (incl. 2G, 3G, 4G, and 5G) are 
considered, while also championing the adoption of new technologies in the RAN, 
such as AI/ML. 

While the above activities have slightly different focus topics, much of their 
underlying objectives and means to achieve them are quite similar. We summarize 
these as follows and will refer to them jointly as Open vRAN for the remainder of this 
document: 

- Technology liberation through open, interoperable standards for protocols 
and interfaces 
- CAPEX reduction by utilizing virtualization, COTS hardware, and open-
source software 
- OPEX reduction through software-defined networking and a greater degree 
of automation   

 

The Bottom Line 

The most obvious change from a network architecture perspective introduced by 
Open vRAN is the division of discrete base-station component, gNB in-case of 5G, into 
Radio Unit (RU), Distributed Unit (DU), and Centralized Unit (CU), thus exposing new 
interfaces between them. While these new interfaces add additional points of 
exposure, the security architecture fundamentally remains the same. Rather than 
having to apply new or additional security requirements for these new interfaces, the 
change is in the system components that require to enforce the security controls.  
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This functional disaggregation of RAN brings several advantages. Firstly, with regards 
to the subscriber security, most requirements will now apply to the RAN component 
terminating user plane and control plane. That means security requirements to 
protect subscriber key material now only apply to the CU that can be located deeper 
in the network. Secondly, protection requirements related to the physical security 
will be more stringent for the CU and can be relaxed for other components that do 
not process or store subscriber key material, i.e., RU and DU. In other words, 
stringent security requirements should be applied to only those components that 
matter, thereby reducing complexity of the deployment of the RAN. 

It has to be noted that this comes at a cost. More generic security requirements, such 
as security of OAM traffic, now applies to each individual component of the gNB. The 
solution here is to achieve these requirements by simplifying the architecture. If all 
security requirements apply to every system, they can be addressed with one single 
solution. The same applies to the virtualization layer. Security requirements for 
virtualization will be generic across the RAN and the core network therefore making 
it easier to apply. It is this dual approach of applying stringent requirements to 
relevant components only and generic ones universally that makes Open vRAN 
security effective and scalable. 

  

Applying stringent requirements to relevant 
components only and generic ones universally 

makes Open vRAN security effective and scalable 
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Paradigm Shifts 
As described in previous chapter, the reasons for opening up the RAN and making it 
ready for virtualization and cloudification are cost optimization of both hardware and 
operations as well as possibility for vendor diversification while avoiding vendor lock-
in. If those objectives are to be achieved, the security architecture must also follow 
those line of thought and be designed in an open and interoperable fashion. In this 
chapter we discuss the most important parts of the security architecture and how this 
can be achieved more easily with open, virtualized RANs. 

 

Functional Disaggregation 

Open vRAN is different from traditional RAN deployments in that the functions are 
divided into smaller workloads. Traditionally, the RAN was deployed by a vendor and 
thereafter managed by either the same vendor or the operator – the RAN consisted of 
a combination of tightly coupled hardware and software. Open vRAN model splits the 
internal gNB architecture into separate functions (RRU, DU, CU, and subcomponents 
thereof), exposing new interfaces and turning each component into a separate 
workload. This is what we refer to as the functional disaggregation. 

In the traditional RAN, the operator had little control over the RAN software and 
important aspects like operating system versions, security patches, allowed security 
protocols, integration with identity management systems, etc. Furthermore, even 
basic security practices such as vulnerability scanning, log collection, or malware 
protection can be difficult or even be impossible in traditional RAN deployments. As 
such, it has proven challenging to adhere to security best practices in traditional RAN 
deployments.  

In a functionally disaggregated RAN, or Open vRAN, the operator deploys the 
workloads on top of a common platform that provides services like identity and access 
management, network segregation, firewalling, log collection, and the likes. This way, 
the operator has increased control over the RAN by being able to configure security 
services and settings on the generic platform rather than having to rely on the 
equipment manufacturer to comply and integrate with the security platforms of the 
operator. Thereby, the operator increases the control it has over the platform and the 
security thereof. 
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Software-Defined Deployments 

One of the features of the functional disaggregation is that software-defined 
deployments become possible and operators can create an architecture that leverages 
the advantages of Open vRAN, amongst others, elasticity, flexibility, scalability, and 
uniformity. Figure 2 shows an example of a simplified architecture for that could be 
employed for Open vRAN. The dark green blocks in this figure denote workloads 
running the RAN business logic, each of which could be a DU, CU, or subcomponents 
thereof. The main difference with the monolithic architectures is that in this 
architecture the workload solely takes care of the core RAN functionality. Any 
supporting functionality such as, for example, the operating system, storage, and 
networking are delegated to another generic component —a complementary 
workload or sidecar— or the underlying container / virtualization platform. This 
sidecar dedicated to the container or VM running the workload contains instance-
specific configuration, such as allowed traffic, log collection, encryption, and user 
access if required. As such, it is the key component responsible for the integration 
between RAN components and their environment. 

As an example, let us look at a deployment using a container orchestration platform 
such as Kubernetes. The hardware layer could be any general-purpose hardware 
owned by the operator or leased from a platform provider. The orchestration 
platform and container engine would be installed on hosts running standard 
operating systems like Linux. Workloads and complementary components would be 
separate containers running inside one pod. That is, for each "business logic" 
container there is one or more sidecar incorporating functions like log collection (i.e., 
sending recorded data to the Security Information and Event Management), network 

General Purpose Hardware

Container Engine / Virtualization Platform

Business
Logic

Workload

Complementary
Workload
("Sidecar")

Business
Logic

Workload

Complementary
Workload
("Sidecar")

Figure 2: Simplified architecture for functionally disaggregated RAN deployments 
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connectivity, security monitoring, etc. If the operator wants to make changes to the 
configuration of any of these essential services, say modify firewall rules, it is simply 
a matter of redeploying the responsible sidecar without touching the main workload. 

The security advantage of such deployments is one where security functions can be 
loaded separately from the RAN business logic. Additional security controls can be 
provided by the underlying platform or in separate workloads that take care of one 
particular task, such as traffic filtering. By deploying the RAN in such a way, operators 
can provide precise and scalable security without having to rely on the RAN vendor 
to make changes to their software or hardware. 

 

Separation of Duties 

Another aspect of the Open vRAN architecture is one where roles and responsibilities 
become clearer. Deployments designed with functional disaggregation and 
virtualization bring forward the roles of hardware provider, virtualization platform 
provider, network integrator, network operator, and application, i.e., workload, 
developer. By distinguishing these roles and responsibilities, the operator can 
explicitly define everyone's roles and responsibilities in the deployment and 
operations of the RAN. 

For example, an operator could source the workloads (i.e., the RAN software) from 
one vendor. Due to the separation of duties enabled by the functional disaggregation, 
this vendor would only be responsible with making software that runs the given RAN 
functionality well. Security of communications would be left up to the integrator role 
responsible of ensuring secure workloads deployment and connectivity. In such a 
deployment, the security of the communications below application layer (e.g., via 
Transport Layer Security or IPsec) could be ensured by the integrator role that could 
be changed at any time without affecting the workloads. 

However, all of this comes at a cost. If the operator assumes the roles of hardware 
provider, virtualization platform provider, and network integrator, it has much 
tighter control over where data goes, how it is protected, who is authorized to access 
it – but crucially, also assumes responsibility to ensure all are working together as 
they should and implement security best practices. 
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Realizing Security Benefits  
As we discussed earlier, compared to a monolithic RAN architecture, deploying an 
Open vRAN architecture can have clear security benefits. How those can be realized 
during the entire cycle of design, build, operate and maintain is explained below. 

 

Design and Build Phases 

During the design and build phases, the functional disaggregation is beneficial for 
security because the operator can design the solution such that security is provided 
separately from the actual workloads. In such a setup, the operator can easily 
integrate their own preferred security solutions such as trusted boot, software 
verification, identity and access management, log collection, firewalling, and 
intrusion detection. Compared to a traditional RAN deployment, the RAN workloads 
can be integrated with minimal efforts. The following examples illustrate this further: 

1. Log Collection: Collecting the relevant logs and forwarding them to the 
appropriate log solution would traditionally be done by providing each RAN 
component with a configuration that forward the logs to the appropriate log 
collection point. This would involve configuring the log destination and 
credentials, even sometimes reconfiguring the network. In an Open vRAN 
deployment, the operator could specify where to temporarily store logs locally 
and set up a separate service to pick up the data and send it to a central server. 

2. Identity and Access Management: In a tightly coupled hardware and software 
RAN, identity and access management would require the removal or disabling 
of local accounts and integrating with the desired IAM solution. In many 
deployments this is not even achieved, leaving most service providers using 
plug-in solutions or simply operating with local accounts. In a functionally 
disaggregated RAN, the integration can be at the platform level by design. The 
advantage is that identity and access management can be provided for all 
workloads running on the same platform at the same time. 

3. Trusted Boot & Software Verification: In a traditional RAN deployment, the 
operator will have to trust the vendor to make sure that only verified and 
trusted software runs on the RAN equipment. In an Open vRAN deployment, 
the operator can enable software verification on the platform. This makes sure 
that only trusted workloads can be deployed on the RAN. With respect to 
defining "trusted" software, the operator could continue the same model and 
trust the vendor, or mandate that all software is tested and signed by the 
operator's security team before deployment. Either way, the security of the 
software is enhanced compared to the traditional model. 
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Operation and Maintenance Phases 

Open, interoperable RAN ecosystems more and more resemble common IT 
infrastructure. Hence, operators can leverage established security tools and services 
instead of having to rely on bespoke solutions for mobile network only, unlocking 
further opportunities to enhance security during operation and maintenance:  

1. Identity and Access Management:  Let us look at a case of an employee joining 
the company's RAN operations team and being enrolled into the identity and 
access management system. In case identity and access management of the 
RAN is integrated with the corporate Identity Management (IDM) solution; the 
employee can have access to all necessary systems from day 1 based on the 
roles assigned. Similarly, if the need arises, all accesses can be revoked from 
one single, centralized point of control. The benefits are therefore not only an 
increase in visibility and control over access rights, but also much quicker 
response times when granting or revoking permissions, because the Open 
vRAN model makes it easier to integrate with established IDM solutions. 

2. Patch Management: Prime example for maintenance processes that stand to 
benefit from this development are the verification and rollout of software 
patches, as functional disaggregation greatly reduces the complexity and time 
required to rollout updates. As a matter of fact, it becomes possible to take a 
"trial and error" approach to rolling out new software by installing an isolated 
instance and verifying it behaves as expected, much like a CI/CD pipeline in IT 
environments. This way, integration tests can be performed with a small set of 
subscribers first before all workloads of a given service are upgraded. Using 
similar techniques, the response and recovery time during outages or 
incidents can also be decreased. 

3. Security Monitoring: Another area of improvement is security monitoring and 
incident response. A common virtualization platform enables operators a 
degree of visibility rarely achieved in established networks today. Whereas 
establishing a complete view of the technology inventory takes lengthy –in the 
worst case even manual– discovery, this task is reduced to a simple iteration of 
the orchestrator. Knowing all assets in the network is the first step towards 
ensuring consistent reporting to a central log server, which in many cases the 
virtualization platform itself can support. Once an anomalous event is detected, 
software defined networking renders it trivial to isolate a suspicious workload 
and bring up a new one in its place instantly. 
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Conclusion and Outlook 
As highlighted in the preceding sections, Open vRAN has the potential of greatly 
improving the security posture of the radio access network, an operator's visibility 
into its deployments, and its ability to react to security incidence. However, that 
increased control and flexibility comes at the cost of assuming a much greater 
responsibility during network design and integration. We can therefore say that in 
order to leverage the promises of Open vRAN, operators will have to make major 
structural changes. Whether it is security policies, security architectures, or 
operational processes and procedures – every part of the network must allow for the 
elasticity and flexibility that is required and be able to adapt to continuously changing 
deployments. Moreover, it is not just the technology that has to adapt, it is the people 
too. After all, how many network operations teams in the telecom world today have 
the skills to operate what is essentially an ecosystem of microservices? 

 
Equally, equipment manufacturers and software developers will have to review their 
role in this changing landscape. The variety of deployment options and an inpour of 
new technology suppliers into the market will force even established players to 
diversify their packaging and delivery models. As such, it is in their own interest to 
separate business logic from other supporting components in order to develop 
modular, interoperable solutions that can be integrated into an open ecosystem. 

That said, Open vRAN is what network operators make off it. The shift to an open, 
interoperable technology stack is motivated by operators striving to take on control 
of their radio access network. With a concrete strategy on how to integrate and secure 
these deployments, it can turn out to be a significant improvement over a vertically 
integrated solution. If that is missing and operators are not ready to take on this 
responsibility, the RAN may well remain a walled garden, albeit a cloud-native one. 

  

In order to leverage the promises of  
Open vRAN, operators will have to make 

major structural changes 
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