How NCL Skill Categories
Align to the NIST NICE
Cybersecurity Work Roles
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The National Cyber League (NCL), powered by Cyber Skyline, enables high school and college students across
the U.S. to prepare and test themselves against practical cybersecurity challenges they will likely face in the
workforce. The National Institute of Standards and Technology (NIST), through the National Initiative for
Cybersecurity Education (NICE), has created a widely used Cybersecurity Workforce Framework to standardize
Cybersecurity competency areas and terminology.

The chart on p. 1-2 shows alignment of the nine NCL Game categories to NIST NICE Cybersecurity Work Roles.
The chart on p. 3-4 shows alignment of NCL Game categories to NIST NICE Cybersecurity Specialty Areas.

Using these two charts, cybersecurity recruiters are able to quickly match the hands-on knowledge and skills of
NCL student players to cybersecurity job openings. NCL also aligns with the NSA Centers of Academic Excellence
in Cyber Defense (CAE-CD) Knowledge Units and CompTIA Security Certifications.

Visit nationalcyberleague.org for details on getting students involved in the NCL Games.

KEY: The National Cyber League (NCL) Competition consists of nine skill categories shown below.
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Cyber Intel Planner

Cyber Operational Planning

Operate and Collect

CES

All-Source Analyst All-Source Analysis Analyze @ g'- -EQ:— ﬁ
COMSEC Manager Cybersecurity Management | Oversee and Govern $ g‘- :: B v
Cyber Crime Investigator | Cyber Investigation Investigate @ g'- : : ﬁ
Cyber Defense Analyst Cyber Defense Analysis | Protect and Defend @ g'- = /> @
Cyber Defense Forensics - . . . D A Q
Analyst Digital Forensics Investigate @ g'- Y B ()
Cyber Defense Incident . . I Q
Responder Incident Response Protect and Defend @ g Y B ()
Cyber Defense
Cyber Defense . P N o A

Infrastructure Support Infrastructure Protect and Defend @ g v B {;{?
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Cyber Operations Planner | Cyber Operational Planning | Operate and Collect @ g:'- -E& ﬁ /> @
Cyber Operator Cyber Operations Operate and Collect @ g'- -E& ﬁ @
Data Analyst Database Administration | Operate and Maintain @ : : />

Database Administrator Database Administration | Operate and Maintain /> @

Enterprise Architect Systems Architecture Securely Provision @ g‘- /> @

Exploitation Analyst Exploitation Analysis Analyze @ g" : : ﬁ @
Forensics Analyst Digital Forensics Investigate @ g:'- : : @
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KEY: The National Cyber League (NCL) Competition consists of nine skill categories shown below.
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Requirements Planner Planning Securely Provision @ -IQ-
Research & Development . v (=) (PRI @
Specialist Technology R&D Securely Provision @ g . W ) S
Secure Software Assessor | Software Development Securely Provision $ 'EE
Security Architect Systems Architecture Securely Provision @ g‘- /> @
Security Control Assessor Risk Management Securely Provision W
Software Developer Software Development Securely Provision @
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System Administrator Systems Administration Operate and Maintain AN
Systems Developer Systems Development Securely Provision @ g‘- -EE @
Systems Security Analyst | Systems Analysis Operate and Maintain @ g" : B @
Target Analyst Targets Analyze @ g'- ::
Target Developer Targets Analyze @ g‘- : : <> @
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How NCL Skill Categories
Align to the NIST NICE
Cybersecurity Specialty Areas

KEY: The National Cyber League (NCL) Competition consists of the nine skill categories shown below.
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Specialist

Maintain

Program/Project IT Program Auditor Oversee and Govern @ -QE—

Management

All-Source Analysis All-Source Analyst Analyze @ g:'- : : 6
TechicalSupport | speciit - |wangan | B &

Cyber Defense Analysis | Cyber Defense Analyst Protect and Defend @ g_:f- :: ﬁ @
fxfl: :;3:::3:: Erzfzaatl?sst:::rs: Support Protect and Defend @ @* :: ﬁ @
Cyber Investigation Cyber Crime Investigator | Investigate @ g:'; :: ﬁ
S}(ab:;iggerational Cyber Intel Planner Operate and Collect @ g'- : :

g}(ab:;iggerational Cyber Operations Planner | Operate and Collect @ g_:f- :: ﬁ {{:‘»{?
lC’ifabnerl"i(r?gerationaI :Iaarrt\::rr Integration Operate and Collect @ 'E&

Cyber Operations Cyber Operator Operate and Collect @ g_:_'- e ﬁ > @
3’::;;‘;23 COMSEC Manager Oversee and Govern @ g:'; @ ﬁ </>

Database Administration | Data Analyst :\)nr;?:t‘;?na"d @ @ [

Database Administration | Database Administrator :)ngei;:;tianand @

Digital Forensics f\)ryll;?;slt)efense Forensics Investigate @ g'- :: ﬁ

Digital Forensics Forensics Analyst Investigate @ g'- :: @
Exploitation Analysis Exploitation Analyst Analyze @ g:'- Zj a @
Incident Response ;{2;;::::"“ Incident Protect and Defend @ g:'- :j ﬁ

Language Analysis Language Analyst Analyze @ g_:f-
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Network Services Network Operations Operate and @ g._ I:
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How NCL Skill Categories Align to the NIST NICE
Cybersecurity Specialty Areas (cont.)

KEY: The National Cyber League (NCL) Competition consists of the nine skill categories shown below.
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Software Development | Secure Software Assessor | Securely Provision X :
Software Development | Software Developer Securely Provision /> @
Sl - Operate and P A
Systems Administration | System Administrator Maintain @ AN 22
. . Operate and 4 LY U z
Systems Analysis Systems Security Analyst Maintain @ g'- v B @
Systems Architecture Enterprise Architect Securely Provision $ g'- @
Systems Architecture Security Architect Securely Provision @ g'- @
Information Systems - PO A
Systems Development Security Developer Securely Provision $ g . A2 {:Q
Systems Development [ Systems Developer Securely Provision @ g'- @ [ {{\;\‘?
Systems Requirements . - =) @
Planning Requirements Planner | Securely Provision @ . AN 27
Targets Target Analyst Analyze @ g'- &
Targets Target Developer Analyze @ g'- (e @
Research & Development o S = s O A
Technology R&D specialist Securely Provision @ g . A2 {;&
: Testing and Evaluation - =) 4y
Test and Evaluation specialist Securely Provision @ . A2
Threat Analysis Warnings Analyst Analyze @ g'- y : ﬁ
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