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WEBSITE NOTICE FOR IPA 

 

Inpatient Physician Associates, LLC (“IPA”) uses a vendor called ALN Medical Management (“ALN”) to 

manage its billing system and patient records. IPA was informed that ALN suffered a cyber incident that 

involved information relating to some of IPA’s patients. On or about March 21, 2025, affected individuals 

whose information was involved in the incident were notified by letter.   

 

In March 2024, ALN identified suspicious activity related to certain systems being hosted by a third party 

service provider. Upon learning of this activity, ALN promptly took steps to ensure the security of its 

system, isolated the impacted environment and launched an investigation to determine the nature and scope 

of the activity. The investigation determined that certain files and folders without its hosted environment 

were accessed or taken by an unauthorized actor between March 18, 2024 and March 24, 2024. As a result, 

ALN began an extensive review of these files and folders to determine whether sensitive information may 

be impacted.  

 

ALN’s review determined that information related to certain IPA patients was involved in the incident. That 

information included a variation of the following: date of birth, driver’s license number, financial account 

information, health insurance information, medical information, mother’s maiden name, payment card 

information, social security number, taxpayer identification number and name.  

 

IPA takes the privacy of its patients’ information very seriously, and so do its vendors. We are sorry this 

happened.  

 

Affected individuals were offered complimentary credit monitoring and identity theft protection. 

Individuals who have questions related to this incident can contact 1-877-720-6166 for more information 

between 9 a.m. and 9 p.m. Eastern Time, Monday through Friday, except holidays. 

  

 


