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the Centre for Media, Technology and Democracy, and
Associate Professor in the Max Bell School of Public
Policy. TIP aims to demystify the technology underlying
critical policy issues and to provide valuable, tech-based
recommendations to Canadian policymakers.

For enquiries, please contact Derek Ruths.

Glossary of Terms

Application Programming Interface
(API): An API provides a framework for
developers to create their own programs. It
is a collection of potential operations that

programmers can develop to suit their needs.

Bluetooth: A wireless technology used to

transmit data between devices in a close range.

BLE: Bluetooth Low Energy (BLE) has a
very low power consumption and is ideal for
transmitting small amounts of data periodically.

Central Server: A computer system that
provides services to multiple users. A server
may also store and control access to data or
other resources.

GPS: Global Positioning System (GPS)
uses satellites to determine the latitude and
longitude of an object.

ID: A contact ID is a series of randomized
characters broadcasted by a user’s device
throughout the day. Upon encountering
another user, their IDs are exchanged and
then stored in their respective contact logs.
If a user later tests positive for COVID-19,
their IDs from the previous 14 days are cross-
referenced with those in other contact logs,
so users who came into contact with the
infected user can be notified.

Token: A token generates each user’s
contact IDs. With EN, the user’s device
creates a new token every day, which then
generates IDs that are broadcast throughout
the day. With CT, the server creates a

new token every day, and that token then
generates IDs for every connected device.
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EXECUTIVE SUMMARY

The purpose of this rapid response briefing is to provide an overview of the differences between
contact tracing and exposure notification, and outline the current options for these technologies. We
summarize the technical differences between the two approaches, and review the security and privacy
risks, adoptability, and feasibility of three technologies:

1. GPS-Based Contact Tracing
2. Bluetooth Low Energy (BLE) Based Contact Tracing
3. BLE-Based Exposure Notification (Apple/Google model)

Should the federal government implement or endorse a contact tracing or exposure notification
technology, this briefing recommends Bluetooth-based exposure notification. Federal decision-making
will require a careful balance between public health and safety, technological capacity, and privacy
protection. COVID-19 apps require the collection of vast amounts of data; this can compromise
personal privacy and increase security risks, as individuals may be more easily identified or have their
personal information (particularly sensitive health information) exposed. Location data of any kind

is highly sensitive and can never be fully anonymized; even de-identified' location data can be used
to re-identify” individuals, often from only a few data points.” In addition to securing privacy, strong
data protection is an integral mechanism for ensuring public trust and adoptability. The capacity of
any pandemic response technology should be rigorously weighed against its democratic impact and
possible unforeseen (mis)uses.

MODEL DEFINING FEATURES EVALUATION
GPS Contact Collects exact location data Feasibility: Low Inaccurate GPS results likely
Tracing Tracks outbreaks Security/Privacy: Bad High risk of user

re-identification; app vulnerable to hacking

BUY-IN: UNLIKELY

Bluetooth Collects general location data Feasibility: Low App only works when open

Contact Tracing | pjcio0th records encounters Security/Privacy: Some risk of

Ol comvan sl e G user re-identification; app vulnerable to hacking

Apple/Google No location data collected Feasibility: High App works continually
Exposure

oouE Bluetooth records encounters Security/Privacy: Good Low risk of user
Notification

Individual device notifications | re-identification; app not vulnerable to hacking

BUY-IN: LIKELY
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ISSUE

Manual contact tracing, the process of identifying exposed individuals who have come into contact
with diagnosed individuals, has been shown to be effective in containing outbreaks of Ebola,* SARS,”
and tuberculosis.® In the past weeks, digital contact tracing has been employed by some countries
with the aim of preventing resurgences of COVID-19 outbreaks or monitoring infected and high-risk
persons. However, countries like Australia’ and Singapore® have since reported that digital contact
tracing apps have not been effective.” Exposure notification, the process by which users are notified
if they have come in contact with an infected individual, has gained popularity following Apple/
Google’s roll out of a Bluetooth exposure notification framework. Exposure notification claims to
better protect users’ privacy and security than digital contact tracing, which could encourage a higher
adoption rate. Understanding the differences between digital contact tracing and exposure notification
and their risks can help inform which technologies to endorse, develop, or restrict.

CONTACT TRACING VS EXPOSURE NOTIFICATION

Both digital contact tracing and exposure notification rely on GPS or Bluetooth Low Energy (BLE)
technology on individuals’ smartphones to notify users who were in the proximity of someone who
was diagnosed with infection. High adoption rates are critical; an estimated 60% of residents must
download and use the app for virus-curbing efforts to succeed.* ' There is currently limited evidence
of countries meeting adequate adoption rates without mandated use.'' They key difference between
the two approaches is that contact tracing is centralized, while exposure notification is decentralized.
In contact tracing, a central body, such as a government health agency, has access to the data collected
by the app, enabling them to track outbreaks. With user consent, this information can also be used to
further epidemiological research.

In an exposure notification model, users are likewise informed if they have come in contact with an
infected individual, but no central body has access to this information. This puts the responsibility
for how to respond to exposure (by self-isolating, getting tested, or self-reporting) in the user’s hands.
Exposure notification is less invasive and more secure, but it also makes uniform responsiveness and
compliance less certain. Expert reviews of contact tracing and exposure notification have found
several technical limitations of these models, including imprecision in detecting ‘contact’ and in
detecting distance between people, which could lead to high numbers of false positives and false
negatives.'” Any application is thus best mobilized in conjunction with other public-health policies.
For exposure notification in particular, the individual compliance to an alert suggesting self-isolation
for instance, would depend upon users’ proximity to essential resources' and other conditions of
employment'* and home life."”

* This points to a larger problem of digital exclusion; those who have smartphones and the digital skills to use the
application correctly will be differently affected than children without cellphones, the elderly, and those from low income
households (including users with inconsistent access to internet and/or data plans).
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OPTIONS
1. GPS-BASED - CONTACT TRACING
What is it?

In a GPS model, users’ location data is shared with health authorities in order to help control
outbreaks. This model prioritizes information gathering at the expense of privacy protection.

How does it work?

The app shares users” anonymized location information with health authorities.** If a user tests
positive for COVID-19, health authorities can plot their movements, notify other users who have
recently visited the same locations, and disinfect public spaces as needed.

What does it accomplish?

Users are notified if’ they have frequented a potentially infected area. As the virus has been shown to
linger on surfaces,' this method is potentially more effective than simply notifying users if they have
come 1in close proximity with an infected individual. The GPS model also provides health authorities
with specific location data, enabling them to monitor outbreaks as they occur.

Who’s doing it?

Qatar and India are among the countries to have incorporated GPS into their digital contact tracing
efforts. Qatar’s mandatory app uses both GPS and Bluetooth for contact tracing through a central
database. A major security flaw identified by Amnesty International (and since remedied) would
have allowed malicious actors access to highly sensitive personal information, including the names,
national IDs, health status, and location data of more than a million users.'” India’s mandatory app
allows users to check whether someone in their area 1s infected. Privacy experts quickly identified a
fundamental failing in its design: hackers can easily pinpoint who reports a positive diagnosis.'®

Some US states are embracing location-tracking as well. Utah’s app reported an adoption rate below
2% one month after deployment.'” North Dakota has two apps®*—an exposure notification app
incorporating Apple/Google’s APl which is still in development, and a location-based app which has
been sharing personal data with private companies.”’ The risks to security, reliability, and functionality*
of a state-by-state approach are a caution to other countries considering similar solutions.

Privacy and security

Centralized GPS models may open up potential data misuses since they collect massive volumes of
data and afford governments and/or primary authorities—who are not infallible to data and security
breaches*—greater access to that data than other models. Collecting the location data needed to
plot user movements and using a centralized server to store and process information can significantly
compromise user anonymity.?* Location data is typically considered a special legal category with
unique protections® since it can be used to identify a user’s home, workplace, or school, revealing
highly sensitive identifying information regarding a person’s professional, political, religious, or
sexual orientations.? Even aggregated location datasets present privacy challenges to the public.”
Centralized models may be especially prone to “mission creep” or unintended uses of collected data,

** As outlined above, location data can never be fully anonymized. Any subsequent reference to anonymized data in this
briefing should not be understood in absolute terms (see “Privacy and Security” below).
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which can damage the effectiveness of the apps and belie public trust and adoption rates. Centralized
models are contingent on the assumption that only a “trusted authority” will be using sensitive data

without misuse, with no possible guarantees.?® %

Social buy in

The use of GPS and location data to track and surveil populations has been shown to directly violate
users’ privacy and cause undue harm and discrimination, especially toward vulnerable groups.™
The sensitive nature of health-related data and the scale of its collection in this context would likely
exacerbate known risks. The lack of anonymity inherent to location data, coupled with a growing
distrust of technology companies,’’ implies that such an app would be met with skepticism if not
outright condemnation. The susceptibility to hacking of existing international GPS-based apps
outlined above might further motivate Canadians to reject a GPS model.

Feasibility: low

Apple and Google have banned developers from using GPS in conjunction with their BLE model
(see: Section 3. Bluetooth Low Energy - Exposure Notification). Even if this were not the case, the
technology would be prone to numerous false positives. GPS pinpoints location by using only latitude
and longitude, so it does not account for height. This could lead to numerous false positives, as a
GPS-reliant application would deem users to be in close proximity, even if they were numerous floors
away from each other in a high rise building.

2. BLUETOOTH LOW ENERGY (BLE) BASED CONTACT TRACING
What is it?

The app uses BLE to signal nearby devices. When two devices come into close proximity, they exchange
anonymized |Ds (long sets of randomized characters) which are then stored in contact logs on their
individual devices. Upon diagnosis, users may voluntarily upload their contact logs, along with their
general location (e.g. first half of their postal code), to a central server, allowing health authorities
to track outbreaks and alert other users if they have come into contact with an infected individual.
Variations of this model are possible; for instance, artificial intelligence (Al) may be used to predict a
user’s unique risk.

How does it work?

The following describes a standard contact tracing model, based on the Pan-European Privacy-Preserving
Proximity Tracing (PEPP-PT) protocol.*

Set up - A central server maintained by health authorities periodically generates a global secret
token. This token generates a list of IDs (long strings of randomized characters) for each individual
app to broadcast throughout the day.

Stage 1 - Encounter logging: using BLE, apps ping each other when two devices come in close
proximity. The apps exchange IDs and record the encounter in their contact log, along with metadata
like the time and signal strength (which correlates with the physical distance of the devices).
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Stage 2 - Infection reporting: Pending manual verification of positive diagnoses by health authorities,
infected users will be encouraged to upload their contact log (with its associated metadata) to the
central server. The server verifies the list of contacts using an algorithm to reduce false positives. The
server will then communicate with individual devices, and users will be notified of potential infection
through their device. Users may also be asked to provide their location, through either approximate
(half a postal code) or more exact measures, both when reporting a diagnosis and upon notification of
possible infection. This data is what allows health authorities to track the spread of the virus.

An app that uses Artificial Intelligence (AI) would determine the probability that a user is infected
based on their locations, interactions, and other risk factors. If a user is deemed by the algorithm to
be high risk, the app would recommend testing. The test results would be used to “train” the app to
more accurately predict users’ risk of contracting COVID-19. The use of Al would demand massive
amounts of personal data beyond contact logs or general location. Users would likely be asked
questions about their medical history, age, and behaviour.

What does it accomplish?

Bluetooth contact tracing produces similar results to GPS contact tracing: notifying users of possible
infection and giving health authorities and epidemiologists access to information that could be used
for infection tracking;

Who is using it?

The UK will launch a Bluetooth contact tracing app in June, having rejected Apple/Google’s
approach.” Privacy campaigners are gearing up for a legal challenge in response to Public Health
England’s revelation that personally-identifiable data collected by the UK’s manual contact tracing
system will be retained for 20 years.** Data retained by the app will additionally be studied using Al not
only to advance epidemiological research but also to provide users with individual risk assessments.”
France also recently launched its own contact tracing app,* while the majority of other European
nations endorsed Apple/Google.”” While both countries employ a centralized framework with contact
logs being uploaded to a central server, only the UK’s app collects location data (partial postcode).

Technology, security and privacy experts have raised significant concerns about both apps. In France,
471 cryptography and security researchers (77 of whom are directly affiliated with Iria, the French
app’s developer) have emphasized the privacy vulnerabilities inherent to both contact tracing and
exposure notification and called for greater transparency and oversight for the app.”™ Singapore’s
Bluetooth app, praised for its rapid deployment and apparent initial success, has only been downloaded
by 25% of residents,™ with many citing privacy concerns* and poor functionality since the app only
works on Apple devices if it is kept open at all times.*

Privacy and security

Over 300 academics across 26 countries strongly argued against a centralized contact tracing
model, jointly outlining its vulnerability to security breaches, massive data collection, and possible
surveillance after the pandemic, given inadequate legislative protections.* This kind of “mission
creep” (unintended app use or data abuse) could exert an overextension of government power and
surveillance. Moreover, since contact logs are uploaded to the server, malicious actors would only need
to target the central server. IDs generated by global tokens stored in the server could be decrypted
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to re-identify the users listed in the logs. To successfully perform contact tracing, authorities must
request location information. Since even general, area-based location data can readily re-identify users,
authorities will have access to highly sensitive identifying information. Experts have also warned that
such apps could result in security threats and potential for wrongful surveillance of users’ devices since
Bluetooth signal is openly broadcast.*

For apps using additional Al technology in their models, privacy and security risks are greater. Al-based
apps require large amounts of users’ personal data, including location, age, and health data. The privacy
of the user may then be more easily compromised, as the larger volume of data may make it easier for
a user to be identified.

Social buy in

Although Canada’s Health Minister has indicated that some regions are reluctant to endorse a
nationwide app,** surveys have revealed broad public support for an undefined contact tracing or
exposure notification app. Two separate polls have reported favourability rates as high as 80%.%* A
KPMG poll has even found that a majority of respondents (60%) would willingly forfeit their privacy
to stop COVID-19, though nearly all believe the app should balance privacy with public safety.*’

Until an app 1s officially endorsed, this support remains untested and likely contingent on the app’s
usability and on the public and expert-level discourse surrounding its risks. The aforementioned 300
security experts claim that this model would be directly perceived as an invasion of personal privacy
by the public of 26 different countries.* As it is impossible to fully safeguard the app from malicious
actors or ensure total anonymity, citizens may be reluctant to expose their information, potentially
compromising adoption rates. This is the case in Australia,” Norway,’” and Singapore,’" all reporting
low adoption rates despite receiving initial praise as successful models of rapid adoption.

Feasibility: low

Apple has blocked the use of background Bluetooth when data collected by an application is moved
off the device,” so any platform using a centralized server will be infeasible. Alberta’s application,
ABTraceTogether, is indicative of this problem: the application can only work when the phone is open
on the app,” and therefore has little ability to accurately trace contact. Various countries, including

3

France, have asked Apple to lift the ban, but Apple has refused to do so.™

3. BLE-BASED EXPOSURE NOTIFICATION (APPLE/GOOGLE MODEL)
What is it?

Like in contact tracing, the app uses BLE to signal nearby devices. But, unlike in contact tracing,
each user’s contact log is stored only on their individual device. Only the anonymized tokens of those
diagnosed are uploaded to a central server. This model aims to minimize privacy risk through better
data protection.

*** This points to an important policy question regarding the need for sunset provisions (time limitations for law and policy)
to safeguard the already demonstrable inability to overturn private decision making about public health and security. While
current technical decisions support wider adoption now, public policy will need to safeguard future re-purposing.
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How does it work?

The following describes Apple/Google’s exposure notification model,”* which is based on the
Decentralized Privacy-Preserving Proximity Tracing (DP-3T) protocol.”

Set up - Unlike in contact tracing where the server creates global tokens, each individual app
periodically generates a new secret token. This token is used to spawn IDs that the app broadcasts
to nearby devices.

Stage 1 - Encounter logging: When two users approach each other, their devices exchange IDs
over BLE. These IDs, along with metadata like physical distance and time, are stored in the users’
respective contact logs. Encounter logging is an identical process in both BLE contact tracing and
exposure notification models and is laid out in Apple/Google’s API.

Stage 2 - Infection reporting: Like with contact tracing, a central server is maintained by health
authorities and a user may voluntarily upload a report upon diagnosis. However, this report does not
contain their contact log, but only their tokens from the previous 14 days. Other devices download the
report, use the tokens to generate the same IDs as the original device, and then compare the IDs to
those stored in their logs. A user who has come into proximity with an infected person is thus notified
of this encounter without health authorities ever accessing contact logs. The implementation details of
Stage 2 are left to individual app developers.

What does it accomplish?

The application notifies users when they have come into contact with someone who has tested positive
for COVID-19. Users are then encouraged to self-report this potential contact to the relevant health
authorities. While exposure notification does not provide health authorities with data about movement
patterns like contact tracing, an exposure notification app ensures a greater degree of user privacy
and autonomy over their health information. As users are encouraged to self-report their infection or
possible exposure, epidemiological research 1s still possible, if clear opt-in is provided for users to share

specific data for clearly defined epidemiological purposes.”

Who is using it?

Switzerland®” and Italy’® have deployed apps incorporating this framework. While 70% of Swiss
residents intend to download their country’s app,’ only 44% of Italians® say they will probably or
certainly download theirs. Other European countries, including Germany, Latvia and Estonia,”" are
preparing to roll out their own Apple/Google-based apps in the coming weeks. Several US states and a
total of 23 countries have requested® Apple/Google’s API.

Privacy and security

Decentralized models are heavily endorsed by global technology companies, who are not without
private interests. They have also gained widespread popularity among independent experts.®
Decentralized exposure notification does not require contact logs nor location data to ever be centrally
stored, limiting governments and health authorities access to users’ personal information. Instead,
contact logs remain on individual devices, and location data is never recorded. Decentralization
increases security by lowering the risk of security breaches and attacks on distributed devices.

I a malicious actor hacked one device and procured its contact log, the IDs in the log would be
undecipherable without first obtaining each user’s secret tokens. As these tokens are generated and

TIP BRIEFING THE DIFFERENCES BETWEEN CONTACT TRACING AND EXPOSURE NOTIFICATION 9



stored on individual devices an attacker would need access to thousands of devices. Likewise, an
attack on the central server where tokens of infected users are uploaded would still require access
to individual devices in a given area in order to identify a user’s contacts. In a decentralized model,
security breaches are less convenient, but not impossible.**

Social buy in

Theoretical support exists for an unspecified Bluetooth-based app, as presented in Section 2 (Bluetooth
Low Energy - Contact Tracing). A new study conducted by Ryerson University suggests that a small
majority of Canadians even support a mandatory exposure notification app in workplaces and when
accessing public services like public transit.*> Exposure notification systems, with their emphasis on
privacy, will likely be better able to capitalize on that initial public trust and foster sufficiently high
adoption rates.

While decentralization addresses security and privacy more thoroughly than other available options,
research has shown it remains open to potential abuse of and risks to verifiability.® Voluntary exposure
notification apps could also produce numerous false alerts, thereby affecting the reliability of the app.®”’
False positives can arise with any option discussed, but exposure notification may lead to low-risk alerts
because of the lesser degree of health authority intervention in distributing exposure notifications.
These warnings may eventually undermine the perceived eflicacy of the app and affect continued
use and adoption.®

Countries adopting the Apple/Google API will need to contend with the power they delegate to
private companies over public health and security, especially as companies have already rejected
demands from other federal governments relating to contact tracing.* Since clear terms of use
and explanation of data collection is the mandate of individual developers, governments using the
Apple/Google API must ensure companies comply with strict provisions of use and purpose, data
governance, and privacy protections. The power of the government against tech monopolies will
undoubtedly affect public opinion and may affect adoption rates, especially considering Canadian
citizens’ vocal rejection of Google’s Sidewalk Labs.”® Social buy-in of any option is also directly
influenced by the inclusion of a testing phase before complete deployment. This would allow
governments to remedy and learn from any issues that may be unforeseen until actual use.

Feasibility: high

An exposure notification application following the Apple/Google model circumvents Apple’s ban on
background Bluetooth, and can therefore be downloaded on devices using i0S.”" The API has already
been requested by 23 countries for their own national exposure notification apps.”
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