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For most of our waking hours, we
are all on the internet. If we're being
honest, most of us sleep next to
our phones, right? So checking in is
the first thing we do in the morning,
and the last thing we do at night.

Why do we love the internet?

Let us count the ways:

e [t gives us updates on what's happening
out there.

e [t keeps us connected to our family and friends
wherever they are in the world.

e Itallows us to attend virtual classes and do
our research.

e [t gives us access to countless shows, games,
songs and books.

But here’s the catch: the internet is not completely
benign or necessarily harmless. All the stuff

you see, read and hear online aren't always true.
Anyone can make fake news about anything and
everything—from whom your favorite celebrities
are dating, to someone claiming he has discovered
a cure for cancer.

False information can be harmful. When fake
photos and videos go viral, they may ruin
reputations and make space for cyberbullying.
Innocent-looking emails and websites could be
trying to get your sensitive information.

Merriam-Webster defines “infodemic” as the
rapid and far-reaching spread of both accurate
and inaccurate information. With so much
information out there, how do we know which
ones are fake and real?

In this book, we will learn the following:

e What's false information?

e How can we spot it?

e Why do people create and post fake news?
[ ]

Why are smart people fooled into believing and

sharing it?
e What can we do to avoid being victims of
false information?

We can survive the infodemic
by arming ourselves with

the proper information—the
kind that helps us be part of
the solution instead of the
problem.

When you know how to handle false information,
you make the internet a better place for yourself
and other people.
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If you’ve been wondering why false
information is such a big deal
these days: it’s because it totally is.
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Misleading or
out-of-context

The information presented could be
true, but is used in the wrong context.

Misleading information is usually meant to
confuse people and make them get the wrong
idea about something that’s true.

Confused? Check out the headline above as an
example. From its title and picture, you'd think
that the president abandoned his job and left us
on our own! Though the words were true because
the president did really leave Malacafan palace,
the sense of panic the headline and photo created
is uncalled for. After all, the president was only
moving to Bahay Pangarap, a house located
inside Malacanang Park. In fact, a couple of our
presidents chose to live there.

Go ahead and fact-check it!

Often, headlines are written to sound urgent to
hook readers. Who wouldn't want to read more
about the president abandoning Malacanan?
That’s why it's important to read the whole article
and not just its headline.

It could easily happen to you. Someone could
twist your words or intention to give it an
interpretation that’s totally out of context.

For example, you saw an online post about
someone harming an animal, and because you
wanted to express your disgust, you shared the
post with a sarcastic caption: “Oh, that’s cute.”
Someone takes a screenshot of your post, shares
the screenshot online, accusing you of thinking
that animal cruelty is cute. People who don't even
know you have suddenly formed a judgment
about your beliefs and most will not believe you
even if you clarify that you were, in fact, being
sarcastic.

It's frustrating to be told we can’t be spontaneous,
but it is important to be cautious with our online
activity because a lot of people would not be. We
need to be careful with our words, and how we
understand other people’s words.




This is a type of article written for the Often used to mislead as well,

'n ten tiona,, ! actual purpose of making money, sowing cons Eiruc ! theories they are generally not based

confusion, or causing restlessness. on facts, but are convenient to

-
_Me t’ ve n ews It has lies written all over it! &_LLLr o a an da share especially when they play

to a person’s opinion or bias.

These stories tend to be Organizations, businesses, writers, and other people make
distributed through impostor things up and tell lies for any number of reasons:

news sites designed to look
like ‘legit’ news brands.
These often go with videos
and pictures that have been
manipulated in some way.

* They could be trying to bring someone down, or cast doubts
on another person’s credibility and reputation. You can
see this happening a lot in politics or showbiz where fake
information are posted to badmouth one side or one person.
You'll see a lot more of this as we get closer to an election

period!
It can be hard work to figure

out who and what to trust

because the tools are readily

available for anyone to easily

produce online content

(articles, videos, and images) They could be leading you to a harmful website where they

whether real or fake. can phish for your information, or else infect your computer
with a virus.

They may be trying to sell you something. They can come
out with fake testimonials or tout unrealistic benefits that
a product can bring, just to get you to part with your hard-
earned money.

Or, there could be no reason at all. Maybe they just have
nothing better to do!

Conspiracy theories suggest that things we've studied in school that the Earth is imperfectly
long known as true were only made up by a small, round and rotates on its own axis, and hadn't
secret group of people! Meanwhile, propaganda read that COVID-I9 has claimed over a million
is often political in nature and is used to promote lives worldwide, you'd probably believe these
a certain point of view. Both types of information conspiracy theories!

aim to mislead the public.

Before believing a piece of news, research on it
Do you know that there are still people who first. You may find out that it has already been
believe that the Earth is flat, or that COVID-I9 debunked many times over by experts and
is just a make-believe sickness? If you hadn't credible research.




Biased writing
or reporting

This kind of news isn’t neutral or fair because it
only shows one side of a story.

Responsible journalism includes writing or
producing reports that show all the facts of a
story, including its good and bad sides. When an
article is biased, it means it's not telling the whole
truth of the story—just some parts of it.

Remember that bias can also slip in unintentionally.
The writer may believe in something or someone
so much that he or she may not realize that the
article is being written in a way that is less than

The news isn’t always neutral and could be
advancing someone’s agenda.

objective. Journalists are still people and are not
exempt from, much less forbidden to have their
own views.

Professionals will limit the bias in their reporting
by validating information—they make sure that
what they print is the complete truth and they
clearly say when they are not sure. (This is why
you always see the word ‘alleged’ in news articles.)

For example, professional food critics will tell you
when the food they're reviewing was given to
them for free by the one who made the food, or if

they have a personal relationship with the business
owner. This is so you can consider whether the food
critic may just be giving a good review of the food as
a thank-you or as a favor.

The next time you read up on a cool, hew app that
seems too good to be true—well, it probably is!
Read more information about it, and ask reviews
from friends who have actually tried it out. The
article you read praising the app to high heavens
might be a paid advertisement, which means it's
biased to the nth degree!




CASE STUDY

In December 20'7, National Geographic published
avideo of a polar bear that was almost skin and bones,
moving very slowly, like it was struggling to carry itself.
The video was taken by photographer Cristina Mittermeier,
who said she wanted to capture images that would show
the world the urgent need to act on climate change.

The video, accompanied by sad music and the
caption “This is what climate change looks like,”
went viral. Seen by around 2.5 billion people, it
became the most viewed video on the National
Geographic website. People were genuinely
shocked to see what the video claimed climate
change had done to the polar bear.

But there was one problem. The cause of the polar
bear’s condition was impossible to determine.

For example, there are a variety of diseases and
parasites that could have caused the animal to
look that way. Saying that it was only because of
climate change wasn't all that accurate.

National Geographic was called out and forced
to apologize. Its video was edited so that the first
line now read “This is what a starving polar bear
looks like."”

Mittermeier clarified that “[Plerhaps we made a
mistake in not telling the full story—that we were
looking for a picture that foretold the future and
that we didn't know what had happened to this
particular polar bear. [...] | can’t say that this bear

was starving because of climate change, but | do
know that polar bears rely on a platform of seaice
from which to hunt.”

The editor of National Geographic then admitted
that “National Geographic went too far in drawing
a definitive connection between climate change
and a particular starving polar bear in the opening
caption of our December 2017 video about the
animal.”

This is what the Editor’s Note read: “While science
has established that there is a strong connection
between melting sea ice and polar bears dying off,
there is no way to know for certain why this bear
was on the verge of death.”

Climate change and its harmful effects on the
planet and its creatures are very real and scary to
think about. But is it right to exaggerate the truth,
especially coming from a trusted publication

like National Geographic? Did the need to make
people more aware of climate change make this
bit of fake news okay?
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A few taps on the smartphone are all

it takes to spread false and potentially
dangerous information from one person
to a million others.

Here's one situation we are
all too familiar with.

A famous person tweets The tweet gets retweeted Retweets get captured Screenshots are sent The false info is rewritten The false info
false information. by thousands of people. in screenshots. through chat apps. on Facebook and IG. never dies.
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Phishing happens when you
receive an email from a company
or someone pretending to be

a friend to get you to reveal
personal information, such as
your username, password, or
phone number. Usually, phishing
emails warn you about technical
problems in your account,
security issues or even a prize
you've won! To remedy the fake
problem or to claim your fake
prize, the email contains a link or
an attachment, which phishers

want you to click on or download.

. It will be easier forimpostors

to get your personal
information, which they can
use to hack your accounts.
This often includes bank
accounts, so warn your parents
against emails that look like
they came from their banks,
asking them to give their
usernames and passwords in

order to “verify” their accounts.

When they fall for this scam,
the phisher can withdraw
money or use your parents’
bank accounts to buy stuff.

2. Your computer

could automatically
get infected with
malware, short for
malicious software.
These are viruses and
other nasty things
that delete files,

steal passwords, get
personal information,
and damage your
computer.

Be extra careful and
think before clicking!




Antarctica duoin o cait Your profile pi
during the profile pic to m ;
pandemic ake it look like
: You were in

Deepfakes

A “deepfake” is a video or audio recording created using artificial
intelligence (Al), showing real people doing and saying things they never
did. How freaky is that?!

There is no doubt that as technology improves, there will be more and
more videos being shared that are designed to intentionally mislead and
spread false information.

Can you imagine deepfakes of your idols spreading around? How about
of presidents and dead people? The possibilities and effects can be
really serious if we don't take a stand against the irresponsible use of
technology!




WATCH OUT FOR

TAKE NOTE!

CONTEXT IS IIVEPORTA

Context refers to the circumstances surrounding an event, statement, or idea.
It helps to give a more complete background of the article or news.

Many fake news stories
use images that are
Photoshopped or taken from
an unrelated site,

For example, when someone tells his mother
k] didnt tell you, but | stayed out late last night with my friends,”
the mother’s reaction will depend on the context. She would definitely be more concerned if
the child was a I10-year-old boy than if her son was already a grown-up 24-year-old man.
16 17
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Content presented that
tends to reflect or reinforce
our own likes, views, and
beliefs

Real, genuine, true, or
accurate; not fake or copied

Able to be relied on to do
what is right or what is
needed

Information that is false or
intended to mislead

Fake news stories
presented as humor or to
make fun of actual people
and events

False; an action or message
designed to fool, trick, or
mislead someone

Believable; uses evidence
S0 you can be confident
they are telling the truth

Videos that use artificial
intelligence technology to
deceive by showing real
people doing and saying
things they never actually
did
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ACROSS

Something that can be
proven or shown to be true
or correct

An attempt to scam you

or trick you into sharing
login information or other
personal information
online; usually done
through email, ads, or sites
that look similar to ones
you're already used to

The reason someone does
something; intention

Manipulative online posts
or ads designed to capture
your attention and get
you to click on a link or
webpage

Someone or something
that provides information

Facts or examples that
prove something is true or
false

A dishonest attempt

to make money or gain
something else of value by
tricking people

Can the answers
Be somewhere here?
Hmmm...

DECEP Y
TRISTWORMHY
CREDIBLE

pasHiNe

EVIDENCE
VIRIFIABLE

SOURCE
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So why do these people create false information?
The most common reason is that they
can make money from it!

At its worst, fake information can be used to “phish”
or to try and steal your information or money.

By making up stories that can go viral, people can
generate money through advertising.

Owners of websites with content that can generate
tons of likes, shares, and reactions—whether

the content is true or not—get approached by
companies that want to advertise and spend money.
The same is true in the case of articles.

The more taps or clicks an article gets, the more
money online publishers make through advertising.

Fake information can also be used to sow
confusion and to deliberately misinform.

But very often, people share false
information because they got fooled

themselves. They may not even know that the
information they’re sharing is false.

For example, many people shared a study that
found early evidence of combining a popular
anti-malaria drug and a common antibiotic as
effective in treating COVID-19. What they didn't
know was that the study was not yet conclusive
and turned out to be false.

Worse, the combined drugs could affect the heart,
leading to sudden death. The news went viral
simply because people thought they were sharing
something useful.

No matter how good your intentions are, be careful
with what you share!

They want someone elected, or want to
put the other candidate in a bad light.

They want to ruin someone’s reputation.

They want to promote a certain belief
or cause.

They want to harm a business
competitor.



Think twice, and then think
again before you share anything.

You may have good intentions, but you could
actually be costing lives by sharing something
you know nothing about, even if you think
that the information comes from experts.
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Something that has been proven to be true




proven to be true.

e
could be verified as true or fals

neither right nor wrong.
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By learning to
Separate faCtS
from Opinions,
you can thinj;
independently,
Mmaking you
less likely to
fall for
fake news op
misinformation.



Can you tell the difference between a Factual Statement and an Opinion?

Write F beside statements you think are factual, and O beside statements which you think are opinions.

Quezo de bola

slices go very
well with warm
pandesal.

Learning
to read will
help a child
grow into a
productive

citizen.

More people
from my
generation use
Instagram than
Facebook.

More Filipinos are
going abroad today
than ten years ago.

It will be better for every one if cars
were disallowed and every one was

encouraged to ride bicy cles instead.

It’s about time that the Roman
Catholic Church consider allowing
women to become priests.

our government
needs to prepare for
the likelihood of
another pandemic
happening m
the future.

Man landed
on the moon
in 1969.

Daniel Patrick
Moynihan



POLITICS

Protect democracy
from fake news &

disinformation. Atty. Lufe Guig

We know that we liveina
democracy because when
we are old enough to vote,
we get to choose the people
who will lead our country
and our communities. We
get to select the officials
who will make sure that our
neighborhood is safe, and
that garbage is collected
regularly.

In a democracy, no one can take
away our right to choose our
leaders by voting. It is a human
right. Article 2I of the Universal
Declaration on Human Rights
(UDHR) says that “[e]very one
has the right to take partin

the government of his country,
directly or through freely
chosen representatives.”

ized But even if it's not written down
. jais d nationally ’ ecogniz ) _
Atty. Luie GU! ecialist,and was @ anywhere, our right to vote still
lectoral reform SPE L2 commission . T
€= csioner of the PhilipP 0 exists. Itis inherent.
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According to the International Covenant on Civil and Political
Rights (ICCPR), every citizen, regardless of his or her “race,
colour, sex, language, religion, public or other opinions, national
or social origin, property, birth or other status,” has the right to
vote and be voted for.

Again, even if it's not written, everyone of age should still have
the right to vote.

Before voting, get to know our candidates well. Learn about
their background, personal beliefs, values and principles,
opinions on important issues, work experience, and other
information. Without the right information, our right to vote
becomes meaningless. We might end up electing the wrong
people.

Advances in technology have made information more available
to us. With just a few taps on the screen, we canread a

lot about candidates. Information is available on different
websites and social media platforms. Even the candidates
themselves have social media accounts!

But not all candidates are trustworthy. Some will do anything
to get your vote. This includes paying people to write good
things about them even if they aren't true. Candidates may
even post untrue things about themselves, such as awards
they never really received or good deeds they never really
performed. These lies can also be done through “deepfakes”
or edited pictures and videos, like showing a candidate
distributing relief goods somewhere he or she has never set
foot in!

People who don't verify this information may end up liking or
sharing them. They get misinformed, and in turn, misinform
more people who end up voting for the wrong candidate.

Fake news and misinformation threaten our
democracy by deceiving us and making us form
wrong opinions. If people want us to believe

that Filipinos are violating quarantine rules, they
might share a picture of a crowded street when
in fact, the photo was taken years ago before the
quarantine!

Together, we can protect our democracy by doing
these things:

e Verify information. Before believing information
about a candidate, ask where it came from. Is it
from a trustworthy news organization? Who is
sharing it?

e Avoid spreading false information. If we receive
information by way of posts and tweets, don't
share it right away. Do your own fact-checking
first.

e When in doubt, ask your parents or a trusted
adult. Your parents who have lived longer than
you most probably know of a candidate’s
controversial history that he or she is trying
to hide during campaign. Together, you
can navigate the internet to find out which
candidates are worthy of their votes.

Remember, false information is
everywhere. Protecting yourself
from it means protecting our
country’s future. »
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HEALTH

We can all be part
of the solution.

Dr. Edsel Salvana
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The year 2020 will be remembered in
history as the year when lockdowns
were declared in almost all parts of the
Philippines, and in practically all other
countries around the world. It will be
remembered as the year we all learned
about social distancing, and when we all
gained a better appreciation for eating
nutritious foods, taking vitamins, and
washing our hands frequently.

More than ever, we all realized how big a
part the internet played in our lives. Aside
from allowing us to video chat and play
games with our friends, it served as our
convenient source of important information
about COVID-I9.

As much as the internet has helped us a
great deal, it also enabled the spread of fake
news and inaccurate information across
websites, social media networks, email,

and messaging apps. It's so easy to copy,
paste, and share fake news. This is a sad
reality, but on the brighter side, it's also an
opportunity for us to do something.

We can be the gatekeepers for truth on the
internet, protecting our friends, loved ones,
and the rest of the country and the world
from fake news and lies that sow seeds of
panic, hatred, and ignorance. We can do this
within the comfort of our homes.

Here are a few things you can do to avoid being
the victim—or worse, the sharer of fake news:

e Remember that news items with anonymous
and unverifiable sources are likely fake.
Never share stories that only cite “reputable
informants” or a “person with inside
knowledge" as the source of some Earth-
shattering revelation.

e Look at the website source. If the article is from
“ufoconspiracyexperts.com” or “aliensarereal.
net,” it's probably not reliable. Enough said.

e Sensational headlines and definitive claims
are likely misinterpretations. For example, a
headline like “Teenagers, safe from COVID-19"
is simply wrong. Though young adults are
less likely to display severe symptoms of
COVID-I9, there is still a chance for them
to be infected. They are just as likely to get
COVID-19 as any other age group, and spread
the virus. These details, unfortunately, are
very subtle and requires considerable research
and effort to learn. When it comes to medical
emergencies or other complex situations, it
is best to be very careful and to consult an
expert before sharing anything.

e Always check the date of the article. Many
people have been fooled by an old article.

Some cite old news or information that may
have been refuted by later developments.

¢ Find out who the author of the article is.
Understand the differences between a news
report with credible sources, and an opinion
piece which doesn’t need to be fact-checked by
reputable publications.

The coronavirus pandemic is not the first, and
may hot be the last global health crisis we will
experience. During the lockdown, the internet
helped spread the importance of staying at home,
physical distancing and frequent hand washing.

But if important, accurate, and truthful
information can spread fast, so can fake,
inaccurate, or outdated news. This may lead to
serious consequences, like people taking harmful
substances in the belief that such could protect
them from COVID-I9. Because the internet is still
unable to separate fact from fiction and reject the
latter on its own, it is up to us to be discerning.

We can all be part
of the solution.

We need to actively fight misinformation. Just as
we want to put an end to pandemics, we must
also work toward the end of fake news. *
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SCIENCE

Trust science.

Stand guard over

truth. Dr. Reina Reyes

Dr. Jacklyn Cleofas
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Science on “Science Says”

and YouTube @DrReinaReyes.
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Dear young people,

| hear some of you are worried
about getting fooled by fake
news.

That's perfectly understandable.
This is also a concern among adults,
including the people you look up to
the most.

A big part of the reason is the

way our brains work. We are

wired to keep believing the things
we already believe in. We are
constantly justifying our beliefs,
coming up with arguments in their
favor and blocking or ignoring facts
that run counter to those.

Psychologists call this behavior
“confirmation bias.” The APA
Dictionary of Psychology describes
it as “the tendency to gather
evidence that confirms preexisting
expectations, typically by
emphasizing or pursuing supporting
evidence while dismissing or failing
to seek contradictory evidence.”

Simply put, people see what they
want to see. This is why we like to
read, watch, or listen about things
that affirm and strengthen our

beliefs, even if our beliefs may, in fact, be false.
This is also why we are more likely to gloss over
stories and news we don’t necessarily like or

believe in, even if these may turn out to be true.

The lure—and danger—of fake news is that
there's always someone out there who wants to
believe it.

Some people repost fake news that humans have
not actually landed on the Moon, despite all the
evidence to the contrary. There are even people
who believe that the Earth is flat!

There are still many people who don't believe
that climate change is caused by human activity,
despite all the evidence and science that confirm
that fact.

The United Nations’ Intergovernmental Panel on
Climate Change, in addition to many scientists
around the world, have concluded that climate
change is real, and that human activities are its
main cause. The concentration of greenhouse
gases in our planet’s atmosphere has been
increasing since the Industrial Revolution. The
average global temperature is rising with it.

Carbon dioxide, which accounts for approximately
two-thirds of greenhouse gases, is a product of
burning fossil fuels.

Our oceans are getting warmer, our ice sheets
are shrinking, our sea levels are rising, yet there
are still people who choose to turn a blind eye to
climate change.

The people who don't believe in climate change or
that humans landed on the Moon are more likely
to believe and share fake news items that support
these beliefs. And the more they read and share
fake news, the stronger they hold on to these
mistaken beliefs.

The consequences can be very bad. People who
don't know any better and read these posts might
believe them. More people might refuse to change
their habits that harm the environment.

Governments could fail to create policies and laws
that protect the Earth, to the detriment of future
generations—including yours.
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What can we do about this?

Now that we know that our brains can fool us, you
can be more careful about how you take in news
that we hear and read about.

As scientists and researchers, we have learned
how to sift through a lot of information and

judge if they are based on sound reasoning and
evidence. We don't take anything at face value.

Even for experts like us, this takes a lot of time
and effort. We have to read many papers and
studies on the topic, listen carefully to what
experts in the field have to say, and interpret
what we read based on our own understanding.
Before any scientific journal decides to publish
a paper we wrote, the paper must first undergo
peer review, a lengthy process by which other
scientists closely read and critique it.

We seek to understand not only the “what”, but
also the “how” and the “why".

We ask: How do we know what we know? What
are the things we understand quite well, and what
are those that we still need to study further?

You can start doing this as well.

Next time you encounter a post about a topic
you care about, resist the temptation to share it
automatically. Be curious to learn more. Take the
time to read more widely about the issue.

Ask questions and do not simply believe
everything you read. Be alert even to your
own thoughts. You will find that just as
there are many things that we do know
with confidence, there are many more
things we are less sure about or that we
don't understand fully yet.

You will discover that you can be part
of this quest for understanding. In fact,
by reading and asking questions, you
already are!

You can then tell others about what you've
learned, what you believe and why, in your
own words, and how your beliefs have
changed, after learning about something
more deeply. By finding your voice, you
will lead others to do the same.

In this age of fake news, where facts are
often rendered invisible, it becomes a
moral responsibility to stand guard over
the truth, over what is just, and over what
is truly important.

We have no doubt you can shine a light on
what our country and the world need to
pay attention to. Those who came

before you will be cheering you on,

and those who will come later will

forever be grateful. *

MEDIA

You can and must

fight fakke news and

misinformation.

Dr. Clarissa David

ofessor
clarissa D o -f College
Dr. ity of the Phlhpr?me

You and | were taught by our
parents, teachers, and elders
not to lie. Lying is bad. If you get
caught lying, you are punished.

Why is this? Why is it bad to lie?

Believing in and sharing obviously
fake news is bad for your
reputation.

The simple answer is that when
people lie, they cannot be trusted.
If we cannot trust the people and
information around us, it makes

it very difficult to move around in
the world. If you cannot be trusted
to tell the truth, you will have
difficulty getting other people to
work with or be friends with you.
Sharing fake news not only does
real harm, it also reveals your
character or lack of good judgment.
All this can be avoided by checking
before you share, or by not sharing
when you're not sure.
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On the internet, it's even worse and

more complicated. When people promote

stories they know are false or misrepresent the
truth, they are lying. But when people genuinely
believe what they are saying is true, or share news
they did not know were lies, they are also victims,
and unfortunately for them, they, too, will be seen
as untrustworthy.

Here are some tips to help you avoid that
situation.

1 Accuracy matters.

You may have heard this expression: “We

are entitled to our own opinions, but we are

not entitled to our own facts.” Raw facts and
information are different from opinions. Fake
news stories most often contain wrong, incorrect,
or inaccurate information. Or they could simply be
opinions. The difference matters.

Filipinos with strong political opinions distrust
traditional news media, dismissing it as a source
of fake news, and instead, rely on bloggers and
influential people on Facebook. Because of how
Facebook often works, what they will see will only
be those views that support their own,

whether factual or not.

But accuracy matters, especially in times of
grave uncertainty like a typhoon, an economic
market crash, or a global health pandemic. When
it comes to medicine, science, disasters, and
many other situations where factual information
could spell the difference between life and death,
getting information from trusted and credible
sources is important. Fake news is not a harmless
artifact of social media; it has real consequences.

The more we accept that truth is relative and facts
are no different from opinion, the more easily we
will be fooled into putting our own selves—and
others—in harm'’s way.

2 Be open to ideas, information, and
opinions you may not like.

Discussion, debate, and disagreements are
important parts of living in a democracy to help
us arrive at the truth. If we don't talk to each
other, we won't see how the world looks through
another person’s eyes. It is important to stay
open-eared and open-minded, to be ready to
listen to information that might prove your beliefs
wrong.

3 Agreeing to disagree is not
always helpful.

Being open to opposing ideas also means being
prepared take a stand and call out people when
their false views can cause serious harm.

Many of us are uncomfortable with heated
discussion or debate. We are afraid to hurt the
other person’s feelings, especially if he or she is a
friend. We are also afraid of sounding or looking
unreasonable or overly opinionated.

For example, some people believe that vaccines
are dangerous despite overwhelming scientific
evidence to the contrary. Others deny that climate
change is real despite near-universal consensus
from the scientific community that it is happening
and that we need to take serious steps to adapt
to its effects. Still, others are actively trying to
revise history, denying the horrific abuses and
billions plundered by the Marcos regime. How will
our children learn the lessons of history if those
lessons are rendered debatable?

Always rely on science and facts, and seek out
experts you can genuinely trust. Armed with
true information, fight back and take a stand
when called for. Sometimes, staying quiet—and
agreeing to disagree—will only keep the lie alive.

4 Read the story, not just the headline.

One of the best ways to guard against fake news
is to read the whole news story. This way, you get
more information, which you can use to judge
whether the headline and its interpretation is true
or fair. Along the way, you'll learn which sources
are to believed. Always ask yourself: Who is
writing this? Why is it being written? What is the
purpose of the story?

Be suspicious of people’'s motives. The motive of
news organizations is to stay economically viable.
For some, credibility and consistency in truth-
telling are their motivation. However, there are
others that create provocative headlines, hoping
to bait readers into clicking, reading and ultimately
sharing misleading and outright false articles.

It is easy to be misled, but it can also be easy
to tell the difference if you remain aware of
fake news. It is a skill that grows with constant
practice, so keep at it!

5 Humility is a virtue.

One final tip—always remain humble. No matter
how careful we are, how expert we might be in a
particular field, or how educated we are, we are
bound to make mistakes here and there.

It is sometimes difficult to tell the fake from

the real, especially when disinformation is
professionally done. Fake stories could be
branded with a newspaper’s name and logo, just
as disreputable websites could be made to look
and read like legitimate news.

| have certainly made these mistakes. Friends
have called me out, and | have taken down posts
and admitted | was wrong. By doing this, | help
to slow down false stories in circulation, but also
serve as an example that there’s nothing wrong
with admitting your mistakes and taking steps to
correct them.

What is in our control is our civility. No matter
how shameless the lies are, or how angry online
content makes us, always conduct yourself in a
respectful manner. The people who truly matter
will respect you more

because of it. *
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