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Recent disclosures and leaks have revealed that the public, both in the 
United States and internationally, are subject to some degree of mass elec-
tronic surveillance.1 Much of the resulting debate has focused on exactly 
who is performing the surveillance (private companies, government 
agencies, or a partnership between the two), what information is being 
recorded (message metadata, message content, actual sound or image 
files, or more), and numerous legal intricacies involving these activities 
(e.g., exactly what the National Security Agency is legally permitted to 
collect or analyze). In this paper, I simply take for granted that some type 
of large-scale data collection is occurring, and focus instead on the ethi-
cal justification of these activities, without worrying about legal details of 
exactly who can collect or analyze what communications data.

Public debates about the ethical or moral legitimacy of mass surveillance 
are typically framed in the language of deontology versus consequential-
ism. Opponents of such surveillance largely talk in terms of rights that are 
relatively inviolable, such as the right to privacy of communications, the 
right to autonomy and self-determination, or the right to be a member of 
a well-functioning civil society.2 Proponents of such surveillance instead 
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focus on talk of consequences, such as the harms that might befall society 
if nefarious plans were consummated, the relative lack of harms due to 
mass surveillance on innocent citizens, or the deterrence benefits yielded 
by public knowledge of the mass electronic surveillance apparatus.3 This 
deep mismatch between the rhetoric of the two sides—one using deon-
tological language, the other consequentialist—translates directly into a 
theoretical challenge in resolving the disagreement. If both sides agreed, 
for example, that the ethical justification of mass surveillance depended 
on only its consequences, then we could “just” calculate the different costs 
and benefits (though that would presumably be exceptionally difficult). 
Instead, we have two qualitatively different, potentially incommensurable 
types of criteria that we must somehow reconcile in order to advance the 
debate beyond mere shouting.

There is relatively widespread agreement that most deontological 
principles can ultimately be overridden by consequentialist concerns, if the 
consequences are sufficiently severe. The moral legitimacy of the prover-
bial choice to “kill one to save a billion” reveals that the maxim not to kill 
an innocent is not inviolable. Of course, consequentialist considerations 
do not necessarily make it right to violate the deontological principle, but 
they may make it permissible (e.g., if we face a moral dilemma in which 
there is no right choice). Thus, one way to dissolve the impasse over mass 
surveillance is for the consequentialist to argue that not engaging in large-
scale information collection would result in such negative consequences 
that it is permissible, perhaps even obligatory, to violate the relevant rights 
and principles. Again, such an argument does not show that it is morally 
right to engage in mass surveillance, but the consequentialist need only 
contend that we are trapped in a moral dilemma for which no choice will be 
fully morally acceptable. It is difficult, however, for the proponent to give 
such an argument, as many of the relevant negative consequences—both 
their disutility and their probabilities—have thankfully not been observed. 
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One can note activities that have been stopped, such as various terrorist 
plots, but this information is rarely sufficient to know what would have 
probabilistically happened if the activities had not been blocked. Instead, 
the dominant consequentialist move has been to appeal to an argument 
that, I suggest, is structurally similar to Pascal’s famous wager about the 
existence of God.

Blaise Pascal was a seventeenth-century French mathematician who 
made significant contributions to physics, geometry, early notions of com-
putation, and probability theory. He also experienced an intense religious 
experience at age 31, after which he devoted much of his remaining eight 
years to writings on philosophy and theology, particularly the nature and 
justification of belief in God. Pascal believed that one could not simply 
choose to believe in God; such a belief is not, he thought, under direct, 
voluntary control. One could, however, choose to live a pious life by 
abstaining from sin, attending church, and so forth, and Pascal believed 
that such behaviors would lead (with high probability) to a sincere belief in 
God’s existence. The question thus naturally arises: ought a non-believer 
choose to pursue a pious life? Pascal argued that the non-believer should 
do so, using essentially decision-theoretic considerations. At a high level, 
there were (for Pascal) two possible worlds—God exists or God does not 
exist—and two possible actions by the decision-maker—lead a pious life, 
or lead a sinful one. He then argued that the outcomes for the four different 
world-action possibilities had a specific structure, which we can represent 
as a payoff or utility matrix:

God exists God does not exist

Pious life + ∞  ̠   C = +∞ L  ̠   C

Sinful life  ̠  ∞  L

In this table, L represents the (finite) utility that one experiences over the 
course of a sinful life if God does not exist, and C represents the cost of 
foregoing certain earthly pleasures while living a pious life. The infinite 
utilities in the “God exists” world arise because one will, in that world, either 
go to heaven (eternal bliss) or hell (eternal torment) based on whether one 
comes to believe in God. Simple decision-theoretic calculations show that, 
for this payoff matrix, one ought to lead a pious life if there is any positive 
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probability of God’s existence, no matter how small. Arguably, even the 
most hard-line atheist would grant, on grounds of epistemic humility, that 
there is some non-zero probability that God exists. Such a concession is, 
for Pascal, sufficient to complete the argument that one should lead a pious 
life in order to arrive at a sincere belief in God’s existence.

Present-day consequentialist arguments for mass surveillance have a 
remarkably similar structure to Pascal’s wager, but with changes to the 
row and column headings for the payoff matrix:

Terrorists plan 
an attack

Terrorists do not plan 
an attack

Mass surveillance + ∞  ̠   C = +∞ L  ̠   C

No mass surveillance ˗ ∞ L

In this table, L represents the utility of “ordinary” life and C denotes the 
costs due to abrogation of people’s rights. This table is obviously an exag-
geration, as no one contends that a terrorist attack would truly yield infinite 
disutility or that stopping such an attack would produce infinite positive 
utility. Nonetheless, the rhetoric of many consequentialist arguments sug-
gests something like this matrix; we must, for example, do “whatever is 
necessary” to avoid another terrorist attack. Moreover, if something like 
this payoff matrix is correct (perhaps substituting very large numbers for 
the infinities), then we have a straightforward justification for overriding 
the deontological principles: as long as the “Terrorists plan an attack” pos-
sible world has any non-zero probability, then the expected value of “Mass 
surveillance” will be so much larger than “No mass surveillance” that we 
can legitimately abrogate the relevant rights. We do not need to determine 
the exact probabilities and utilities; the numbers are sufficiently large that 
we exceed the threshold (whatever it might be) for overriding the rights.

A successful Pascal’s wager–type argument would yield the conclusion 
that the consequentialist requires, but instances of this argument-schema 
have been subject to serious objections ever since Pascal’s original ver-
sion. I focus here on just two. First, although this type of argument permits 
some ambiguity in the utility and probability numbers, they still must have 
the correct, relative orders of magnitude. If the “positive infinity” payoff 
is, for example, only twice as large as L (and C is a significant fraction 
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of L), then the action in the top row—pious life or mass surveillance—
will not necessarily be optimal for arbitrarily small probabilities. Pascal’s 
original wager assumed that all pious lives were the same, whether the 
reason for the piety was religious experience (as for Pascal) or decision-
theoretic calculation (as for the audience of his argument). Objectors to 
Pascal’s wager contended instead that the latter motivation would lead to 
an inauthentic life that did not have the same utilities as the “truly pious” 
life, both lower gains (if God exists) and higher costs (if God does not 
exist). In particular, if the positive gains are less-than-infinite (e.g., if God 
does not completely reward people who believe for the “wrong” reasons), 
then the payoff utilities matter. In extreme cases, one can even use a Pas-
cal’s wager–type argument to conclude that one ought rationally to pursue 
a sinful life!

Essentially the same type of objection can be leveled against the 
modern Pascal’s wagers for mass surveillance. The positive gains from 
thwarting a terrorist attack are obviously not infinite; the losses from a 
successful terrorist attack are similarly not negative infinity. The actual 
numbers lie somewhere in the middle. Moreover, it is quite difficult to 
assess the costs C, as both the actual impacts and opportunity costs of 
mass surveillance programs are hard to quantify. Resources—whether 
governmental or corporate, financial or temporal—spent on mass surveil-
lance are resources that cannot be used for other important projects and 
endeavors. Without some consideration of those alternate uses, we have 
little understanding of the “true” utilities in our payoff matrix. Having 
said that, it is important to be clear that this objection does not show that 
no Pascal’s wager–type argument is available to the proponent of mass 
surveillance. It may well turn out that the numbers work out in its favor. 
However, that conclusion should be reached through careful consideration 
of the costs and benefits, rather than through rhetoric that implies infinite 
utility and disutility in one state of the world.

Second, and more importantly, Pascal’s wager–style arguments work 
only if the choice or action—leading a pious life, engaging in mass sur-
veillance, etc.—causally influences the probabilities in the right way. 
Pascal believed in a benevolent God who rewarded all and only believ-
ers; hence, living piously in order to produce belief was the one and only 
way to reach heaven (and infinite positive utility). As was quickly pointed 
out, however, this assumption is a substantive one. Suppose instead that 
God is malevolent (or just a trickster) and so rewards only non-believers 
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or doubters. In that case, heaven (and its infinite positive reward) would 
await those who live a sinful life. If we grant any non-zero probability to 
the possibility of a malevolent or trickster God (which epistemic humility 
presumably requires), then Pascal’s wager falls apart: the overall expected 
values of a pious versus sinful life will depend on the specific probabil-
ity and utility numbers. More generally, Pascal made assumptions about 
the relationship between one’s actions and various outcomes, and those 
substantive assumptions could well turn out to be wrong. In particular, 
the table implicitly encodes a rich set of beliefs about the causal impact 
of one’s lifestyle. In fact, it is a substantive assumption to hold that one’s 
beliefs about God matter at all in terms of whether one reaches heaven or 
hell (if there is a God). A devout Calvinist, for example, would agree that 
there are infinite positive and negative utilities in the “God exists” column 
of the payoff matrix, but would contend that one’s actions and beliefs are 
irrelevant to which one receives. 

A structurally identical set of worries arises for arguments in favor 
of mass surveillance. The proposed payoff matrix depends on a large set 
of assumptions about the causal impact of a mass surveillance program, 
many of which are even more dubious than the corresponding causal 
assumptions in the original Pascal’s wager. For example, the surveillance 
payoff matrix assumes that the creation (and subsequent involuntary dis-
closure) of mass surveillance programs will reduce the probability of a 
successful terrorist attack, not increase it. This assumption is possibly cor-
rect; the proponents of such programs certainly believe in their efficacy. 
But it seems similarly possible that the existence of such programs could 
prompt resentment, fear, or impulsive actions that increase the probability 
of a terrorist attack. Even if we discount the impact of such programs on 
others, mass surveillance programs could be causally inefficacious rela-
tive to more targeted surveillance programs. In the medical domain, it is 
widely understood and accepted that population-wide testing can yield a 
huge number of false positives, and the costs (social and personal) of such 
false positives can outweigh the benefits of population-wide testing.4 The 
same observation holds for large-scale, population-wide surveillance. In 
brief, mass surveillance can generate so many false leads that the analysis 
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infrastructure—both computational and personnel—can be overwhelmed. 
In certain conditions, targeted surveillance can be more efficacious; 
paradoxically, one can often be more successful precisely by recognizing 
that one cannot succeed everywhere, and thereby being freed to allocate 
resources in a more targeted, more optimal manner.5 More generally, our 
actions regarding mass surveillance can have, in totality, a very different 
causal impact than is assumed in the proponents’ payoff matrix, and so the 
Pascal’s wager–type argument dissolves.

As with the first set of concerns, these objections do not show that 
mass surveillance programs are ethically impermissible. Rather, the over-
all argument in this essay is that the details matter in this debate. Perhaps 
mass surveillance programs are causally efficacious in the right way, unlike 
population-wide disease testing. Perhaps such programs do not trigger 
exactly the type of behavior that they are supposed to prevent. Perhaps the 
payoffs exhibit the appropriate relative orders of magnitude to support a 
Pascal’s wager–type argument. All of these conditions might well hold, but 
that must be established through careful argument and empirical investiga-
tion, not implicitly smuggled into the argument through particular ways of 
characterizing the informal payoff matrix (e.g., by saying that “we cannot 
allow another 9/11”). There are many cases in which we, as individuals 
and as a collective society, recognize that consequentialist considerations 
override deontological rights and principles. Mass electronic surveillance 
may well turn out to be one such case. However, this question—just like 
the question of whether to live a pious life in order to prompt belief in 
God—is too complex to be solved through the blunt instrument of a mod-
ern Pascal’s wager. 

5. See also: Marie-Helen Maras, “The Economic Costs and Consequences of Mass 
Communications Data Retention: Is the Data Retention Directive a Proportionate Mea-
sure?” European Journal of Law and Economics 33 (2012): 447–72; National Research 
Council, Protecting Individual Privacy in the Struggle Against Terrorists: A Framework 
for Program Assessment (Washington, DC: The National Academies Press, 2008).


