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IRAP Readiness Course Contents

This course is ideal for organisations required to be IRAP assessed and those managers and cyber
security professionals responsible to prepare for the assessment. Or professionals that wish to
understand the ISM and how it may be implemented in their organisation and what is assessed by the
IRAP program. The training will provide a comprehensive understanding of the requirements and process
to facilitate and streamline your organisation’s IRAP Assessment and minimise the disruption to your
organisation.

Participants will receive a certificate of course completion from the Australian Cyber Collaboration
Centre. The program is endorsed by the Australian Signals Directorate (ASD).
The IRAP Readiness Course includes the ISM and IRAP fundamentals courses.

ISM Fundamentals

The Australian government Information Security Manual (ISM) outlines a cyber security framework that
organisations can apply, using a risk management framework, to protect their information and
communication technology (ICT) systems from cyber threats. It complements the Protective Security
Policy Framework (PSPF) produced by the Australian government Attorney-General’s department. The
ISM and the PSPF provide guidelines and obligations for Commonwealth agencies in implementing
appropriate controls in an ICT environment.

In addition, Commonwealth agencies should consider relevant guidance published specifically by or for
them. The ISM is published by the Australian Cyber Security Centre (ACSC), the Australian government’s
lead organisation on national cyber security and a part of the Australian Signals Directorate (ASD). The
Digital Transformation Agency (DTA) worked with other government bodies and industry to develop the
Cloud Assessment and Authorisation Publication.

The Essential Eight publication provides a mapping between the Essential Eight Maturity Model and the
security controls within the Information Security Manual (ISM). This mapping represents the minimum-
security controls organisations must implement to meet the intent of the Essential Eight.

The ISM Fundamentals training provides participants with an introduction to the ISM. Participants will
learn about the:

. Australian government Information Security Manual (ISM)
o Explore the ISM and its sections, guidelines, and security controls and how to interpret the
requirements of the ISM
o How to apply the ISM Cyber Security Principles
o How to use the ISM for non-Australian Government organisations
. Protective Security Policy Framework (PSPF)
o How the ISM is used to meet the requirements of the PSPF
. Essential Eight Publication


https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cyber.gov.au%2Facsc%2Fview-all-content%2Fism&data=05%7C01%7Clauren.fyfe%40cybercollaboration.org.au%7C26b77c6230024fdf53aa08daccfd8843%7Ce225caa4b4f041d7930441194f961eeb%7C0%7C0%7C638047686531050156%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=byyRDBRg%2Bu9z6mQuSNv07F9xv0ZLYdYgyrqIOfIkgzU%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cyber.gov.au%2Facsc%2Fview-all-content%2Fism&data=05%7C01%7Clauren.fyfe%40cybercollaboration.org.au%7C26b77c6230024fdf53aa08daccfd8843%7Ce225caa4b4f041d7930441194f961eeb%7C0%7C0%7C638047686531050156%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=byyRDBRg%2Bu9z6mQuSNv07F9xv0ZLYdYgyrqIOfIkgzU%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.protectivesecurity.gov.au%2F&data=05%7C01%7Clauren.fyfe%40cybercollaboration.org.au%7C26b77c6230024fdf53aa08daccfd8843%7Ce225caa4b4f041d7930441194f961eeb%7C0%7C0%7C638047686531050156%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=rTXchL4mtEk2dXGCxL3IuBXxBRAwBcIS5NFxRU37HNA%3D&reserved=0
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. Risk Management Framework
o How to apply risk-based approach to cyber security
. Threat Modelling
. Communication and emanation security threats
. Cryptography
. Sanitisation and Destruction
. Authentication
. Assessing security vulnerabilities and applying patches
. Architectural defences
. Cloud assessment and authorisation
. Choosing a product
. Other relevant documentation and guides

IRAP Fundamentals

Information Security Registered Assessors Program (IRAP) is an Australian Signals Directorate (ASD)
initiative to provide high quality Information and Communications Technology (ICT) security assessment
services to Australian Government, State Governments and Industry.

The ACSC released an updated IRAP policy and IRAP Assessor Training in early December 2020 to
strengthen the cyber security assessment framework following an independent review. The enhanced
program will assist in developing the capabilities of industry partners, increase the number of cyber
security assessors and bolster national cyber security efforts. The training was co-designed by the ACSC
with government and industry representatives through a series of consultative forums to improve the
culture and governance of the program.

This course provides participants with an introduction to IRAP. Participants will learn:
e About the Information Security Registered Assessors Program
o The requirements for membership to the program
o Roles and functions
¢ IRAP policy and procedures
o Applying a risk-based approach to Cyber Security
o How to conduct an IRAP Assessment
o IRAP Assessment Process Step
o Plan and Prepare
o Define the Scope
o Assess the Security Controls
e How to write and produce an IRAP Assessment Report

Prerequisites

*+ ISM Fundamentals



