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2 +𝑦2 = 1+𝑑𝑥2𝑦2,
𝑑=125317048443780598345676279555970305165 ⋅ 𝑖 + 4205857648805777768770
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• Fastest (large char) ECC addition laws are complete on 𝐸

• 𝐸 is a degree-2 Q-curve: endomorphism 𝜓

• 𝐸 has CM by order of 𝐷 = −40: endomorphism 𝜙

• 𝜓 𝑃 = 𝜆𝜓 𝑃 and 𝜙 𝑃 = 𝜆𝜙 𝑃 for all 𝑃 ∈ 𝐸[𝑁] and 𝑚 ∈ [0,2256)

𝑚 𝑃 = 𝑎1 𝑃 + 𝑎2 𝜙 𝑃 + 𝑎3 𝜓 𝑃 + 𝑎4 𝜓(𝜙(𝑃))

𝑚 ↦ 𝑎1, 𝑎2, 𝑎3, 𝑎4
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• Pollard rho best attack on ECDLP: 2122.5 additions in 𝐸 𝑁

• Unlike typical GLV and GLS endomorphisms, no speedup in rho from 𝜓 and 𝜙

• 𝔽𝑝2 safe against index calculus/Weil descent

• Large MOV degree and trace of Frobenius

• Yes, small discriminant (𝐷 = −40), just like other standardized curves

𝑠𝑒𝑐𝑝192𝑘1, 𝑠𝑒𝑐𝑝224𝑘1, 𝑠𝑒𝑐𝑝256𝑘1 (Bitcoin’s curve)

Security aspects



Optimal Scalar Decompositions
𝑚 ↦ 𝑎1, 𝑎2, 𝑎3, 𝑎4

Prop 5: for all 𝑚 ∈ [0,2256), decomposition yields four 𝑎𝑖 ∈ [1,2
64) with 𝑎1 odd.
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Optimal Scalar Decompositions
𝑚 ↦ 𝑎1, 𝑎2, 𝑎3, 𝑎4

𝑚 = 64840569332679984426672436340494668739430332089137885001096300239355695153788

0, 1, 1, 0, 0, 1, 0, 0, 0, 0, 1, 1, 1, 0, 1, 1, 1, 0, 1, 1, 0, 0, 1, 0, 0, 0, 1, 1, 0, 1, 1, 0, 1, 0, 0, 0, 0, 0, 0, 1, 0, 0, 1, 1, 1, 1, 0, 1, 1, 1, 1, 1, 1, 1, 0, 0, 0, 0, 1, 0, 0, 0, 0, 0, 1

0, 1, 0, 1, 0, 0, 0, 0, 1, 1, 0, 0, 0, 0, 0, 1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 1, 0, 1, 1, 1, 0, 1, 0, 1, 0, 0, 0, 1, 0, 1, 0, 1, 1, 0, 1, 1, 0, 0, 1, 0, 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 0, 0, 1, 1 
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Prop 5: for all 𝑚 ∈ [0,2256), decomposition yields four 𝑎𝑖 ∈ [1,2
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do nothings can leak info!
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𝑚 = 64840569332679984426672436340494668739430332089137885001096300239355695153788

0, 1, 1, 0, 0, 1, 0, 0, 0, 0, 1, 1, 1, 0, 1, 1, 1, 0, 1, 1, 0, 0, 1, 0, 0, 0, 1, 1, 0, 1, 1, 0, 1, 0, 0, 0, 0, 0, 0, 1, 0, 0, 1, 1, 1, 1, 0, 1, 1, 1, 1, 1, 1, 1, 0, 0, 0, 0, 1, 0, 0, 0, 0, 0, 1

0, 1, 0, 1, 0, 0, 0, 0, 1, 1, 0, 0, 0, 0, 0, 1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 1, 0, 1, 1, 1, 0, 1, 0, 1, 0, 0, 0, 1, 0, 1, 0, 1, 1, 0, 1, 1, 0, 0, 1, 0, 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 0, 0, 1, 1 

0, 0, 1, 0, 0, 0, 1, 0, 1, 1, 1, 0, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 0, 0, 1, 0, 1, 0, 0, 1, 0, 0, 0, 1, 0, 0, 1, 1, 0, 1, 1, 0, 1, 0, 0, 1, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 0 
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0, 1, 0, 1, 0, 0, 0, 0, 1, 1, 0, 0, 0, 0, 0, 1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 1, 0, 1, 1, 1, 0, 1, 0, 1, 0, 0, 0, 1, 0, 1, 0, 1, 1, 0, 1, 1, 0, 0, 1, 0, 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 0, 0, 1, 1 

0, 0, 1, 0, 0, 0, 1, 0, 1, 1, 1, 0, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 0, 0, 1, 0, 1, 0, 0, 1, 0, 0, 0, 1, 0, 0, 1, 1, 0, 1, 1, 0, 1, 0, 0, 1, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 0 

0, 0, 1, 1, 1, 1, 0, 1, 0, 0, 1, 0, 0, 0, 1, 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 1, 0, 1, 1, 0, 1, 1, 1, 1, 0, 0, 1, 0, 0, 1, 0, 1, 1, 1, 0, 0, 1, 0, 0, 0, 1, 0, 1, 0, 0, 1, 0, 1, 1, 1, 1, 0, 1, 0
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Optimal Scalar Decompositions
𝑚 ↦ 𝑎1, 𝑎2, 𝑎3, 𝑎4

𝑚 = 64840569332679984426672436340494668739430332089137885001096300239355695153788

1,-1,1,1,-1,-1,1,-1,-1,-1,-1,1, 1, 1,-1, 1, 1, 1,-1,1,1,-1,-1,1,-1,-1,-1, 1, 1,-1, 1, 1,-1, 1,-1,-1,-1,-1,-1,-1,1,-1,-1, 1,1,1, 1,-1, 1 ,1,1,1,1,1,1,-1,-1,-1,-1, 1,-1,-1,-1, 1,-1

0, 1, 0, 1, 0, 0, 0, 0, 1, 1, 0, 0, 0, 0, 0, 1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 1, 0, 1, 1, 1, 0, 1, 0, 1, 0, 0, 0, 1, 0, 1, 0, 1, 1, 0, 1, 1, 0, 0, 1, 0, 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 0, 0, 1, 1 

0, 0, 1, 0, 0, 0, 1, 0, 1, 1, 1, 0, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 0, 0, 1, 0, 1, 0, 0, 1, 0, 0, 0, 1, 0, 0, 1, 1, 0, 1, 1, 0, 1, 0, 0, 1, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 0 

0, 0, 1, 1, 1, 1, 0, 1, 0, 0, 1, 0, 0, 0, 1, 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 1, 0, 1, 1, 0, 1, 1, 1, 1, 0, 0, 1, 0, 0, 1, 0, 1, 1, 1, 0, 0, 1, 0, 0, 0, 1, 0, 1, 0, 0, 1, 0, 1, 1, 1, 1, 0, 1, 0
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Prop 5: for all 𝑚 ∈ [0,2256), decomposition yields four 𝑎𝑖 ∈ [1,2
64) with 𝑎1 odd.

𝑎1 = 14445124749170047041

𝑎2 = 11638376461179115075

𝑎3 = 5032911711680286358

𝑎4 = 881092582828842431

1,−10, 1



Optimal Scalar Decompositions
𝑚 ↦ 𝑎1, 𝑎2, 𝑎3, 𝑎4

𝑚 = 64840569332679984426672436340494668739430332089137885001096300239355695153788

1,-1,1,1,-1,-1,1,-1,-1,-1,-1,1, 1, 1,-1, 1, 1, 1,-1,1,1,-1,-1,1,-1,-1,-1, 1, 1,-1, 1, 1,-1, 1,-1,-1,-1,-1,-1,-1,1,-1,-1, 1,1,1, 1,-1, 1 ,1,1,1,1,1,1,-1,-1,-1,-1, 1,-1,-1,-1, 1,-1

0, 1, 0, 1, 0, 0, 0, 0, 1, 1, 0, 0, 0, 0, 0, 1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 1, 0, 1, 1, 1, 0, 1, 0, 1, 0, 0, 0, 1, 0, 1, 0, 1, 1, 0, 1, 1, 0, 0, 1, 0, 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 0, 0, 1, 1 

0, 0, 1, 0, 0, 0, 1, 0, 1, 1, 1, 0, 1, 1, 0, 0, 0, 0, 1, 1, 1, 1, 1, 1, 0, 1, 0, 0, 0, 1, 0, 0, 1, 0, 1, 0, 0, 1, 0, 0, 0, 1, 0, 0, 1, 1, 0, 1, 1, 0, 1, 0, 0, 1, 1, 1, 0, 1, 0, 0, 1, 0, 1, 1, 0 

0, 0, 1, 1, 1, 1, 0, 1, 0, 0, 1, 0, 0, 0, 1, 1, 0, 1, 0, 1, 1, 0, 0, 1, 0, 0, 1, 0, 1, 1, 0, 1, 1, 1, 1, 0, 0, 1, 0, 0, 1, 0, 1, 1, 1, 0, 0, 1, 0, 0, 0, 1, 0, 1, 0, 0, 1, 0, 1, 1, 1, 1, 0, 1, 0

𝑎1 =
𝑎2 =
𝑎3 =
𝑎4 =

𝑃
𝜙(𝑃)
𝜓(𝑃)
𝜓 𝜙 𝑃

Prop 5: for all 𝑚 ∈ [0,2256), decomposition yields four 𝑎𝑖 ∈ [1,2
64) with 𝑎1 odd.

𝑎1 = 14445124749170047041

𝑎2 = 11638376461179115075

𝑎3 = 5032911711680286358

𝑎4 = 881092582828842431

• All columns now non-zero

• Could stop here, but we can do better!

• Lookup table currently size 16, but we turn it into size 8: “sign-align” three bottom rows with top one

• All of this is done in constant time… and… 



Optimal Scalar Decompositions
𝑚 ↦ 𝑎1, 𝑎2, 𝑎3, 𝑎4

𝑚 = 64840569332679984426672436340494668739430332089137885001096300239355695153788

Prop 5 + Prop 6: for all 𝑚 ∈ [0,2256), decomposition yields 𝑠 = {−1,1}65 and 𝑑 = [1,8]65

𝑠𝑖 = -1,-1,-1,-1,-1, 1,-1,-1,-1,-1, 1, 1, 1, 1, 1, 1, 1,-1, 1, 1, 1, 1,-1,-1, 1,-1,-1,-1,-1,-1,-1, 1,-1, 1, 1,-1, 1, 1,-1,-1,-1, 1,-1,-1, 1, 1,-1, 1, 1, 1,-1, 1, 1, 1,-1,-1,-1,-1, 1,-1,-1, 1, 1,-1, 1

𝑑𝑖 = 2, 7, 6, 4, 2, 4, 2, 8, 4, 5, 5, 6, 4, 5, 4, 1, 4, 7, 7, 4, 8, 5, 6, 7, 4, 6, 6, 3, 8, 8, 2, 3, 4, 3, 6, 8, 3, 5, 6, 7, 7, 2, 5, 5, 2, 1, 6, 3, 5, 5, 6, 8, 3, 1, 7, 6, 5, 4, 6, 7, 3, 4, 3, 6, 6

𝑇 1 = 𝑃
𝑇 2 = 𝑃 + 𝜙 𝑃
…
𝑇 8 = 𝑃 + 𝜙 𝑃 + 𝜓 𝑃 + 𝜓(𝜙 𝑃 )



• On input of any 𝑃 ∈ 𝐸[𝑁] and any 𝑚 ∈ [0,2256), do:

1. Compute endomorphisms 𝑃 ↦ 𝜙 𝑃 , 𝜓 𝑃 , 𝜓(𝜙 𝑃 )
2. Decompose 𝑚 ↦ 𝑎1, 𝑎2, 𝑎3, 𝑎4
3. Recode 𝑎1, 𝑎2, 𝑎3, 𝑎4 ↦ 𝑑, 𝑠
4. Compute table 𝑃,… , 𝑃 + 𝜙 𝑃 + 𝜓 𝑃 + 𝜓 𝜙 𝑃
5. Execute main loop (64 complete DBL-ADD steps)
6. Normalize and return 

• Theorem 1: computes correctly in:

• Our constant time imp: 73,000cc (Ivy) 76,000cc (Sandy)

The full routine

68 𝑴+ 2𝟕𝑺 + 49.5𝑨

768 𝑴+ 192𝑺 + 771𝑨

68𝑴 + 66𝑨

1𝑰 + 2𝑴

1𝑰 + 906𝑴+ 219𝑺 + 886.5𝑨



• As with all composite order curves, some cryptographic scalar 
multiplications must avoid subgroup attacks

• We compute 𝑃 ↦ 392 𝑃 in the naïve way (8 DBLs, 2ADDs) 
beforehand (and are still significantly faster than all other primitives)

• Can absorb part of the cofactor into the decomposition for free, but 
we keep it simple!

Cofactor killing



• g=2 Kummer efficiency currently restricted to DH, i.e., can’t do Schnorr-style 
signatures, precomputation for fast ECDHE or more versatile crypto 

• And well, binary GLS uses a binary curve 

Other high-speed contenders?

12 3

g=2 Kummer

Binary GLS



“              , I won’t do what you tell me!”

• If you don’t want to use endomorphisms, you don’t have to: naïve 
scalar multiplication will still be faster because this field is the fastest

• If you don’t want to use twisted Edwards coordinates, then don’t: 
Weierstrass version still fast! Heck, do Montgomery if you want

• is very versatile!



• The demand for high-performance cryptography 
warrants the state-of-the-art in ECC to be part of the 
standardization discussion

• This work shows the performance gains that are 
possible if such a curve were to be standardized 
alongside the “conservative” choices

Summary
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