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INTRODUCTION

‘Raising your Game’ aims to help boards and 
committees across financial, commercial, 
public and not-for-profit sectors in the UK 
and globally, understand what good risk 
governance looks like.  And, consequently, 
what steps they need to take to improve the 
quality and effectiveness of their organisation’s 
risk arrangements.  
The guidance is intended to be applied 
proportionately through application of 
professional judgment, and is not intended to 
be an exercise in compliance.  

About this consultation
This document is the culmination of 18 months 
research and outreach by the Risk Coalition.  
The guidance is principles-based and does 
not aim to provide detailed instructions for the 
management of specific types of risks.  Rather, 
the guidance provides a robust framework 
around which organisations can structure their 
risk arrangements.  
The aim of this public consultation is to 
challenge and improve the text ahead of its 
planned publication in October 2024.  
As such, we look forward to receiving as wide 
a range of views as possible and encourage 
you to submit your responses to our questions 
and any comments or suggestions you may 
have here, or by emailing team@riskcoalition.
org.uk

The consultation closes on Monday 
16th September, although we will aim 
to consider late responses as far as 
practicable.  
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Purpose and values

Corporate strategy

Strategic aims, objectives  
and other opportunities

Risks and uncertainties

Action plans and mitigations

Strategic cascade

Nearly five years ago, the Risk Coalition 
published ‘Raising the Bar’, its seminal guidance 
for board risk committees and second line risk 
functions in the UK financial sector.  
Internationally recognised and still the gold 
standard for ‘what good looks like’ in financial 
sector risk governance and oversight, the Risk 
Coalition is soon to publish its new guidance, 
‘Raising your Game’ - sector and jurisdiction 
agnostic leading practice risk governance 
guidance for boards and committees.  
As we noted back in 2019, corporate mishaps, 
misbehaviour and failures remain all-too-common 
occurrences, with inadequate risk governance 
and oversight often at the heart of these issues.  
Good risk management, however, is more than 
just about stopping bad things from happening.  
It is about enabling an organisation to achieve 
the things it wishes to achieve, through the 
effective management of risks.  Key to this, is 
for organisations to have clarity of purpose and 
values supported by a clearly articulated strategy, 
strategic aims and objectives as illustrated in the 
strategic cascade below. 

https://docs.google.com/forms/d/e/1FAIpQLSeccdQClyZKAR2F1VdyUQi-ZVWxwyDmEsOwRbtlP-J3cp__hw/viewform?usp=sf_link
mailto:team@riskcoalition.org.uk
mailto:team@riskcoalition.org.uk


 3THE RISK COALITION RESEARCH COMPANY

RIisk C
oalition

Raisnig your G
am

e

 3 3

About the Risk Coalition
The Risk Coalition is a not-for-profit, risk management 
think tank that aims to improve the effectiveness of risk 
management practice across sectors.  It is supported 
by a network of professional bodies and membership 

organisations with an interest in raising standards of risk 
management - and corporate governance more broadly - 

in the UK and globally. 

Support Us
As a not-for-profit, the Risk Coalition is entirely 

dependent on sponsorship and donations to support 
its public interest activities.  Please contact us at 

team@riskcoalition.org.uk if you would like to discuss 
sponsoring ‘Raising your Game’ or any of our other 

planned projects. 
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THE EIGHT PRINCIPLES

PRINCIPLES AND GUIDANCE –  
RISK GOVERNANCE, OVERSIGHT AND REPORTING1
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NotesIn seeking to meet this principle, the board should:
1. establish a board risk policy that includes a clear articulation of the organisation’s 

purpose, values and risk culture expectations, and defines the organisation’s 
overall approach to - and appetite for – risk.  The policy should clarify the board’s 
expectations of the organisation’s risk management arrangements, including key 
risk management related roles and responsibilities. 

2. periodically review and approve the organisation’s corporate strategy and 
associated strategic aims, objectives1 and other opportunities ensuring 
they remain consistent with the organisation’s board risk policy.  

3. regularly consider whether the values and behaviours exhibited in the 
boardroom, by management and across the wider organisation are consistent 
with the organisation’s stated purpose, values and risk culture expectations. 

4. allocate responsibility for consolidated risk oversight to a nominated board 
committee (‘the Committee’)2. The board should oversee the work of 
the Committee, including the appropriateness of its agenda and matters 
considered, and endorse any recommendations or decisions made.

5. ensure that appropriate arrangements exist to support effective co-
operation, co-ordination and communication between board committees 
when dealing with risk-related matters of common interest.

6. regularly consider whether the organisation is likely to achieve its strategic 
aims, objectives and other opportunities in the light of the principal and 
emerging risks attaching. For those strategic aims, objectives and other 
opportunities where concerns persist about their achievement, the board 
should decide on an appropriate course of action, taking into account the 
Committee’s recommendations.  

7. regularly monitor and periodically review whether the organisation’s risk 
management arrangements meet board and other key stakeholder 
expectations, including supporting achievement of the organisation’s strategic 
aims, objectives and other opportunities through the effective identification, 
assessment and successful navigation and/or management of risks.  

8. seek regular independent assurance3 that the organisation’s risk 
management and internal control arrangements remain appropriate to the 
organisation’s circumstances and are effective. 

Best practice: Outcomes

Principle 1
Board accountability 
The board has ultimate accountability for the overall adequacy and effectiveness 
of the organisation’s risk management arrangements.  

1

1 An organisation’s strategic aims and objectives should cover value creation and preservation objectives, and should also address the things 
the organisation chooses to do and those it is required to do, such as comply with law and regulation.

2 This could be through creation of a dedicated board risk committee, or through explicit allocation of consolidated risk oversight responsibility 
to the audit committee.

3 See guidance paragraph 37 for further information.

In meeting this Principle a board demonstrates to all key 

stakeholders that it is using its best endeavours to fulfil its 

fiduciary duties and corporate governance requirements in terms 

of risk oversight.
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In seeking to meet this principle, the Committee should:
9. through close co-ordination with the other board committees, provide 

consolidated oversight and challenge of management’s treatment and 
reporting of the organisation’s principal and emerging risks; consider 
how they might impact achievement of the organisation’s strategic aims, 
objectives and other opportunities.  

10. periodically consider whether its planned cycle of activity remains 
appropriate to the board’s needs, including providing sufficient time for ad 
hoc or deep-dive exploration of key and emerging risk related topics and 
themes.

11. encourage and facilitate active board engagement on key risk-related 
topics. The Committee should consider escalation of contentious 
or strategically significant agenda items to the board for further 
consideration, even if within the Committee’s delegated decision-making 
authority. 

12. periodically consider and recommend to the board whether the 
organisation should appoint an executive with independent risk oversight 
responsibility (a ‘risk director’)5. 

13. where practical, ensure that its meetings are scheduled such that the 
Committee can provide appropriate follow-up, resolution (including 
escalation if necessary) and reporting to the board on any outstanding 
questions.

14. provide a clear and concise written summary for inclusion in the board 
pack of the Committee’s activities and matters considered, and any 
associated recommendations or decisions.

2

4 While the Committee is primarily an advisory committee to the board, it may have delegated decision-making authority in certain areas.  
Areas of delegated decision-making authority should be clearly defined within the Committee’s terms of reference, and all Committee 
decisions are subject to endorsement by the board.

5 Different models of independent executive risk oversight exist.  Some organisations may choose to appoint a dedicated risk director or 
chief risk officer, while others may place responsibility for independent executive risk oversight with the chief audit executive, if considered 
appropriate.

Best practice: Outcomes
In meeting this Principle a Committee demonstrates that it plays 

a supportive and pro-active role in providing the board with the 

best possible risk intelligence and guidance.

Principle 2
Committee purpose
The Committee is primarily an advisory committee4 to the board. Its aim should be 
to facilitate focused and informed board discussions on risk-related matters. 
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Notes
In seeking to meet this principle, the Committee should:
15. be chaired by an appropriately risk-experienced independent non-

executive director and operate a collegiate culture that places value on 
open debate and diversity of thought and opinion.

16. have clear, board-approved terms of reference and an appropriate 
balance of skills, expertise and cognitive and experiential diversity.  
Committee members should have access to external expert risk advice 
and guidance as necessary.

17. encourage and facilitate subsidised Committee member participation in 
continuing professional development and learning opportunities6. 

18. provide a standing invitation to other board members and senior 
executives, including the executive with independent risk oversight 
responsibility (the ‘risk director’), to attend Committee meetings as 
appropriate.

3

6 For example, through participation in industry bodies such as the Risk Coalition’s Risk Committee Chairs’ Forum.

In meeting this Principle a Committee demonstrates that best 

corporate governance practice underpins how it operates and 

remains up to speed. 

Best practice: Outcomes

Principle 3
Committee composition and membership
The Committee should be formed of independent non-executive directors and 
apply relevant leading practice corporate governance guidance on composition, 
succession and performance evaluation criteria.
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Principle 4
The organisation’s approach to risk 
The Committee should provide the board with advice as to whether the 
organisation’s approach to – and appetite for – risk, and its wider risk 
management arrangements, remain appropriate.

In seeking to meet this principle, the Committee should:
19. advise the board whether the organisation’s approach to – and appetite 

for - risk as defined in the board risk policy remains appropriate to the 
organisation’s evolving external environment and business model, while 
staying consistent with the organisation’s purpose, values and risk culture 
expectations.  

20. periodically review and constructively challenge management to 
demonstrate the effective implementation of the board risk policy, 
including whether the organisation’s risk management arrangements:  
• are embedded within the day-to-day activities of the business and 

that on-going risk-focused training and education is provided at all 
levels;

• clearly allocate key risk management and internal control related roles 
and responsibilities;

• provide an effective means to monitor and manage the nature and 
extent of risks the organisation is willing to assume in seeking to 
achieve its strategic aims, objectives and other opportunities;

• inform management decision-making through use of a clear decision-
making framework; and

• are consistent with the organisation’s defined approach to risk and 
meet board and other key stakeholder expectations.

21. review and submit for board approval, proposed material changes to the 
organisation’s:
• board risk policy, including the organisation’s approach to – and 

appetite for - risk; and 
• risk management framework, including risk governance and oversight 

arrangements. 
22. ensure arrangements are in place to notify the board promptly of 

actual or likely material breaches of risk appetite, including significant 
weaknesses or failures in material controls; comment on the adequacy of 
management’s response; recommend further actions where appropriate.

In meeting this Principle a Committee demonstrates that  it supports  

an organisation continuously reviewing its risk management  

arrangements, ensuring its risk policies are understood at all levels and 

taking appropriate actions to address any shortcomings or failures.  

Best practice: Outcomes

Notes
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5

Best practice: Outcomes
In meeting this Principle a Committee demonstrates that the 

culture of the organisation is regarded as paramount by the board 

and that its values positively influence employee behaviours at all 

levels and ongoing business success. 

Principle 5
Risk culture and behaviours
The Committee should consider and periodically report to the board whether the 
organisation’s purpose, values and risk culture expectations as defined in the board 
risk policy are appropriately embedded at all levels and are reflected in observed 
behaviours and decisions.

In seeking to meet this principle, the Committee should:
23. in conjunction with the remuneration committee, consider and advise 

the board whether proposed management remuneration plans, including 
long term incentive arrangements, are consistent with the organisation’s 
board risk policy and likely to encourage appropriate, risk-based decision-
making.

24. seek evidence (formal and informal) that management exhibits values and 
behaviours consistent with the organisation’s board risk policy, and that 
these values and behaviours have been embedded effectively at all levels 
throughout the organisation. 

25. constructively challenge whether the values and behaviours exhibited 
by management and the board provide those working for and with the 
organisation with appropriate support to ‘do the right thing’ in difficult or 
challenging circumstances. 

26. continuously monitor whether management and the board’s attitude 
towards - and treatment of - the heads of control functions7, and 
the organisation’s receptiveness to internal and external audit 
recommendations, is indicative of a healthy risk culture.

7  Heads of control functions typically include the executive with independent risk oversight responsibility, the chief compliance officer 
and the chief audit executive.

Notes
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8 In particular, the Committee should guard against positivity bias in management’s estimations of risk likelihood, as well as probing potential 
interdependencies and linkages between risks through the use of scenario analysis and other methods.

6
In seeking to meet this principle, the Committee should:
27. constructively challenge management to demonstrate that they have 

identified, understand and are able to successfully navigate and/
or manage those risks that may materially impact achievement of the 
organisation’s strategic aims, objectives and other opportunities in the 
short-, medium- and long-term.  

28. using a variety of means, contribute to and periodically assess the 
effectiveness of the organisation’s emerging risk and opportunity 
identification and horizon scanning processes8.  

29. using all relevant sources of information and independent assurance 
available to it, regularly assess and advise the board whether the 
organisation appears likely to achieve its strategic aims, objectives and 
other opportunities in the light of the principal and emerging risks attaching.  

 For those strategic aims, objectives and other opportunities where 
concerns persist about their achievement, the Committee should 
recommend to the board whether the organisation should: 
• take additional steps to increase certainty of achievement; 
• revise the relevant strategic aim; and/or
• accept the reduced certainty of achieving the strategic aim. 

30. assess whether executive management has identified and appropriately 
considered the material risks, as well as the potential opportunities, 
associated with proposed major projects, contracts and corporate actions. 

31. periodically consider whether contractual and independent assurance 
arrangements in place over the provision of key intra-group or outsourced 
services provide sufficient confidence that material risks associated with 
the service provision are identified, assessed and managed effectively.  

32. periodically explore and challenge management on the operational 
and financial resilience and on-going sustainability of the organisation’s 
business model.  This should include overseeing the selection and testing 
of a range of severe but plausible stress testing scenarios, as well as 
challenging management on the results of the analyses.  

In meeting this Principle a Committee demonstrates that  

it supports an organisation in taking the necessary steps to 

ensure it meets its objectives by identifying and mitigating 

associated risks and exploring fresh opportunities.

Best practice: Outcomes

Principle 6
Navigating risks and exploring opportunities
The Committee should assess and advise the board on the likely achievement of 
the organisation’s strategic aims, objectives and other opportunities in the light of 
the principal and emerging risks attaching.  

Notes
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In seeking to meet this principle, the Committee should:
33. constructively challenge management to demonstrate that:

• the organisation’s risk management arrangements meet board and 
other key stakeholder expectations, and support achievement of the 
organisation’s strategic aims, objectives and other opportunities; and

• it has robust processes in place to routinely monitor and periodically 
review the adequacy and effectiveness of the organisation’s risk 
management and internal control arrangements, including the 
preparation, analysis and timely reporting of key risk and control-
related information.  

34. consider whether board-level risk and control-related reporting is both 
comprehensive and comprehensible, enabling non-executive directors to 
understand, probe and constructively challenge management effectively. 

35. seek independent assurance that management’s reporting of key risk 
and control-related information, including the likely achievement of the 
organisation’s strategic aims, objectives and other opportunities, is 
complete, accurate and fairly presented. 

36. review and recommend to the board for approval any material risk 
and control-related information for regulatory submission or external 
publication.

37. commission and oversee a programme of independent assurance activity 
to assess the adequacy and effectiveness of the organisation’s risk 
management and internal control arrangements16.

9  The internal audit function may provide these independent assessments. As a matter of good practice, the Committee should commission 
an independent external review of the organisation’s risk management and internal control arrangements every three to five years as 
appropriate.

In meeting this Principle a Committee demonstrates  

that an organisation has a well co-ordinated approach to the 

management and reporting of risk-related information and  

the quality of its supporting controls.

Best practice: Outcomes

Principle 7
Risk management and internal control systems and reporting
The Committee should routinely monitor and periodically review and advise the 
board on the effectiveness of the organisation’s risk management and internal control 
arrangements, including the quality and completeness of key risk-related information.

7
Notes
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In seeking to meet this principle, the Committee should:
38. sponsor the development and board approval of a formal charter, 

consistent with the board risk policy, that defines the independence, 
objectivity, role and responsibilities of the risk director and the risk advisory 
function.

39. provide the risk director with direction and guidance on key areas of 
Committee interest, including periodically reviewing and approving the risk 
director’s short-, medium- and long-term activity plans for the risk advisory 
function. 

40. ensure that the risk director has a reporting line to the Committee chair, 
with an executive reporting line to the chief executive officer.  The risk 
director should have unmediated access to the board chair, the board 
itself, the Committee, the external auditor and relevant regulatory 
authorities as appropriate. 

41. assess whether the risk director is sufficiently senior and of an appropriate 
mindset, standing and gravitas to constructively challenge management 
risk-taking and decision-making effectively, and that the risk advisory 
function has adequate, appropriate resources (financial, people, processes 
and technology) to meet its charter obligations. 

42. periodically challenge and assess the continued independence and 
objectivity of the risk director, particularly where their reporting lines are 
not consistent with this guidance, or where they have been in post for a 
significant period. 

43. meet periodically with the risk director in the absence of other executives 
to provide an opportunity for an open and non-attributable discussion of 
any significant concerns the risk director may have. 

44. in consultation with the chief executive officer, advise the board on the 
appointment or removal of the risk director, and the appropriateness of the 
risk director’s remuneration arrangements.

8

In meeting this Principle a Committee demonstrates  

that an organisation has a mature approach to risk oversight 

through appointing and supporting a dedicated senior executive 

with a clearly defined role and appropriate resources. 

Best practice: Outcomes

Principle 8
Independent risk oversight and challenge
Where relevant, the Committee should safeguard the independence and objectivity 
of the executive with independent risk oversight responsibility (the ‘risk director’).

Notes
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DEFINITION OF TERMS2

Accountability – In the context 
of this guidance, accountability for 
an action cannot be delegated but 
responsibility for performing it can.

Challenge – Use of carefully targeted 
questions to explore completeness of 
understanding and reasonableness of 
views, ideas and assumptions.  

Executive management – Includes 
members of the executive committee 
and their direct reports.

Extended enterprise risks – those 
risks for which the organisation remains 
accountable, but for which it has 
outsourced (some or all) responsibility 
for management of risks to a third 
party, typically through an outsourcing 
arrangement or joint venture.

Horizon scanning – A process by 
which an organisation seeks to identify, 
assess and analyse new or emerging 
risks and opportunities, including 
emerging categories of risk, thereby 
enabling timely management action.

Independence – A risk director may 
be considered independent if:
• the risk function is organisationally 

separate from, and its staff do 
not perform any operational tasks 
within, areas of the business 
subject to its oversight;

• the risk director has a non-
executive reporting line to the chair 
of the Committee and an executive 
reporting line to the Chief Executive 
Officer;

• decisions on risk director 
appointment, removal and 
remuneration are taken by the board 
on the advice of the Committee and 
Chief Executive Officer.

Opportunity – an exploitable set 
of circumstances with uncertain but 
potentially positive outcomes requiring 
commitment of resources and involving 
exposure to risk.

Oversight – Monitoring, assessment 
and reporting of risk-taking activities. 

Principal risks – The most significant 
or key risks facing an organisation, 
including those that may threaten the 
organisation’s business model, future 
performance, solvency or liquidity and 
reputation. Principal risks may include 
all types of risk including, inter alia:
• existing and emerging risks, 

internal and external risks, financial 
and non-financial risks, in-house 
and extended enterprise risks;

• categories or types of risk as 
defined in an organisation’s risk 
universe; and

• risk scenarios in which combinations 
of risks or risk types may crystallise.

Risk – The possibility that events 
will occur that affect the likely 
achievement of an organisation’s 
strategic aim, objectives or other 
opportunities.  Commonly considered 
as negative events (downside risk), 
there may be occasions where risks 
may be exploited to an organisation’s 
advantage (upside risk).

Risk appetite – A board-approved 
statement describing the aggregate 
types and extent of risk the board 
is willing to assume or wishes to 
avoid to achieve its strategic aims, 
objectives and other opportunities. 

Set out below are definitions for key terms used throughout this guidance.  Wherever possible we have 
used standard definitions.  In some cases, however, it has been necessary to develop definitions using 
several sources. 

Risk culture – The combination of an 
organisation’s desired ethics, values, 
behaviours and understanding about 
risk, both positive and negative, that 
influences decision-making and risk-
taking.

Risk culture expectations – A 
board-approved statement setting out 
board expectations relating to key risk 
culture influences such as board and 
management tone, accountability, 
effective communication and 
challenge, and financial and non-
financial incentives.

Risk governance – The activity of 
providing governance oversight of 
an organisation’s risk management 
arrangements and risk-taking 
activities.  

Risk governance framework – 
The framework of governance fora 
(board, executive and non-executive 
committees), defined roles and 
responsibilities, terms of reference, 
policies, procedures and guidance 
through which risk governance is 
exercised.

(Enterprise) risk management 
framework – An enterprise-wide 
framework for the robust, consistent 
and disciplined management of 
risk with the aim of facilitating the 
achievement of the organisation’s 
strategic aims, objectives and other 
opportunities.

Risk policy framework – The 
framework of risk-focused board-
approved policies that define and 
set the board’s risk management 
expectations of the organisation.
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Risk strategy – The organisation’s 
overall approach to risk management, 
which should support and be 
consistent with the organisation’s 
strategic aims, objectives and other 
opportunities, purpose, values and 
risk culture expectations.

Risk universe – Sometimes 
described as risk categories or 
a risk library, a risk universe is a 
representation of an organisation’s 
key sources or categories of risk.  

Scenario analysis – A process for 
selecting and analysing one or more 
scenarios to understand how they 
might positively or negatively impact 
the organisation, including assessing 
the effectiveness of possible risk 
responses.

Strategic aims and objectives – 
Top-level aims and objectives linked 
to the achievement of corporate 
strategy.  

Stress testing – A process for 
selecting and analysing one or 
more changes to key variables and 
assumptions underlying a model (or 
scenario) to understand how the 
changes might positively or negatively 
impact the organisation, including 
assessing the effectiveness of 
possible risk responses.
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https://halex.uk.com
https://halex.uk.com/board-and-governance/
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https://halex.uk.com/risk-and-assurance/
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Research Fellow at Brunel University London.
Having trained at RMA Sandhurst, Peter left the Army to work in the City and in the 
early 70’s he established a wholesale business which was successfully sold to a Public 
Company in 1986.  From 1988 up to 2001, Peter held various senior roles and non-
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https://www.principledconsulting.biz/
https://www.boardalchemy.com/
https://www.boardalchemy.com/
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