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PowerConnect© for Splunk 
Delivers Real-Time SAP 
Security and Monitoring
Keep your organization safe from cyber
and internal threats.

PowerConnect© for Splunk provides insights 
into SAP data so that you can correlate SAP 
and non SAP data. Its strengths include:

Automate cyber alerts across all SAP 
system layers;

Correlate SAP events in Splunk Enterprise 
Security to empower your Security 
Operations Center (SOC);

Streamline audit and compliance 
reporting and pass SAP Audits;

Improve investigation timelines by 
gaining quick access to timestamped 
audit trails of user activity and system 
changes;

Detect threats including insider fraud 
and suspicious user activity;

Real-time intrusion detection.

Exposed
Manual SAP 

Security 
Monitoring -

Native

Vulnerable
Track historical SAP 
audit log over time 

- SM20

Fortified
Real-time user 

activity alerts and 
reports in 

centralized data 
plataform -

Splunk Core

Correlated
SAP security 

posture integrated 
holistically across IT 

organization - 
Splunk Enterprize 

Security

Automated
Security events + 

low level incidents 
automatically 

resolved. 
Immediate 

response to high 
level threats - 

Splunk SOAR and 
UBA

High Risk
Secure Mature

Advanced

Improve investigation timelines by 

MaturMaturit y Model fy Model for SAP Security
AAsk RHONDOS hosk RHONDOS hosk RHONDOS ho w to move your organization from High Risk to Secure 
within twithin twwo wo weekeeks.

for



Splunk PowerConnect© App Security Dashboards
Out-Of-The-Box Visualizations

ABOUT RHONDOS
The RHONDOS team is committed to partnering with you to make you the SAP 
hero in your organization. We are the exclusive distributor of PowerConnect© for 
the North American market and provide first-line support and implementation 
Services that facilitate maximum return on investment when ingesting SAP 
security logs, performance metrics, and business data into Splunk.

(503) 751-2233 | www.rhondos.com

Security Essentials
SAP User Behavior Analysis

Logins, Permissions and Change Events 

Risk Assessment

Suspicious Login Activity

Anomaly Detection

User Geolocation Monitoring

Security Scorecard 
Login by Privileged User

Users w/ Default or Known Password

Client Open for Change

Login by Multiple IDs on 1 Terminal

Change in RFC Destination

Execution of Sensitive Transactions

User Activity and Password Status
Successful and Failed GUI & RFC Logins

Number of Logged-In Users

Role and Profile Changes

Users by Type and Instance

Failed Transaction Start

RSUSR200/003 Reports
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