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Tuesday, September 6, 2022
10:00 AM - 4:00 PM IT/OT AND AWG JOINT WORKSHOP

5:00 - 6:30 PM WELCOME RECEPTION HOSTED BY UPSTREAM

Wednesday, September 7, 2022

SESSION 1: ROBUST AUTOMOTIVE SECURITY CULTURE

7:30 - 8:30 AM BREAKFAST & REGISTRATION

8:30 - 8:45 AM
WELCOME & INTRODUCTION
Faye Francy, Executive Director, Auto-ISAC; Josh 
Davis, Toyota & Auto-ISAC Chair

8:45 - 8:55 AM
BOSCH WELCOME TO SIXTH ANNUAL AUTO-ISAC SUMMIT
Paul Thomas, Bosch

8:55 - 9:15 AM
NHTSA ASSOCIATE ADMINISTRATOR’S WELCOME
Ann Carlson, NHTSA

9:15 - 9:45 AM
ADDRESSING CYBEROPERATIONS AND DRIVING A SECURE FUTURE
Steve D’Antuono, FBI

9:45 - 10:15 AM
COLLECTIVE DEFENSE: WHY COLLABORATION IS THE 
KEY TO A HEALTHY SECURITY POSTURE
Neal Dennis, Cyware

10:15 - 10:30 AM MORNING BREAK WITH THE CAPPUCCINO MAN
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10:30 - 11:00 AM

AUTOMOTIVE CYBERSECURITY TRAINING (ACT) PROGRAM PANEL
Moderator: Faye Francy, Auto-ISAC
Panelists: Cem Hatipoglu, NHTSA; Karl Heimer, Heimer & Associates; 
Darryl Shepard, NHTSA; Tamara Shoemaker, Auto-ISAC

11:00 - 11:30 AM

INTEGRATING IT/OT INTO AUTO-ISAC SECURITY CULTURE: PROGRESS 
AND PERSPECTIVES FROM THE IT/OT WORKING GROUP
Moderator: Josh Poster, Auto-ISAC
Panelists: Rebecca Faerber, Ford; Joel Stokes, Honda; Guarav Raina, GM

11:30 AM - 12:00 PM

FIRESIDE CHAT - BUILDING A ROBUST 
CYBERSECURITY SUPPLY CHAIN GLOBALLY
Moderator: Leon Nash, Deloitte
Panelists: Josh Davis, Toyota & Auto-ISAC Chair; 
Kevin Tierney, GM & Auto-ISAC Vice Chair

12:00 - 12:10 PM
CYBERSECURITY INCIDENT REPORTING LEGISLATION
Senator Gary Peters & Kevin Hrit, Senator Peters’ Office

12:10 - 1:00 PM LUNCH & VISIT THE SPONSORS

SESSION 2: ALIGNING PERSPECTIVES OF PRODUCT SECURITY AND DATA PRIVACY

1:00 - 1:10 PM
WELCOME & INTRODUCTION
Tim Geiger, Ford & Auto-ISAC Treasurer

1:10 - 1:40 PM
AUTOMOTIVE AND THE CONGRESSIONAL LANDSCAPE
Congresswoman Debbie Dingell

1:40 - 2:10 PM

COMMERCIAL VEHICLE PANEL: SYNCING 
CYBERSECURITY AND FUNCTIONAL SAFETY
Moderator: Larry Hilkene, Cummins
Panelists: Jan Holle, ETAS; Siri Katragadda, Allison Transmission;  
Yoav Levy, Upstream

2:10 - 2:40 PM
ALIGNING ZERO TRUST ARCHITECTURE IN AN UNTRUSTING WORLD
Jeff Shiner, Micron

2:40 - 2:55 PM AFTERNOON BREAK SPONSORED BY C2A

2:55 - 3:40 PM

ALIGNING PROTECTION AND COMMITMENT TO SHARE
Moderator: Mike King, Continental
Panelists: Tony Serventi, Bosch; Brian Murray, Luminar; 
Jeremy Close, Kia; Daniel Warsh, Garrett Motion
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3:40 - 4:10 PM
MATURING AUTOMOTIVE CYBERSECURITY FUTURES
Dr. Moritz Minzlaff, ESCRYPT

4:10 - 4:55 PM
CREATING AN ENVIRONMENT FOR SUCCESSFUL MEMBER SHARING
Moderator: Ricky Brooks, Auto-ISAC
Bryon Hundley, RH-ISAC; Zach Nelson, H-ISAC

4:55 - 5:05 PM
BOSCH PERSPECTIVES ON DATA SECURITY AND PRIVACY
Bob Kaster, Bosch

5:30 - 7:00 PM OFF-SITE RECEPTION HOSTED BY BLOCK HARBOR

Thursday, September 8, 2022 

SESSION 3: GLOBAL SECURITY INITIATIVES

7:30 - 8:30 AM BREAKFAST AND REGISTRATION

8:30 - 8:40 AM 
WELCOME & INTRODUCTION
Todd Lawless, Continental & Advisory Board Chair

8:40 - 8:50 AM 
BOSCH CROSS DOMAIN COMPUTING SOLUTION
Tim Frasier, Bosch

8:50 - 9:00 AM 
BUILDING GLOBAL ENGAGEMENT WITH THE JAPAN AUTO-ISAC
Josh Davis, Toyota & Auto-ISAC Chair

9:00 - 9:20 AM 
GLOBAL CYBERSECURITY COLLABORATION
Koji Hirabayashi, Toyota & Japan Auto-ISAC Steering Committee Chairman; 
Masashi Yamasaki, Mazda & Japan Auto-ISAC Technical Committee Chairman

9:20 - 9:50 AM 
BUILDING A BETTER AUTOMOTIVE CYBERSECURITY CULTURE: 
INTERDEPENDENCIES WITH FUNCTIONAL SAFETY
Luis Molleda, UL Solutions

9:50 - 10:20 AM
CISA AND THE AUTOMOTIVE INDUSTRY
Dan Strachan, CISA

10:20 - 10:35 AM MORNING BREAK WITH THE CAPPUCCINO MAN
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10:35 - 11:20 AM

GLOBAL CYBERSECURITY ACTIVITIES IN EUROPE
Moderator: Anthony Freilach, Bosch
Panelists: Dr. Martin Emele, Auto-ISAC European Director;  
Ingo Dassow, Deloitte; Bob Kaster, Bosch; Oliver Creighton, BMW

11:20 - 11:50 AM
EMERGING TARA AUTOMATION FOR CYBERSECURITY
Franz-Josef Schuermann, itemis

11:50 AM - 12:50 PM LUNCH & VISIT THE SPONSORS

SESSION 4: SECURING TOMORROW’S AUTOMOTIVE SOFTWARE

12:50 - 1:00 PM
WELCOME & INTRODUCTION
Kevin Tierney, GM & Auto-ISAC Vice-Chair

1:00 - 1:20 PM
SECURING TOMORROW’S TRANSPORTATION MOBILITY SYSTEMS 
Cordell Schachter, DOT

1:20 - 1:50 PM
SECURING FIRMWARE OVER THE AIR (OTA) UPDATES
Peter Choi, Sandia

1:50 - 2:20 PM
IS OPENSSL GIVING AUTOMAKERS A FALSE SENSE OF SECURITY?
Durga Adusumilli and Shaked Delarea, Argus

2:20 - 2:50 PM
SECURING THE DATA CENTER ON WHEELS FROM SUPPLY CHAIN TO OTA
John Auld, Cybellum

2:50 - 3:05 PM AFTERNOON BREAK • SPONSORED BY SANDIA

3:05 - 3:50 PM

FUTURE’S OUTLOOK: SECURING TOMORROW’S AUTOMOTIVE INDUSTRY
Moderator: Andre Weimerskirch, Lear
Panelists: Ashley McGlone, Tanium; Pia Capra, Booz Allen Hamilton;  
Alex Heid, SecurityScorecard

3:50 - 4:20 PM
NEW ARCHITECTURES MEET NEW REGULATIONS – 
SECURING TOMORROW’S CONNECTED CAR
Roger Lanctot, Strategy Analytics

4:20 - 4:30 PM
BUILDING TOMORROW’S RESILIENCY TODAY
Eric Cesa, ESCRYPT

4:30 - 5:00 PM
CLOSING REMARKS, 2023 SUMMIT ANNOUNCEMENT
Josh Davis, Toyota, Auto-ISAC Chair


