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Welcome to Auto-ISAC!
Monthly Virtual Community Call

June 05, 2024
This Session will be recorded.

This document is Auto-ISAC Sensitive and Confidential.
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Traffic Light Protocol (TLP) 
Version 2.0 Definitions

This document is Auto-ISAC Sensitive and Confidential.
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Agenda
Time (ET) Topic

11:00
Welcome
 Why We’re Here
 Expectations for This Community

11:05
Auto-ISAC Update
 Auto-ISAC Activities
 Heard Around the Community
 Intelligence Highlights

11:15 DHS CISA Community Update
 Jeff Terra, Joint Cyber Defense Collaborative (JCDC)

11:20
Featured Speaker:
 Justin Montalbano, President, Car Hacking Village (CHV)
 Title: An Overview of the Car Hacking Village

11:55 Q&A & Closing Remarks



45 June 2024TLP:CLEARThis document is Auto-ISAC Sensitive and Confidential.

Welcome - Auto-ISAC Community Call!

Purpose: These monthly Auto-ISAC Community Meetings are an opportunity for you, our 
Members & connected vehicle ecosystem Partners, to:

 Stay informed of Auto-ISAC activities
 Share information on key vehicle cybersecurity topics
 Learn about exciting initiatives within the automotive community from our featured 

speakers

Participants: Auto-ISAC Members, Potential Members, Strategic Partners, Academia, Industry 
Stakeholders and Government – the whole of the automotive industry

Classification Level:. Slides are at TLP:CLEAR and 
on our website. Discussions are TLP:GREEN & may be 
shared across Auto-ISAC Community, “off the record”

How to Connect: For further info, questions or to add 
other POCs to the invite, please contact us! 

(sharmilakhadka@automotiveisac.com )
 

https://automotiveisac.com/
mailto:sharmilakhadka@automotiveisac.com
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 Join
 If your organization is eligible, apply for Auto-ISAC Membership
 If you aren’t eligible for Membership, connect with us as a Partner
 Get engaged – “Cybersecurity is everyone’s responsibility!”

 Participate
 Participate in monthly virtual conference calls (1st Wednesday of month)
 If you have a topic of interest, let us know! 
 Engage & ask questions!  “Cybersecurity is a Team Sport!”

 Share – “If you see something, say something!”
 Submit threat intelligence or other relevant information
 Send us information on potential vulnerabilities
 Contribute incident reports and lessons learned 
 Provide best practices around mitigation techniques

20 
Innovator 
Partners

21
Navigator 
Partners

Coordination with 26 
critical infrastructure ISACs 

through the National Council of 
ISACs (NCI)

Membership represents 99% 
of cars and trucks on the road in 

North America

31
OEM Members

49 Supplier &
Commercial 

Vehicle Members

Engaging in the Auto-ISAC Community
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2024 Board of Directors Thank you for your Leadership! 

Kevin Tierney
Chair of the 

Board of the Directors
GM

Stephen Roberts
Secretary of the 

Board of the Directors
Honda

Tim Geiger
Treasurer of the 

Board of the Directors
Ford

Amine Taleb
Chair of the SAG

Harman

Andrew Hillery
Chair of the CAG

Cummins

Bob Kaster
Bosch

Brian Witten
Aptiv

Oliver Creighton 
Chair of the EuSC

BMW

Josh Davis
Vice Chair of the 

Board of the Directors
Toyota

Maryann Combs
Polaris



75 June 2024TLP:CLEARThis document is Auto-ISAC Sensitive and Confidential.

79 Members + 2 Pending

Aisin Ferrari Magna Rivian
Allison Transmission Flex MARELLI SiFive, Inc.
Amazon Ford Mazda Stellantis
American Axle & Manufacturing General Motors Mercedes-Benz Stoneridge
Aptiv Geotab Mitsubishi Electric Subaru
AVL List GmbH Harman Mitsubishi Motors Sumitomo Electric
BMW Group Hitachi (Astemo - Affiliate) Mobis thyssenkrupp
BorgWarner Honda Motional Tokai Rika
Bosch (ETAS - Affiliate) Hyundai Navistar Toyota (Woven - Affiliate)
Bose Automotive Infineon Nexteer Automotive Corp Valeo
ChargePoint Intel Nissan Veoneer
CNH Industrial Jaguar Land Rover NXP Vitesco
Continental (Elektrobit - Affiliate) JTEKT Oshkosh Corp Volkswagen (Cariad - Affiliate)
Cummins Kia America, Inc. PACCAR Volvo Cars
Daimler Truck Knorr Bremse Panasonic (Ficosa - Affiliate) Volvo Group
Dana Inc. KTM Phinia Waymo
Deere & Company Lear Polaris WirelessCar
Denso LG Electronics Qualcomm Yamaha Motors
e:fs TechHub GmbH Lucid Motors Renault SAS ZF  
Faurecia Luminar Renesas Electronics

Pending: IAV, Zoox

Auto-ISAC Member Roster     Highlight = New Active Members
As of June 5, 2024                          
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Auto-ISAC Business Updates and Events

 Community Call: Wednesday, July 10, 2024 (Rescheduled from July 3rd), Time: 11:00 – 12:00 p.m. ET
TLP:GREEN Speaker: Richard Hayton, Chief Strategy and Innovation Officer, Trustonic Title: “Time 
for TEEs. What They Are, and Why They Have Become a Key Technology for Automotive”.

 2023 Annual Report TLP:CLEAR available to Auto-ISAC Community on our website. 

 Auto-ISAC Community Website Survey due June 14th. Please provide your feedback. 

 Auto-ISAC TLP:CLEAR 8th Annual Cybersecurity Summit will be held October 21 –  24, 2024 in 
Detroit, Michigan. Agenda details and registration can be found here!

 LAST CALL: Auto-ISAC’s TLP:CLEAR 2nd Annual Auto-ISAC European Cybersecurity Summit will 
be held June 12 – 13, 2024 at BMW Welt in Munich, Germany. Agenda details and registration can be 
found here!

**All times are in ET

https://automotiveisac.com/annual-reports-1
https://www.surveymonkey.com/r/39XPWSR
https://web.cvent.com/event/956ead27-61bb-4935-9dae-524ccb860792/summary
https://www.bmw-welt.com/en/index.html
https://web.cvent.com/event/4fe902b6-a4f5-471e-ba5b-479134dc08e1/summary
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2024 Auto-ISAC Cybersecurity Summit 

October 22-23 | MGM, Detroit, MI
In-person & Virtual
Information and registration

https://cvent.me/ZBQ5D1


TLP:CLEARThis document is Auto-ISAC Sensitive and Confidential.

Auto-ISAC Intelligence Highlight
Ricky Brooks, Intelligence Officer
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Auto-ISAC Intelligence
 Know what we track daily: subscribe to the DRIVEN; TLP:GREEN Auto-ISAC 2024 Threat Assessment was 

released March 21; we welcome your feedback.

 Send feedback, intelligence, or questions to analyst@automotiveisac.com 

 Intelligence Notes

 Geopolitical tensions involving Russia, China, North Korea, and Iran remain high with Russia-Ukraine and 
Israel-Hamas in crises (Russia-Ukraine 1 2, Israel-Hamas 3 4, Iran, China 5 6 7, North Korea 8)

 Ransomware 9 10 Groups Targeting Automotive: 8Base, Akira, Black Basta, BlackSuit, Hunters International, 
LockBit 3.0, Medusa, Play,  Underground

 Other Cybercrime Targeting Automotive: Offering stolen data, enterprise hacking tools, and API and cloud 
account keys for sale; phishing website disguised as automotive company login page.

 Notable Vehicle Research: Printed stop sign on T-shirt (Link); Invisible Optical Adversarial Stripes on Traffic 
Signs (Link); Infrared Adversarial Car Stickers (Link); Voltage Glitching (Link, Link); Accelerated Aging to 
Expose On-Chip Secrets (Link); Compromising eMMC (Link); Using  Inertial Measurement & GPS data for 
Reverse Engineering (Link); Employing Python and ChatGPT for Security Research (Link).

 Notable TTPs: Exploiting security gateway, Linux kernel, Google Chromium V8 vulnerabilities 
(Securityaffairs, CISA); Abusing VMware (Medium); exploiting Foxit PDF vulnerability (Check Point); Not 
Cyber - Cutting EV charging station cables (NBC Bay Area); Notable Tools: Log4Shell* (Help Net Security); 
Gipy (Broadcom); IconJector (GitHub); CLOUD#REVERSER (Securonix); CrushFTP Exploit (Darkreading).

https://www.securityweek.com/fbi-thousands-of-remote-it-workers-sent-wages-to-north-korea-to-help-fund-weapons-program/
mailto:staff@automotiveisac.com?subject=Please%20Unsubscribe%20Me%20from%20DRIVEN
mailto:analyst@automotiveisac.com
https://www.newsweek.com/ukraine-war-maps-russian-advances-1905014
https://www.cnn.com/2024/06/03/europe/ukraine-western-weapons-hit-russian-territory-intl-latam/index.html
https://apnews.com/article/russia-ukraine-war-energy-shutdowns-fc9f910c255ef5bd36e7f1782f073949
https://www.aljazeera.com/news/2024/6/4/hezbollah-ready-for-an-all-out-war-with-israel-deputy-head-says
https://www.timesofisrael.com/cruise-missile-apparently-fired-from-iraq-shot-down-over-northern-israel-idf/
https://www.timesofisrael.com/apparent-houthi-ballistic-missile-fired-at-eilat-downed-by-arrow-system-idf/
https://www.i24news.tv/en/news/israel-at-war/artc-irgc-general-killed-in-reported-israeli-strike-near-syria-s-aleppo
https://www.taiwannews.com.tw/news/5876880
https://www.cnn.com/2024/05/27/asia/us-congressional-visit-taiwan-defense-intl-hnk/index.html
https://abcnews.go.com/International/wireStory/china-denounces-us-uk-engagement-taiwan-shortly-after-110677780
https://www.cnbc.com/2024/06/02/chinas-dong-jun-warns-taiwan-separatist-forces-face-self-destruction.html
https://www.nbcnews.com/news/world/south-korea-suspend-military-pact-north-trash-balloons-rcna155131
https://www.yahoo.com/news/us-flies-bomber-first-jdam-073239190.html
https://ransomwatch.telemetry.ltd/#/profiles
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://circleid.com/posts/20240530-a-dns-investigation-of-the-phobos-ransomware-8base-attack
https://securityintelligence.com/x-force/spotlight-akira-ransomware-x-force/
https://www.cisa.gov/sites/default/files/2024-05/aa24-131a-joint-csa-stopransomware-black-basta_1.pdf
https://www.reliaquest.com/blog/blacksuit-attack-analysis/
https://netenrich.com/blog/hunters-international-group-dls-identity-exposure
https://www.proofpoint.com/us/blog/threat-insight/security-brief-millions-messages-distribute-lockbit-black-ransomware?&web_view=true
https://securityscorecard.com/wp-content/uploads/2024/01/deep-dive-into-medusa-ransomware.pdf
https://www.cyberark.com/resources/threat-research-blog/ransomwares-playing-a-broken-game
https://securityscorecard.com/research/a-technical-analysis-of-the-underground-ransomware-deployed-by-storm-0978/
https://www.carscoops.com/2024/05/t-shirt-with-stop-sign-on-it-fools-waymos-autonomous-vehicles/
https://tanrui.github.io/pub/GhostStripe-MobiSys.pdf
https://arxiv.org/pdf/2405.09924
https://jerinsunny.github.io/stm32_vglitch/
https://jerinsunny.github.io/blogs/2024/02/14/rh850-voltage-glitching.html
https://forte-research.com/UnTrustZone/docs/UnTrustZone_version_v0.pdf
https://dl.acm.org/doi/pdf/10.1145/3643833.3656114
https://arxiv.org/pdf/2405.00694
https://vicone.com/blog/harnessing-python-and-chatgpt-for-automotive-security-research
https://securityaffairs.com/163896/security/cisa-check-point-quantum-security-gateways-linux-kernel-flaws-known-exploited-vulnerabilities-catalog.html
https://www.cisa.gov/news-events/alerts/2024/05/20/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://medium.com/mitre-engenuity/infiltrating-defenses-abusing-vmware-in-mitres-cyber-intrusion-4ea647b83f5b
https://research.checkpoint.com/2024/foxit-pdf-flawed-design-exploitation/
https://www.youtube.com/watch?v=0B_WUPQwzEQ
https://www.helpnetsecurity.com/2024/05/14/log4j-wan-insecure-protocols/
https://www.broadcom.com/support/security-center/protection-bulletin/gipy-malware-distributed-under-the-disguise-of-ai-voice-generator-tools
https://github.com/0xda568/IconJector
https://www.securonix.com/blog/analysis-and-detection-of-cloudreverser-an-attack-involving-threat-actors-compromising-systems-using-a-sophisticated-cloud-based-malware/
https://www.darkreading.com/cloud-security/patch-crushftp-zero-day-cloud-exploit-targets-us-orgs
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Auto-ISAC Community Meeting Featured Speaker

Why Do We Feature Speakers?
 These calls are an opportunity for information exchange & learning
 Goal is to educate & provide awareness around cybersecurity for the connected vehicle

What Does it Mean to Be Featured?
 Perspectives across our ecosystem are shared from Members, government, academia, 

researchers, industry, associations and others.
 Showcase a rich & balanced variety of topics and viewpoints 
 Featured speakers are not endorsed by Auto-ISAC nor do the speakers speak on behalf of Auto-ISAC

 How Can I Be Featured?
 If you have a topic of interest you would like to share with the broader Auto-ISAC 

Community, then we encourage you to contact us!

2000+ 
Community 
Participants

 30+ 
Featured 

Speakers to 
date

7 Best 
Practice 
Guides 

available on 
website
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Featured Speaker
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Meet the Speaker ETSC Vice ChairMeet the Speaker ETSC Vice Chair

Justin is an accomplished leader, adept hacker, and skilled
instructor with over a decade of experience in the field of security. 
He holds comprehensive expertise in various aspects of security 
such as testing, attacking, defending, developing, and minimizing 
exposure. Justin's insatiable curiosity drives him to eagerly embrace 
new security challenges.

Furthermore, he has conducted training courses on software 
defined radio (SDR) and remains actively involved in researching 
cutting-edge wireless technologies including RFID/NFC, sub-GHz, 
and GNSS. Justin is committed to nurturing security talent and 
guiding beginners in their journey by organizing and hosting 
impactful events. He's provided thousands of attendees with 
invaluable hands-on experience with computers, mobile devices, 
networks, and automobiles.

Justin Montalbano



An Overview of the 
Car Hacking Village (CHV)

carhackingvillage.com
@carhackvillage

Justin Montalbano
President



About Me

Justin Montalbano
Solutions Architect, Block Harbor   |   President, Car Hacking Village



Agenda

1. What is DEFCON?
2. What is the Car Hacking Village (CHV)?
3. Previous CTF Challenges / Exercises
4. Previous Years Badges
5. 2024 Car Hacking in Wonderland

a. CHV Logistics
b. CHV Kids
c. CHV 101
d. CHV Badges
e. CHV CTF

6. Car Hacking Village Sponsorship
7. How to get involved?
8. Contact Details



What is DEFCON?

● The world's largest and most renowned hacker convention

● Talks on a wide range of security related topics across all industries (automotive, aerospace, 

information security, industrial controls, maritime, IoT)

● Villages, SkyTalks and the "Wall of Sheep"

● Prestigious Capture the Flag competition

● One-of-a-Kind Badge Community

defcon.org



What is the Car Hacking Village?

● Automotive cybersecurity education and training

● Sponsorship funded

● Founded in 2015 by Robert Leale of CanBusHack

● 501c3 Non-profit Organization

● Locations: US, Japan, UK, Hong Kong, and Philippines



What is the Car Hacking Village?

● Automotive Capture the Flag (CTF) Event

● Badge (custom designed PCBs)

● Hands-On Access to Vehicles and Modules



Where is the Car Hacking Village?



Previous CTF Challenges / Exercises

Honda Key Fob 2022 CVE

http://drive.google.com/file/d/1ufos22p5qfAr5vTdJ84DfS9MsSkvan4z/view


Previous CTF Challenges / Exercises

Semi-Truck Hacking



Previous CTF Challenges / Exercises

Air Brake Air Darts



Previous CTF Challenges / Exercises

Tesla in the Loop (TIL)



Previous CTF Challenges / Exercises

Escape Challenge



Previous CTF Challenges / Exercises

Head Unit Hackathon



Previous CTF Challenges / Exercises

RoboCars

http://drive.google.com/file/d/1kIUiARFz5CDdh36DP6Z9IYxMdXYwzn2Y/view


Previous CTF Challenges / Exercises

Car in a Case



Previous CTF Challenges / Exercises

Grimm’s 3PO



Previous Years Badges

2015 2016 20222017 2018 2019 2020 2023



2023 SAOs





2024 CHV Logistics



2024 CHV Kids

● In collaboration with DCNextGen
● Kids between 8 to 17 years old
● Scavenger hunt with multiple stops throughout the Village

○ CHV Mechanics - Learn about OBD-II and Vehicle Basics
○ CHV 101 - Learn about Automotive Intelligent Gathering and Reverse Engineering
○ CHV CTF - Learn about what an Automotive CTF entails

● Opportunity to collect CHV Swag at each stop
● Booth Schedule:

○ Friday, August 9th - 1:00pm to 4:00pm PST
○ Saturday, August 10th - 1:00pm to 4:00pm PST



2024 CHV 101

Reverse Engineering Demonstration

● Interact with a steering column to learn how vehicle communications work.
● LCD screen to display live vehicle communications.
● EV-based Hardware-in-the-Loop (HIL) demonstrations

Automotive Threat Intelligence

● How to gather threat intelligence related to the automotive industry.
● What the current threat landscape looks like today.

Schedule

● Friday, August 9th - 10:00am to 4:30pm PST
● Saturday, August 10th - 10:00am to 6:00pm PST
● Sunday, August 11th - 10:00am to 12:00pm PST



2024 CHV Badges

Main CHV Badge CHV Kids Badge

● 150mm Wide
● 4 CAN Networks
● CTF Challenges
● 4 SAO Connectors

● 125mm wide
● Traffic Light Simulation
● Blinky Lights



2024 CHV SAOs (Badge Add-Ons)

Speedometer SAO PRND SAO Key Fob SAO

● CTF Challenges
● LCD Display
● CANagotchi

● CTF Challenges
● LCD Display
● Simulated PARK, 

REVERSE, 
NEUTRAL, DRIVE

● CTF Challenges
● 125 KHz (LF)
● 433 MHz
● Simulates Passive 

Key Entry (PKE)



2024 CHV CTF

● In-Person Event
● 7-15 Automotive Security Challenges
● Prizes + Notoriety + Possible DC Black Badge
● Categories:

○ Reverse Engineering – data recovery/string searches/Forensics
○ Telemetry – radio/etc
○ Grand Theft Auto – challenges vs. car brought into the village
○ Crypto
○ Vehicle Network – CAN/Auto-ETH/etc
○ Exploitation – stack/heap smashing, shell popping/etc

● Schedule:
○ Friday, August 9th - 10:00am to 4:30pm PST
○ Saturday, August 10th - 10:00am to 6:00pm PST
○ Sunday, August 11th - 10:00am to 12:00pm PST

carhackingvillage.com/cfc



Previous CTF Prizes



2024 CHV CTF 1st Place Prize

Tesla Model 3



Previous Years Sponsors



2024 CHV Sponsorship Prospectus

Gold Tier
$12,500

Silver Tier
$9,500

Bronze Tier
$4,500

Creator Tier
Contact Us

Logo on event marketing materials Large Medium Small Small

Logo on the carchackingvillage.com website Large Medium Small Small

Social media shout-outs

Sponsorship T-Shirts 6 4 2 1

Complimentary CHV Badges 6 4 2 1

DEFCON Tickets 4 2 0 0

Opportunity to reserve additional DEFCON 
tickets

Opportunity to include branded promotional 
material with the sale of CHV Badges

sponsor@carhackingvillage.com

Call for Sponsors Ends:

June 14th, 2024



CHV Sponsorship Examples

Logo on event marketing materials

Social media shout-outs



Sponsorship Promo Add-Ons

● Promotional Add-Ons are limited to Gold Tier Sponsors
Costs

Exclusive logo placement on the lanyard included in sale 
of the Main CHV Badge. (Limited to 1 sponsor) +$2,500

Logo Placement on the Main CHV Badge (Limited to 2 
sponsors) [1 spot left] +$2,500

Logo Placement on the Main CHV Badge 

Logo Placement on the lanyard



How to Get Involved?

● Develop CTF Flags / Challenges

● Volunteer In-Person for the Car Hacking Village (CHV)

● Attend DEFCON 32 to access CHV

● Attend other conferences to access CHV

● Join our Public Discord Server

○ discord.gg/JWCcTAM 

● Sponsor Us!

○ sponsor@carhackingvillage.com



Contact Details

Email: contact@carhackingvillage.com

Website: carhackingvillage.com

Discord: discord.gg/JWCcTAM

Twitter: twitter.com/CarHackVillage

YouTube: youtube.com/@carhackingvillage

Sponsor: sponsor@carhackingvillage.com

Securing Critical Automotive Systems
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Justin Montalbano
President

Car Hacking Village
Phone: 586.212.5251

Email: mail@justinmontalbano.com

carhackingvillage.com
Discord: discord.gg/JWCcTAM

contact info

mailto:mail@justinmontalbano.com
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Open Discussion

Any questions about the Auto-ISAC or future 
topics  for discussion?
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Thank You
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a u t o m o t i v e i s a c . c o m

This document is Auto-ISAC Sensitive and Confidential.

Our Contact Info

Faye Francy
Executive Director

20 F Street Northwest
Suite 700

Washington, DC 20001
703-861-5417

fayefrancy@automotiveisac.com
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