WELCOME TO AUTO-ISAC!
MONTHLY VIRTUAL COMMUNITY CALL

August 7, 2024
This Session will be recorded.

This document is Auto-ISAC Sensitive and Confidential. TLP:CLEAR
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TRAFFIC LIGHT PRoTOCOL (TLP)
VERSION 2.0 DEFINITIONS

WHEN SHoulLD IT BE USED?

How MAY IT BE SHARED?

Not for disclosure,
restricted to
participants only.

Sources may use TLP:RED when information cannot be effectively acted
upon without significant risk for the privacy, reputation, or operations of the
organizations involved. For the eyes and ears of individual recipients only,
no further.

Recipients may not share TLP:RED information with any parties outside of
the specific exchange, meeting, or conversation in which it was originally
disclosed. In the context of a meeting, for example, TLP:RED information
is limited to those present at the meeting. In most circumstances, TLP:RED
should be exchanged verbally or in person.

TLP:AMBER+STRICT

Limited disclosure,
restricted to
participants’ and its
organization.

Sources may use TLP:AMBER+STRICT when information requires support
to be effectively acted upon, yet carries risk to privacy, reputation, or
operations if shared outside of the organization.

Recipients may share TLP:AMBER+STRICT information only with
members of their own organization on a need-to-know basis to protect
their organization and prevent further harm.

TLP:AMBER

Limited disclosure,
restricted to participants’
organization and its
clients on a need-to-
know basis.

Sources may use TLP:AMBER when information requires support

to be effectively acted upon, yet carries risk to privacy, reputation, or
operations if shared outside of the organizations involved. Note that
TLP:AMBER+STRICT should be used to restrict sharing to the recipient
organization only.

Recipients may share TLP:AMBER information with members of their
own organization and its clients on a need-to-know basis to protect their
organization and its clients and prevent further harm.

TLP:GREEN

Limited disclosure,
restricted to the
community.

Sources may use TLP:GREEN when information is useful to increase
awareness within their wider community.

Recipients may share TLP:GREEN information with peers and partner
organizations within their community, but not via publicly accessible
channels. Unless otherwise specified, TLP:GREEN information may not
be shared outside of the cybersecurity or cyber defense community.

TLP:CLEAR

Disclosure is
not limited.

Sources may use TLP:CLEAR when information carries minimal or
no foreseeable risk of misuse, in accordance with applicable rules
and procedures for public release.

Recipients may share this information without restriction. Information is
subject to standard copyright rules.

Source: https://www.us-cert.gov/tip
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AGENDA

Welcome
11:00 > Why We're Here
» Expectations for This Community

Auto-ISAC Update

11:05 » Auto-ISAC Activities |
» Heard Around the Community
» Intelligence Highlights

11:15 DHS CISA Community Update
] » Trevor Parks, Joint Cyber Defense Collaborative (JCDC)

Featured Speaker:
11:20 » Dr. Anirban Banerjee, CEO and Co-founder, Riscosity

> Title: The state of data and privacy risks in the automotive industry

11:55 Q&A & Closing Remarks
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WELCOME - AUTO-ISAC COMMUNITY CALL!

Purpose: These monthly Auto-ISAC Community Meetings are an opportunity for you, our
Members & connected vehicle ecosystem Partners, to:
v Stay informed of Auto-ISAC activities
v' Share information on key vehicle cybersecurity topics
v' Learn about exciting initiatives within the automotive community from our featured
speakers

Participants: Auto-ISAC Members, Potential Members, Strategic Partners, Academia, Industry
shared across Auto-ISAC Community, “off the record”
Support t h e
How to Connect: For further info, questions or to add
other POCs to the invite, please contact us!
(sharmilakhadka@automotiveisac.com )

Stakeholders and Government — the whole of the automotive industry
] ': ‘

Classification Level:. Slides are at ppR:H®R=:\3{ and ‘KX x
on our website. Discussions are [JHZREIEEM & may be
All-\,!no Q;n!an néenct; This document is Auto-ISAC Sensitive and Confidential. 7 August 2024 4



https://automotiveisac.com/
mailto:sharmilakhadka@automotiveisac.com

ENGAGING IN THE AUTO-ISAC COMMUNITY

“ Join
+ If your organization is eligible, apply for Auto-ISAC Membership
* If you aren’t eligible for Membership, connect with us as a Partner

<+ Get engaged — “Cybersecurity is everyone’s responsibility!”

*+ Participate
% Participate in monthly virtual conference calls (15t Wednesday of month) 21
s If you have a topic of interest, let us know!

. . PR Navigator
OEM Members  ** Engage & ask questions! “Cybersecurity is a Team Sport!” Part‘,’, ore
**» Share — “If you see something, say something!”’
48 . s Submit threat intelligence or other relevant information
Supplier & . . . i p
Commercial <+ Send us information on potential vulnerabilities 20
Vehicle Members % Contribute incident reports and lessons learned Innovator
<« Provide best practices around mitigation techniques Partners
) 99(y Coordination with 26
Membership represents 0 critical infrastructure ISACs
of cars and trucks on the road in through the National Council of
North America ISACs (NCI)
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Kevin Tierney

Chair of the

Board of the Directors

GM

Andrew Hillery
Chair of the CAG
Cummins

AUTO-ISAC

Automotive Information Sharing and Analysis Center

i Stephen Roberts Tim Geiger Oliver Creighton
Vii: Scr;,aD,? :;:fs-;he Se‘::retary of the Treasurer of the Chair of the EuSC
Board of the Directors Board of the Directors Board of the Directors BMW
Toyota Honda Ford

Amine Taleb Maryann Combs Bob Kaster Brian V\_Iitten
Chair of the SAG Polaris Bosch Aptiv
Harman
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AUTO-ISAC MEMBER ROSTER

AS OoF AUuGgUST 1, 2024

Highlight = New Active Members

80 MEMBERS + 1 PENDING

Aisin Ferrari Luminar Renesas Electronics
Allison Transmission Flex Magna Rivian
Amazon Ford MARELLI SiFive, Inc.
American Axle & Manufacturing General Motors Mazda Stellantis
Aptiv Geotab Mercedes-Benz Stoneridge
AVL List GmbH Harman Mitsubishi Electric Subaru
BMW Group Hitachi (Astemo - Affiliate) Mitsubishi Motors Sumitomo Electric
BorgWarner Honda Mobis thyssenkrupp
Bosch (ETAS - Affiliate) Hyundai Motional Tokai Rika
Bose Automotive IAV GmbH Navistar Toyota (Woven - Affiliate)
ChargePoint Infineon Nexteer Automotive Corp Valeo
CNH Industrial Intel Nissan Veoneer
Continental (Elektrobit - Affiliate) Jaguar Land Rover NXP Vitesco
Cummins JTEKT Oshkosh Corp Volkswagen (Cariad - Affiliate)
Daimler Truck Kia America, Inc. PACCAR Volvo Cars
Dana Inc. Knorr Bremse Panasonic (Ficosa - Affiliate) Volvo Group
Deere & Company KTM Phinia Waymo
Denso Lear Polaris WirelessCar
e:fs TechHub GmbH LG Electronics Qualcomm Yamaha Motors
Faurecia Lucid Motors Renault SAS ZF
S Pending: Zoox
émyl an Qh g § ft C This document is Auto-ISAC Sensitive and Confidential. 7 August 2024 7




**All times are in ET

AUTO-ISAC BUSINESS UPDATES AND EVENTS

> Community Call: Wednesday, September 4, 2024 Time: 11:00 — 12:00 p.m. ET [JiHeIEs Speaker:
Chen Liu, Associate Professor, Clarkson UniversityTitle: “Low-Level Hardware Information Assisted
Approach Towards System Security ”

» 2023 Annual Report PR\ available to Auto-ISAC Community on our website.

» Auto-ISAC YRR\ 8th Annual Cybersecurity Summit will be held October 21 — 24, 2024 in
Detroit, Michigan. Agenda details and registration can be found here!

» If your organization is an Automotive OEM, Supplier, EV, & EVSE provider, and not a current
Member of the Auto-ISAC, chat with our team today about Membership!

» If you discover an incident or vulnerabilities within the Automotive industry, please submit it via our
website or Member VDP.

» The Auto-ISAC Community is encouraged to review the Automotive Threat Matrix (ATM) created
and published by the Auto-ISAC and submit any examples, new techniques, and tactics.
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https://automotiveisac.com/annual-reports-1
https://web.cvent.com/event/956ead27-61bb-4935-9dae-524ccb860792/summary
https://automotiveisac.com/membership
https://automotiveisac.com/contact-auto-isac
https://automotiveisac.com/member-vdp-1
https://atm.automotiveisac.com/home
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AUTO-ISAC INTELLIGENCE HIGHLIGHT
RICKY BROOKS Il, INTELLIGENCE OFFICER
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AUTO-[SAC INTELLIGENCE
Know what we track daily: subscribe to the DRIVEN; Auto-ISAC 2025 Threat Assessment in production.

Send feedback, intelligence, or questions to analyst@automotiveisac.com

> Intelligence Notes

Geopolitical tensions involving Russia, China, North Korea, and Iran remain high with Russia-Ukraine and

Israel-Hamas in crises (EIEEERINEN ' *°, EESEERNESISEREIERIE < ©, I, CE ', NEeIes)

Ransomware 2 1° Groups Targeting Automotive: Arcus Media, Black Basta, Cactus, Embargo, LockBit,
Medusa, Meow, Play, RansomHub, Space Bears (New: Nevermore)

CrowdStrike Cyber Incident:
o Non-malicious; recent unconfirmed CrowdStrike data breach does not appear related (Link)
o CrowdStrike course corrections for software updates (Link)
o Real-world operational disruptions (Link)
O

Incident response and continuity of operations plans are critical in case orgs’ endpoints are rendered
inoperable/inaccessible in mass (e.g., ransomware, faulty update, state-sponsored cyberattack).

No reports of malicious cyberattacks on vehicles other than tech-enabled theft and fraud; vehicle hacking
research continues to be shared publicly; some road users continue to tinker with in-vehicle systems.

Notable TTPs: Hacking internet service providers to deliver malicious updates (Link); distributed denial-of-
serwce attack on cloud provider (Link); watering hole attack coupled with supply chain attack (Link).
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https://www.securityweek.com/fbi-thousands-of-remote-it-workers-sent-wages-to-north-korea-to-help-fund-weapons-program/
mailto:staff@automotiveisac.com?subject=Please%20Unsubscribe%20Me%20from%20DRIVEN
mailto:analyst@automotiveisac.com
https://apnews.com/article/russia-ukraine-war-drones-07d84a704cc893481ea9275eeb60e7d4
https://apnews.com/article/russia-ukraine-war-urozhaine-village-pullout-2d3fcde66b39c37bcaef8e2978bcba51
https://www.youtube.com/watch?v=apwhVyvj8HA
https://www.reuters.com/world/europe/kremlin-says-russia-will-shoot-down-ukraines-f-16-fighter-jets-2024-08-01/
https://www.cbsnews.com/news/hamas-leader-ismail-haniyeh-assassinated-tehran-iran-says/
https://www.youtube.com/watch?v=0tgFa0Kf_ZU
https://www.youtube.com/watch?v=YhqXlFTWKX0
https://www.cnn.com/2024/08/05/politics/personnel-injured-iraq-al-asad-airbase/index.html
https://www.usatoday.com/story/news/politics/2024/08/06/iran-prepping-israel-attack-officials/74687398007/
https://www.newsweek.com/japan-taiwan-china-drone-flight-han-kuang-exercise-1928279
https://www.youtube.com/watch?v=BMuC5Q2Fia4
https://apnews.com/article/philippines-china-shoal-agreement-3450e06b61bbe6ef9cd5dd9e211f6f79
https://apnews.com/article/north-korea-kim-jong-un-tactical-nuclear-weapons-missile-launchers-29674804c22aea7d7de8bb6a6aa5a92d
https://ransomwatch.telemetry.ltd/#/profiles
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://ransomwareattacks.halcyon.ai/threat-group/arcus-media
https://www.darkreading.com/threat-intelligence/black-basta-develops-custom-malware-in-wake-of-qakbot-takedown
https://ransomwareattacks.halcyon.ai/threat-group/cactus
https://gridinsoft.com/blogs/new-embargo-ransomware-discovered/
https://pentera.io/blog/surviving-lockbit-ransomware-attack/
https://darktrace.com/blog/medusa-ransomware-looking-cyber-threats-in-the-eye-with-darktrace
https://www.suspectfile.com/exclusive-meow-leaks-the-interview/
https://socradar.io/dark-web-profile-play-ransomware/
https://ransomwareattacks.halcyon.ai/threat-group/ransomhub
https://ransomwareattacks.halcyon.ai/threat-group/spacebears
https://x.com/DarkWebInformer/status/1803124011460644959?lang=en
https://www.crowdstrike.com/blog/hacktivist-usdod-claims-to-have-leaked-threat-actor-list/
https://www.crowdstrike.com/blog/falcon-content-update-preliminary-post-incident-report/
https://apnews.com/live/internet-global-outage-crowdstrike-microsoft-downtime
https://www.volexity.com/blog/2024/08/02/stormbamboo-compromises-isp-to-abuse-insecure-software-update-mechanisms/
https://www.sentinelone.com/labs/chamelgang-attacking-critical-infrastructure-with-ransomware/
https://securityaffairs.com/166628/apt/north-korea-targets-construction-machinery-sectors.html
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FEATURED SPEAKER
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MEET THE SPEAKER

Dr. Anirban Banerjee is the CEO and Co-founder of Riscosity,

a data flow security platform.

Prior to founding Riscosity, he founded two security startups
that exited successfully (StopTheHacker and Onion D),
authored 15 scientific papers, has 8 patents, and received 3

SBIR grants from the National Science Foundation.

Dr. Banerjee is an industry expert in security and compliance,

web malware analysis and third-party

m/‘ " Oy
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Riscosity

You can’t protect your data if you don’t know where it’s going. Let us help.




Agenda For

Presentation

How the surge of supply chain attacks
impact regulatory requirements &
concerns for the mobile industry

Preventing & mitigating supply chain
attacks

How to improve security and meet
regulatory compliance via 3rd party data
observability



Ve

The connected car market is expected to grow by
$246.24 billion by 2027.



As cars and fleets become more connected, APIs are the
glue that allows users and companies to track, manage,
and operate their vehicles.




Carmakers are responsible for APl security.

Car manufacturers must know all of the APIs within their
environment and accurate have visibility into all of the API
traffic transporting data back and forth through their
applications.




Companies share sensitive data with 3rd parties every day

Al Payments Messaging Payroll
@ .OpenAI | @ square &S - _m RIPPLING
& GitHub Copilot . I~ # finch
Analytics BaaS Security Data Management
S F;a\ %PLAID ‘ tines = segment [ clearvit
new relic

DATADOG

o Consider GDPR, CCPA, PIPL, DPDP Act, CPS234... etc.
o Enterprises often focus on securing their own APIs, but need visibility into data flowing to 3rd parties

\



Security teams don’t have control of 3rd party vendors

Over 100 Security leaders were asked to select the percentage of their software/SaaS vendors that they
believed were properly listed in their procurement system. Their options were 25%, 50%, 75% or almost all
vendors.

A Quarter Of Vendors Listed Correctly 62%
Half Of Vendors Listed Correctly 14%
Three-Quarters Of Vendors Listed Correctly 19%

Almost All Vendors Listed Correctly é%




HANI ATTACK - ‘22 Honda, Acura, Nissan, and Infiniti Hack

Connected Software — Sirius XM — 3" Party
API call to Undocumented Telematics.net

//
/
/
1. Discover @
\
\

~
e e e e e e e e e e e e e e e e

Modify Code — Inject Takeover Payload simplified HTTP Request Simplified HTTP Response

in 3" Party Software, 3" Party API call POST /ha/exchangeToken HTTP/2 HTTP/2 200 OK
Host: mobile.telematics.net Content-type: application/json
Cv-Tsp: NISSAN_17MY
Authorization: Bearer {JWT} {
, "access_token":"BEARER",
{"customerId":"nissancust:129383573 "CV-APIKey":"CLIENT-ID",
3. Control ","vin":"SFNRL6H82NB@O44273"} "Expires_in":299,
"token_type":"Bearer",
"refresh_token" :"REFRESH-TOKEN"

\
}

Bl T T T T Sy S -
=~




IDOR ATTACK - ‘23 Garage Door Openers

Nexx Cloud

Smart Garage
Controller

1. User registers new Nexx Devices Hm® o
Connected Software — NexxCloud—API call

with cleartext credentials

Nexx Smart Garage Door Opener

1. Discover

Nexx Mobile Application

Modify Code — Inject Takeover
Payload in API call

StatusCode":200,

"DeviceType": XxGE

"ProductCode" (-180",

"DeviceName" : "N Garage",

"DeviceImagelrl
"https://nexx—domain.simpaltek.com/Products/NGX-10@8.png",
"DeviceInfoUril"

@) pe n/C|ose Gara ge door "DeviceDescript ion":"NexxGarage 108",
Dev.l;etonflg
— for anyone

3. Control

' A1

P s{\"host\"z\"r A
\pathy, ta\",\"enabled\":true}, \"accountIdy" :\"\",
\'"accessToken\"

‘." }II ,
"ComingSoon": false,
"ReleaseFirmwareVersion: .
"ReleaseFirmwareDownloadPath":null,
"ProductNameHtm1l":null,
"DeviceId":null,
"Model":null,
"ActivityTimeStamp":null

4. Report




CAN INJECTION - ‘23 Toyota Hack

CAN bus controller assumes fault when DTC floo
the wires and gets physical access to bus.

e e e e e e e e e e e e e e e e e e e

While Controller resets flood Key.Auth OK
messages.

_——

4. Report

Headlight Body
(Left) control

Door
control

Parking Forward
assist camera

Headlight
(Right)

Aircon Smart key

Parking

brake Telematics

Engine
control

Motor
inverter




Status of U.S. Data Protection | Legislation by State

Last update: July 2024

Law Introduced

In Committee

In Cross Chamber
In Cross Committee
Passed

Signed

Inactive bills

No comprehensive bills
introduced



The Solution




Data Flow Posture Management (DFPM)

DFPM solutions provide the tools needed to automate and centralize the identification, classification,
and remediation of security risks across code, environments, and services. With a DFPM platform teams
confidently gain:




DFPM Maturity Phases

Gain a full picture of where data flows, with the control to redact, restrict, and redirect.

Ve

Crawl

L
\ 4

Scan code
identify all data flows
(read-only access)

Walk

2
wr

Scan traffic

Validate data flow
endpoints in DNS logs
(read- only access)

Run

3

wr

e Secure Data Flows

e Layerin active data governance
o Implement GRC policies
o Comprehensive cataloging
o Privacy by design




DFPM - Network Layer Deployment

Deployed
Into Production

(Servers And
Containers)

Reporting
Dashboard

PRODUCTION VPC

2 Interact
With DNS

Response
Returned

DNS
Proxy

Compliant
Traffic

4

() Your private cloud

Route/
Monitor APls

Returns
Session

DFPM

RISCOSITY
DNS PROXY

Secured Data
Flows

Restrict

Redact

Redirect

Compliant
Data Flow

—
%

3RD PARTY
SERVICES

GPT

y Stripe

$33 Rippling |

‘:} Datadog J

5

[

( ? New Relic \

~

v




DFPM - Shift Left Deployment

/ DEVELOPMENT TOOLS \ i RISCOSITY I DEPLOYMENT
' 0S SCANNER
Trusted
Image l Code Internal /
Deployed 1% . (5 CodeRepo —_ . b c—
AtCode @ > @ Scanning > @ Deployment ~ Analysis j Expernal
Check-In . | ; Apps
i - | ) GitHub : ; Packages, :
- _ ; 0SS, ; R
& GitLab Sy g . Licenses | A
: Analysis : : . )
: | ' sitbucket | ' O :

() Your private cloud DFPM




Thank you!




OPEN DISCUSSION

ANY QUESTIONS ABOUT THE AUTO-ISAC OR FUTURE

TOPICS FOR DISCUSSION?

W8 o0t 0106,
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THANK YOU
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OUR CONTACT INFO

AUTO-ISAC

Automotive Information Sharing and Analysis Center

Faye Francy
Executive Director

AUTOMOTIVEISAC.COM

AUTO-ISAC

Automotive Information Sharing and Analysis Center

20 F Street Northwest
Suite 700
Washington, DC 20001
703-861-5417
fayefrancy@automotiveisac.com
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