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Abstract 
Is data a national security asset and if yes, how should this impact business relationships with adversarial 
states? Though acknowledged that certain types of publicly held data is a national security risk, we argue 
that a broader definition of national security asset needs to apply to all data forms. 
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Introduction 
Open liberal democracies face an unparalleled challenge in China. Unlike other adversarial authoritarian 
states like North Korea or Russia, China is an active participant of the international rule-based system 
that seeks to use the openness of others to further its strategic interests. How we respond to this misuse 
of openness is a primary question of how democracies should respond to authoritarian states.  
 
China uses its open access to capital, trade, and information markets to obtain technology for its dirigiste 
economy and strategy of civil-military fusion. The Chinese model expands the range of potential threat 
vectors that represent national security risks when an adversarial state seeks to obtain conventional and 
non-conventional security assets via traditional and non-traditional methods. The United Front of the 
Chinese Communist Party (CCP) has a budget exceeding $2.6 billion, more than the total budget of the 
Ministry of Foreign Affairs, with more than $600 million designated to target foreign nationals.1 In 
addition, agencies like the People’s Liberation Army (PLA) or the Ministry of State Security, are more 
actively engaged in gathering data on foreigners. There are, however, valid concerns in open democracies 
about how to treat an adversarial country’s firms engaged in potential non-traditional national security 
activities due to the fear that national security can be used to restrict all nature of international 
transactions and to unfairly target a specific country firms or individuals. 
 
These issues raise specific questions about how to frame Chinese business expansion into open liberal 
democracies, what constitutes a national security risk, and what level of certainty should we apply to 
weighing potential risks in these cases. What we deem as acceptable (or unacceptable) security risks with 
regards to such non-conventional methods will frame our understanding of how to approach these issues. 
To answer these questions in small measure, we focus on data and whether it constitutes a national 
security risk, how Chinese data management practices pose a national security risk to non-Chinese states, 
provide examples, and proposals to address data as a national security asset. 
 
Why Data is a National Security Imperative 
What constitutes a national security asset and risk to those assets can be difficult to define.  Traditionally, 
national security assets have been comprised of military or security hardware, and the human capital 
required to manage such requisite organizations and equipment.  Even acknowledging the importance of 
scientific advancement, definitions of national security historically in liberal democracies were relatively 
narrow in scope compared to authoritarian states. This, however, has been changing as the United States 
has typically viewed data as a commercial commodity, and only recently begun to view it as a potential 
national security asset.2 
 
Definitions of national security vary significantly not just across states but within states. Intelligence 
gathering around the state may conceive of private firms such as technology or social media firms as 
national security assets while the firms in questions do not view themselves in the same light. As risks to 
national security evolve as adversarial actors identify new weaknesses, actors understanding of must adapt 
to new targets and methods.  
 
Unlike the United States, China has taken an expansive approach to defining national security. It includes 
traditional industries, military interests, but also less strategic areas such as traditional media and 
information management. The United States has historically taken a narrower approach to defining 
national security with legal exclusions for areas, such as foreign interaction with think tanks and 
universities. Though this has changed slightly in recent years with the use of Section 232 or Defence 
Production Act to protect steel, aluminium or vaccines, but national security approach remains generally 
an exception. 
 
Disagreement exists however, over how to define many non-traditional national security risks. The 
definitional problem is especially prevalent in dual use risks. An adversary seeking to find a weakness to 
gain an advantage targets weakness in the security landscape. Traditional national security targets may 

 
1 Please see https://jamestown.org/program/putting-money-in-the-partys-mouth-how-china-mobilizes-funding-
for-united-front-work/  
2 Please see https://apps.dtic.mil/sti/pdfs/AD1043812.pdf  

https://jamestown.org/program/putting-money-in-the-partys-mouth-how-china-mobilizes-funding-for-united-front-work/
https://jamestown.org/program/putting-money-in-the-partys-mouth-how-china-mobilizes-funding-for-united-front-work/
https://apps.dtic.mil/sti/pdfs/AD1043812.pdf
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present significantly hardened targets, but dual use knowledge or assets may be difficult to obtain through 
traditional channels but present a softer target when approached in non-national security settings. For 
instance, obtaining blue prints of a novel weapons systems from military systems is likely to prove 
significantly more difficult than gaining the foundational research data and insight from access to the 
professor or research lab that laid the groundwork. Universities represent softer targets than the military 
and in some cases provide similar payoffs in objectives. 
 
In December 2021, a summary by the MIT Tech Review of legal cases brought under the China Initiative 
led by the United States Department of Justice classified cases into distinct categories.3 They argued that 
while the government sought to portray the initiative as protecting national security, cases actually had 
little to do with national security. Their classification however, defined the problem of how we view what 
constitutes national security risks in ways that exclude widely accepted national security risks.  
 
For instance, the PLA (or affiliated personnel) acting in deceptive ways, by targeting assets owned by 
United States Government or business, is not considered a national security risk. Based almost solely on 
the fact that PLA personnel were acting in their professional capacity to target United States firms, 
institutional, or public targets should likely make it a national security threat, but it does raise the question 
of whether the target such as a private firm, university, or individual allows for a national security 
designation? Given the purpose of obtaining dual-use technology or human capital for state purposes, 
even if the individual or institutional target or information was not a state secret, the state attempt to 
obtain the information imply that these acts should be classified as national security risks. 
 
For our purposes, we will focus on trying to answer in what context commercial data can be a national 
security asset. For purposes of definition, we define data expansively to include not merely state held data, 
but data held privately by firms or individuals for almost any purpose.  We take this expansive approach 
to both avoid the possibility we take a narrow definition focusing on information or data, such as military 
technology, that would be widely agreed upon to be national security asset and to stretch the conversation 
into non-traditional risk areas targeted by countries like China. 
 
To begin to answer the larger question how data is a national security asset, we must take predicated 
questions to arrive at a conclusion on the larger question. First, should non-sensitive data count as a 
national security risk? Adversarial states such as China, Russia, and Iran through open source and illegal 
methods are seeking to gather large amounts of data from open economies.  On individuals they gather 
everything from biometric to behavioural and personal history data. On institutions, they gather 
everything from advanced technology to organizational and human resource data. Given their interest in 
collecting it, one should believe the data is invested in, collected, and used for a state backed purpose. 
States like China and Russia spend significant amounts of resources and manpower to secure data from 
open sources, they must see value in understanding what to target and how to target better. Historically, 
intelligence work would have spent significant time gathering mundane information such as patterns and 
behaviour about a target that can now be done by gathering data from financial transactions to movement. 
Mundane data about the right target can be a national security risk. 
 
Second, data harvesting for national security purposes from non-national security sources faces a 
fundamental asymmetry in that national security relevant data can come from non-sensitive sources. 
Payment, health, relationships, or psychological profile data as national security asset can be extracted 
from third-party non-traditional national security data sources. Large amounts of human intelligence 
gathering can now be extracted or obtained via open-source data collection methods. This may provide 
information on an individual’s behavioural patterns, financial difficulties, whether someone has access to 
certain information or technology, or how to influence, pressure or coerce key individuals. Non-sensitive 
data or access can become sensitive information by either assembling in a variety of ways such as by 
generating an individual profile or obtaining unclassified foundational research on classified weapons 
system. 
 

 
3 Please see https://www.technologyreview.com/2021/12/02/1040656/china-initative-us-justiFce-department/  

https://www.technologyreview.com/2021/12/02/1040656/china-initative-us-justiFce-department/
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Third, even if we exclude human intelligence harvesting, the data that exists about institutions, platforms, 
and networks provides information about key threat vectors into traditional and non-traditional security 
risks.  For instance, when data is obtained on a network vulnerability from a non-sensitive network or 
database, that may not provide useable data but provide increased knowledge about vulnerabilities into 
networks that contain sensitive data. Just because data is not sensitive or not immediately used in sensitive 
ways does not mean it will not be or be used in sensitive ways.   
 
Known cases exist where adversarial actors compromise national security through these channels. For 
instance, Chinese intelligence and security services are known to harvest data from social media platforms 
from Twitter to LinkedIn that help them decide who and how to target and recruit individuals. Cyber 
operations have tested vulnerabilities on less secure targets before moving to higher value targets with 
experience using the known network vulnerabilities. Data that comes from less secure targets does not 
remove its national security value based upon its origination. In fact, Chinese intelligence contractors 
have created specialized platforms and large data repositories specifically for the purpose of linking 
disparate pieces of data into a more coherent and linked picture of individuals behaviour and patterns.  
 
The data collected does not even need to be personal data to present a serious security risk. To take a few 
examples, observing and measuring network traffic could reveal infrastructure design, vulnerability points, 
or transmission patterns that could be used to attack networks, track targeted actors, or intercept sensitive 
data. Collecting this data, even if individually anonymized, would allow adversaries to track activities 
around sensitive facilities, government agencies, and track transportation at key times. Chinese car share 
service Didi reportedly ran afoul of regulators when they were discovered to be compiling data on off 
hours visits to key government buildings.  Even though no personally identifiable information was 
released and building databases of user history and traffic patterns would be considered standard 
operating procedure for a ride share service, even anonymized, this data could provide sensitive data to 
adversarial states. It becomes virtually impossible to easily demarcate sensitive and non-sensitive data. 
 
This understanding of data impacts how we approach firms that would handle even non-sensitive data 
when coming from adversarial states. While United States and Europe have seen a stricter dividing line 
between private and public sector, China engages in civil military fusion melding state objectives and 
private resources. While Europe passed legislation focused on individual privacy, this fails to address 
issues around how military civil fusion firms may use the data as a national security asset. Chinese 
intelligence and security law requires Chinese firms, institutions, and individuals to assist and provide 
security and intelligence when requested by the state whether in China or around the world. The general 
purpose of the European and Chinese laws may seem similar enough, but their privacy and security focus 
arrive at similar but distinctly different outcomes and results. This means that Chinese firms around the 
world are required by law to assist Chinese intelligence and security services when requested as well as 
implementing different restrictions on even mundane user data transport, access, and storage. 
 
There is one final point when framing whether data is a national security asset. By its very nature, we can 
observe how data flows or the information that it contains. However, we cannot make assertions about 
the intent behind the data flow. For instance, a security vulnerability may be an honest oversight or a 
wilful oversight. We cannot impute intent, only patterns, what information we have about how that 
vulnerability was detected or should have been prevented. We cannot say how data will be used; we can 
say how similar data has been used previously. So while we cannot impute intent from raw data, we can 
provide understanding about patterns of data that may provide clues about possible intent. 
 
 
Data Management As Security Risk 
The driving factor behind Chinese Communist Party focus on data stems from the implicit importance to 
their governance model. Strict centralized control depends on data and measurement capabilities coupled 
with significant degree of automated analytics to oversee the thousand of observable human interactions 
and behaviour that occur daily. Chinese manufactured electronic products from telecommunications gear 
to basic internet-of-things (IOT) devices and internet platforms are designed to capture user data that 
becomes available to government bureaucrats for use when needed. This data is captured, measured, 
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codified, analyzed, categorized, and measured that match governance regulations and assist bureaucrats 
manage the state. 
 
This data collection and management capability on Chinese made devices and platforms is treated as a 
national security imperative addressing domestic and international threats. Chinese firms claim they 
follow domestic law in the states they operate but there exists a clear conflict between Chinese and 
foreign laws or practices. Though Chinese firms like Huawei claim they would never turn over user data 
to the Chinese state, this claim contradicts the explicit state ownership, Chinese law, and strong state 
control exercised through other means.4 The lack of outside data oversight within firms makes their 
claims unfalsifiable given the general lack of understanding and inability to observe Chinese data 
management practices and their cooperation with the state. 
 
Chinese companies have a long history of poorly managed user data and weak security within China and 
around the world.5 For our purposes, we will leave aside the lengthy documented history of hacking and 
intellectual property theft. Use of the term data management will refer to Chinese corporations 
management of user or device data and personally identifiable information, how it is stored, processed, 
accessed, and used. User or device data may be used in a variety of ways that support or are used in 
hacking or intellectual property theft but those are distinct practices.  
 
User, product, or network data available to corporations can be captured in a variety of ways. Some of 
these data capture methods and purposes are entirely legal and normal while others exist in legal grey 
areas and others would be considered unethical or illegal. Corporate data capture of customer behaviour 
has existed since the creation of business but the advent of connected devices, breadth of capture 
capabilities, and collapse in data storage costs has made understanding data management much more 
important when linked to state use purposes and specifically their role in national security. 
 
Data is captured in different ways with different types of approval. Social media platforms like Facebook 
or WeChat may capture user data because the user places data on the platform for consumption by others 
such as in the form of a comment or photo. The user is explicitly and actively providing data to the 
platform. There are almost no limits of this type of data collection by companies on users as it requires 
participation and consent of the user. This type of data collection generally faces little opposition or 
ethical concerns given the users active consent. One potential area of concern is when technology 
companies misuse in some form data actively provided by the user such as, theoretically, providing 
pictures uploaded to a platform of the user to third parties without user consent. 
 
Firms may also capture data on product use by the consumer. As an example, assume an internet 
connected device like a car or home appliance transmits use or component data back to the manufacturer. 
This data could be rather mundane collected by internet connected devices such as whether there was a 
problem with the device or when the device was used like with a computer or similar internet connected 
device. For a search engine provider like Google, this may be a record of user searches to better match 
the user to desired content. Much of this class of data is collected without the users explicit knowledge 
though specified in the end user license or ownership agreement. This data collection should be used 
primarily to provide software updates, improved service, or notifications to replace parts or similar 
purposes. For instance, many newer cars receive diagnostics at a mechanics via electronic interface where 
the car specifies needed parts or maintenance. 
  
Passive data collection on users and products by firms is generally accepted and approved as long as the 
data is used for the specified purposes and not provided to third parties. Notably however, this data has 
the potential to be misused. For instance, if Google provided user identifiable search history to third 

 
4 Please see https://www.reuters.com/article/us-usa-china-huawei-tech/huawei-founder-says-will-not-share-data-
with-china-cbs-news-idUSKCN1Q81HC 
5 It is important to note that data management does not refer to practices such as espionage whether economic or 
otherwise, intellectual property rights, hacking, or other related practices. Data management refers strictly to the 
practices, organization, management, and security of how firms manage the data they collect in the course of 
business. This generally refers more narrowly to user or product data that may be used to support activities like 
espionage or intellectual property targeting, but data management refers to a narrower range of practices. 



- 6 - 
 

parties this would cause significant privacy concerns as well as provide potentially embarrassing or 
compromising information. If TikTok provided device access, as its user agreement and Chinese law 
permits, to Chinese state authorities this would present serious privacy concerns.  
 
Take another slightly more intrusive example where a handset device like a phone collects detailed 
location on user movement. This data collection practice differs slightly from say search history, actively 
provided by the user, in that the data is constantly being collected and logged on passive user behaviour. 
This data used for a legal and accepted purpose might be used for map services or provide local 
recommendations for restaurants or other businesses. This slightly more intrusive data collection while 
generally accepted has greater potential for problematic use. Just as tech platforms are trying to build 
detailed behavioural profiles to sell services or ads for companies on their platform, this data can be used 
to manipulate individuals in entirely different ways. 
 
Finally, even legal and accepted devices or apps have been found to been accessing user data on other 
apps, functions, or behaviour. For instance, some handset applications may give themselves 
administrative control over the device or access to users contacts. In some cases, even established 
companies like Amazon have allowed for the operation of device mics for personnel to better understand 
consumer behaviour raising serious privacy concerns.6 This has enormous latitude for misuse and greater 
probability for misuse than specified narrow accepted use. 
 
Beyond specific data collection typologies, there are a few key distinctions and issues about data 
management. Data can be collected for perfectly acceptable and approved purposes while that same data 
can be misused for unacceptable unapproved purposes. Just as an Amazon device with voice recognition 
can be used to ease consumer shopping, it can be used to record or gain unauthorized access to consumer 
conversations. The existence of a specific data field or collection practice does not by itself in most cases 
demonstrate intent or whether the practice is malign. The ability to use or misuse the same piece of data 
and difficulty in verifying requires greater agreement or trust in the counter party. 
 
States have sought to address data privacy concerns by encouraging or legislating data localization. Data 
privacy or localization does not solve the national security problem of data.  In practice, this can easily 
prove a distinction without a difference for actors seeking data access. For instance, given that data is 
accessed between two separate jurisdictions, for instance during in the loading of a webpage, but the data 
is not transferred for storage purposes from one jurisdiction to another, does not negate the fact that the 
data can be viewed in another jurisdiction. Just because data is not physically and completely copied or 
moved to another jurisdiction does not mean it cannot be accessed from another adversarial jurisdiction. 
This however raises unique complications. For instance, assume a corporation from an adversarial state 
wishes to access user data stored in another country, this either forces a company to lose the ability to 
review user data or subject users in foreign countries to adversarial state surveillance. Simply because data 
is not moved to the adversarial state does not mean it cannot be viewed from and then subsequently used 
by the adversarial state. 
 
Data unlike other forms of cross border movement carries unique characteristics. It is both effectively 
weightless and unverifiable in or post transit. Given the ease and speed of data transport it can move 
much more rapidly and quietly than other forms of cross border movement. Though jurisdictions have 
implemented data localization requirements, they have said little about data access.  Given an adversaries 
ability within a military civil fusion firm to review data stored within a protected jurisdiction and not 
transport the data, there is a glaring omission within privacy legislation. Additionally, unlike say goods 
trade or individual movement requiring a passport, there is no oversight or record of cross border 
movement of data. This presents new and unique problems for how nations should regulate the transfer 
and or access to data in the shadow of an adversarial state seeking to use data for information warfare or 
intelligence gathering purposes. 
 
This provides a framework when we consider not just Chinese data practices but generalized data 
practices in light of national security concerns. There are multiple types of data collected in a variety of 

 
6 Please see https://www.nytimes.com/wirecutter/blog/amazons-alexa-never-stops-listening-to-you/ 
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different ways under varying degrees of consent or knowledge from the user. Any regulatory or legislative 
framework must then account for potential use and misuse of the same piece of data, access to data, and 
verifiability of access or movement of data. While we generally focus on the adversarial states data 
management practices with regards to data in liberal open democracies, the same principles apply to firms 
of all nationalities. 
 
There is one final key point. The civil military fusion framework of China changed how must approach 
Chinese firms. While security or intelligence services may seek information from technology or 
telecommunications firms in liberal open democracies, they would not be considered extensions of the 
state in a civil military fusion manner either in law or practice.  In fact, many such as Google, openly 
refuse to work with the US government beyond handling formal legal requests for information. 
Conversely, Chinese technology firms have Communist Party Committees and work closely with the state 
both as matters required by law and to ensure good practices and relationships. State governments at all 
levels are active in cloud computing firms and tightening regulation that push nominally private firms to 
use government sanctioned data centres. While US firms may challenge the government in court, and do 
so regularly, private redress of government regulations in China is virtually unheard of. The distinction 
between Chinese firm and the Chinese state by its own declarations and in practice does not exist.  
 
 
Chinese data management in practice 
Chinese data management practices differ in a couple of important ways from the generally accepted 
practices. While the Chinese internet developed very rapidly focusing primarily on censorship 
enforcement, Chinese firms placed little emphasis on user privacy or quality data management practices. 
This stems from the relationship between firms and individuals with the state. Users of Chinese 
technology devices, services, or platforms have no expectation of privacy and firms are effectively 
powerless to resist the demands of the state for data.7 In a civil military fusion state where firms work to 
achieve state objectives on data collection and surveillance, security and privacy concerns are secondary. 
Chinese firms both at home and abroad act as extensions of state security. 
 
Major portions of what would generally be considered state management are outsourced to Chinese data 
managers. For example, while China officially provides guidelines on censorship such as sensitive or 
blacklisted topics or phrases, it leaves most of the actual execution of censorship to platforms or sub-
contracted “factories”.8 For many Chinese companies, these state activities can represent one of their 
largest individual cost line item. Chinese tech platforms and media companies monitor user comments 
flagging them for key words or phrases classifying them by a variety of automated metrics like “black list” 
or “sensitive”. This is increasingly automated with advances in natural language processing functionality 
classifying statements made online or articles by sentiment and emotion.  Chinese media firms build 
libraries that more rapidly respond to key words, constantly evolving to catch homonyms in a language 
where puns are common.9  Data collection and automated monitoring occurs not just in media but across 
application and devices. With Beijing placing public security and communist party employees inside tech 
companies to respond to their concerns from the rank and file to the boardroom, this puts Chinese firms 
on the front line of state activities of data collection inside and outside of China.10 
 
Firms in China have taken enormously expansive approaches to data collection. This stemmed from a 
couple specific issues. Initially, data was seen as a revenue source in itself. Whether for advertising or 
channelling users to preferred suppliers for sales platforms like Alibaba, data was seen as an asset that 
could be hoarded or sold.11 Early on, regulators envied the data collected by firms and encouraged its 
collection providing little guidance other than requiring access when needed. Chinese firms were happy to 

 
7 Please see https://www.businessinsider.com/chinese-government-accessed-deleted-wechat-messages-2018-5  
8 Please see https://www.nytimes.com/2019/01/02/business/china-internet-censor.html  
9 Please see https://www.technologyreview.com/2019/07/15/134178/how-wechat-censors-private-conversations-
automatically-in-real-time/  
10 Please see https://www.wsj.com/articles/chinas-new-power-play-more-control-of-tech-companies-troves-of-
data-11623470478  
11 Please see http://mobilemarketingmagazine.com/digital-ad-spend-in-china-to-grow-by-5-per-cent-in-2020-
report-  

https://www.businessinsider.com/chinese-government-accessed-deleted-wechat-messages-2018-5
https://www.nytimes.com/2019/01/02/business/china-internet-censor.html
https://www.technologyreview.com/2019/07/15/134178/how-wechat-censors-private-conversations-automatically-in-real-time/
https://www.technologyreview.com/2019/07/15/134178/how-wechat-censors-private-conversations-automatically-in-real-time/
https://www.wsj.com/articles/chinas-new-power-play-more-control-of-tech-companies-troves-of-data-11623470478
https://www.wsj.com/articles/chinas-new-power-play-more-control-of-tech-companies-troves-of-data-11623470478
http://mobilemarketingmagazine.com/digital-ad-spend-in-china-to-grow-by-5-per-cent-in-2020-report-
http://mobilemarketingmagazine.com/digital-ad-spend-in-china-to-grow-by-5-per-cent-in-2020-report-
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build ever more expansive data collection applications and were generally happy to provide data access to 
the government as the price. This was coupled with a relative lack of any regulatory or legislative guidance 
in China about data standards. This “disorderly” expansion allowed firms to engage in a variety of 
practices such as poor data management, grossly expansive data collection policies, and straight sales of 
data they collected.12 There is a saying in Chinese tech firms “grab the data now and worry what to do 
with it later.” This summarized Chinese tech firms approach to data collection for many years. 
 
Lax data policies also resulted directly from Chinese government policies. Large amounts of data transits 
the Chinese internet unencrypted. This prompted a large amount of gray zone activity in China with 
groups intercepting data and selling personally identifiable information. In other cases, firms failed to 
anonymize personally identifiable information, segment user data, or log administrator access. 
Consequently, when data leaked on to data markets or was left unprotected, it revealed personal data with 
large breaches and no way to tell who accessed the data. Government demands for unencrypted data to 
monitor users and easy access to corporate data, prompted companies to engage in lax security practices 
that gave the state and ultimately others access to user data.13 Poor basic data management practices led 
to a bustling black market of intercepted or compromised user data in China. 
 
While there is expected to be external tightening of data management practices with the introduction of a 
Chinese data privacy act, the broad result is to reduce Chinese data from being available externally and 
tighten state control over corporate data. The overall purpose is intended to correct corporate 
deficiencies around data privacy and management rather than address state abuses or access. This data 
security act has already extended into other areas. A variety of Chinese data flows have been stopped for 
international flows such as Chinese shipping data.14 The regulatory push will force Chinese firms to 
tighten lax management practices but the purpose is to limit data even for standard operating practices 
purposes due to national security concerns not to address lax data management shortcomings. 
 
Correcting the leaks of user data that have plagued Chinese tech companies is a priority for Beijing. While 
this is good data practice, Beijing views this less directly as addressing poor practices or improving 
consumer privacy and more as a national security risk. Consequently, the primary channel to address the lax 
management practices is not to create negative consequences for firms with lax data management 
practices but limit the ability of platforms to publish findings or reveal the data they are collecting on 
Chinese or foreign nationals. The new data privacy legislation deals only tangentially with any limits on 
government ability to access data and primarily with how Chinese corporations should deal with user data 
and cross border data flows.15 Providing classification and protection standards for different types of data, 
China prioritizes reduced access to data for companies with access to Chinese consumer or institution 
data while maintaining Chinese access to data abroad.  
 
How Chinese firms behave domestically projects on to their management practices globally. Chinese 
firms have repeatedly been caught engaging in data practices globally of questionable ethical and legal 
practice that provide evidence they work in concert with the Chinese state to engage in surveillance on 
foreign nationals and institutions. For instance, Huawei United Kingdom states in its End User License 
Agreement that data will be transferred to China where it enjoys fewer legal protections than in the 
United Kingdom.16 In Australia, Didi states that all data will be transferred to the United States where 
there are no restrictions on where it can then be transferred or accessed from. Didi Australia even notes 
that it may “…disclose your personal information to related bodies corporate, other companies within the 
DiDi group, business partners and service providers or vendors (…) These entities may be located and 

 
12 Please see https://www.bloomberg.com/news/articles/2021-09-27/china-vows-further-curbs-on-disorderly-
expansion-by-tech-firms  
13 Please see https://www.economist.com/china/2021/04/22/chinas-domestic-surveillance-programmes-benefit-
foreign-spies  
14 Please see https://www.wsj.com/articles/chinas-growing-access-to-global-shipping-data-worries-u-s-
11640001601  
15 As mentioned previously, though EU and Chinese data laws have some superficial similarities, they prioritize very 
different objectives and flow from very different foundational concerns. This results in markedly different 
prescriptions to cure the problems. 
16 Please see https://committees.parliament.uk/writtenevidence/1796/default/  

https://www.bloomberg.com/news/articles/2021-09-27/china-vows-further-curbs-on-disorderly-expansion-by-tech-firms
https://www.bloomberg.com/news/articles/2021-09-27/china-vows-further-curbs-on-disorderly-expansion-by-tech-firms
https://www.economist.com/china/2021/04/22/chinas-domestic-surveillance-programmes-benefit-foreign-spies
https://www.economist.com/china/2021/04/22/chinas-domestic-surveillance-programmes-benefit-foreign-spies
https://www.wsj.com/articles/chinas-growing-access-to-global-shipping-data-worries-u-s-11640001601
https://www.wsj.com/articles/chinas-growing-access-to-global-shipping-data-worries-u-s-11640001601
https://committees.parliament.uk/writtenevidence/1796/default/
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operate overseas including in mainland China, Hong Kong, Ireland…”.17 More recently Pax Global 
electronic point of sale terminals were found to be sending data from United States retailers to China 
during transactions.18 In another case, China used an intelligence front company engaged in big data 
harvesting culling records on influential individuals around the world through access to Facebook, 
Twitter, and LinkedIn.19 Chinese firms are managing and accessing data outside of China similarly to how 
they manage data domestically within China working in concert with the state. There are many examples 
that indicate Chinese firms are acting in concert with the Chinese state to gather data on foreign 
individuals and institutions through Chinese firms. 
 
The legal framework constructed by China gives Beijing primacy to utilize Chinese and even potentially 
foreign firms with operations in China for global data gathering purposes. This leads to a clear 
contradiction in data regulation whereby China is to have access to foreign data but foreign firms or non-
China based parties cannot have access to Chinese data or transfer it. Whether it is social media apps like 
TikTok, manufactured devices, or even standard data like shipping, China is seeking to create a world 
where it has free access to global data but non-Chinese firms or individuals do not have access to data in 
China. This is creating an asymmetric national security risk. 
 
This helps us answer some of the initial questions about whether data is a national security asset. We 
know that China is targeting non-sensitive data to help it obtain increasingly sensitive and national 
security focused data. Additionally, we know that Chinese firms domestically and globally work closely 
with official state actors in pursuit of state objectives and as extensions of the state both in practice and as 
a matter of law. Data must be considered a national security asset with greater restrictions that better 
balance technology service providers but recognizes valid consumer privacy and national security 
concerns about the free access to data.    
 
Chinese Firms and Data as National Security Risks 
The United States government has expressed concerns about data collection capabilities of Chinese firms 
for many years across administrations.  Huawei is the best known example but many other examples exist 
about Chinese firms collecting data that work closely with the state. Many of these firms work in plain 
sight industries but present a valid security concern by there relationship with the Chinese state. Here are 
some examples. 

1. In 2017 the Trump administration blocked Ant Financial from purchasing US financial services 
firm MoneyGram due significantly to their business transferring money for US military personnel.  
As one analyst noted “With MoneyGram, you have a company that routinely provides financial 
services to Department of Defense personnel. That information can be analyzed and 
exploited.”20 

2. The popular video conferencing service Zoom with its development team located in China has 
been caught repeatedly routing traffic through China.21 For a service used by the US government, 
firms, and universities among others, this raises valid security concerns about access to data. 

3. WeChat extends its censorship and surveillance beyond China to cover users globally.22 Even 
beyond the censorship covering posts and messages globally, WeChat is able to monitor users 
and provide that information to the CCP including mic access and GPS data as needed. 

4. Shenzhen company Zhenhua was mining data from popular social media platforms like Twitter 
and Facebook and then matching it with other professional and GPS data to create detailed 

 
17 Please see https://australia.didiglobal.com/legal/privacy-policy/  
18 Please see https://www.bbc.com/news/technology-59052158  
19 Please see https://www.theguardian.com/world/2020/sep/14/zhenhua-data-full-list-leak-database-personal-
details-millions-china-tech-company  
20 Please see https://www.sandiegouniontribune.com/military/sd-me-moneygram-security-20170324-story.html 
21 Please see https://www.secureworld.io/industry-news/zoom-traffic-through-china-data-routing-
controls#:~:text=Cybersecurity-
,Zoom%20Traffic%20Through%20China%3A%20Company%20Apologizes%2C%20Announces,You%20Can%20
Control%20Data%20Routing&text=The%20news%20sent%20shock%20waves,confidential%2C%20through%20s
ervers%20in%20China.  
22 Please see https://citizenlab.ca/2020/05/we-chat-they-watch/  
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https://www.secureworld.io/industry-news/zoom-traffic-through-china-data-routing-controls#:~:text=Cybersecurity-,Zoom%20Traffic%20Through%20China%3A%20Company%20Apologizes%2C%20Announces,You%20Can%20Control%20Data%20Routing&text=The%20news%20sent%20shock%20waves,confidential%2C%20through%20servers%20in%20China
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https://citizenlab.ca/2020/05/we-chat-they-watch/
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profiles on potential targets and their value.23 With Chinese intelligence recruiting on platforms 
like LinkedIn and other venues, this background data provides valuable information about who 
and how to recruit when targeting.24 

5. A Huawei employee was caught recruiting spies in Poland. Though the company has denied any 
link to them, the employees background, cover, and targeted individuals in Poland fail to assuage 
concern that Huawei is acting as a military civil fusion front company for Chinese state 
interests.25 

 
What is notable is how China is leveraging open trade and information markets to obtain national security 
assets in non-traditional methods seeking non-traditional assets.  The companies described here either 
come from security and intelligence service fronts or work closely with these agencies to obtain data on 
foreigners. Firms that engage in civil military fusion work when coming from adversarial states even when 
operating in seemingly non-sensitive industries cannot be trusted to access consumer, institutional, and 
device data. 
 
Conclusions  
 
The use of GDPR transfer mechanisms to overseas jurisdictions with security laws and poor data 
management is a problem that is not confined to the transatlantic relationship. China is the home to some 
of the most interesting and innovative digital ecosystems and entrepreneurs. However, given the military 
civil fusion state, openly stated by China, all their firms must face a different standard, especially when 
handling, managing, or accessing data. 
 
While the United States has minimal regulation around data, both China and the EU have veered into 
extraterritoriality – the former claiming jurisdiction of their companies; and the latter over citizens’ 
personal data. Given there are fewer safeguards in China, it would be nothing but extraordinary if the US 
and EU would not require the same concessions and safeguards from the Chinese judicial system as 
demanded of legal protections domestically. 
 
Both Chinese and European authorities seem to agree that location data and geospatial information of 
individuals leave behind a thread that carries extraordinary risks, although the legal philosophies may 
differ on whether this risk aims interests of the individual or the state. At the core of this problem is how 
the Chinese legal system deems such data as a core national interest, demanding full authority and access 
of its companies in this sector. Whereas US and European firms have channels to challenge government 
authority, there is no evidence this is present in China.  
 
Although the extraterritorial scope of the National Intelligence Law makes the location of user-data 
purely academic for government access, nonetheless, unlike Huawei or TikTok, DiDi has never been 
clear about whether the sensitive data that the company already collects outside of China is stored or 
mirrored within China. The national security risks to open liberal democracies requires a fundamental 
rethink about allowing military civil fusion states access to data. 
 

 
23 Please see https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3691999  
24 Please see https://www.nytimes.com/2019/08/27/world/asia/china-linkedin-
spies.html#:~:text=Chinese%20agents%20often%20make%20offers,there%2C%20agents%20develop%20the%20r
elationship.  
25 Please see https://www.theguardian.com/technology/2019/jan/11/huawei-employee-arrested-in-poland-over-
chinese-spy-allegations  
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