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5‘3 SELEVERY SCHEDTJLE
 

 
(b)(7)(E)

  
t4 52.2522 CLAUSES ENCGRPGRATEE EY REFERENCE (FEB 1208)

This contract incorporates one or more ciauses by reference, with the same force and effect as it they were given in full

text. Upon request, the Contracting Qfiicer wili make their fuii text available. Aiso, the full text of a clause may be

accessed eiectronically at this/these addresstes):

wwwacquisitiongov

i. FEDERAL ACQUiSlTiON REGULATEON (48 CHAPTER 1) CLAUSES

NUMBER TETLE
ES 52.20440 CGMMERCEAL AND GQVERNMENT ENTBTY CQSE MAENTENANCE {AUG 2020)

ts 52.2122 coarsest“ "reams arts coeotrtoee .. coaeeectrtt eeooocts wee coeeeectwt eeevrces
reov scan

5.? 52232—30 UNENEGRCEASELETY GE UNAHTHGREZES GSLEGATEQNS {JUN 2013}

i3 52.23240 PRQVEDENG ACSELERATED PAYMENTS TS SMALL SUSENESS SUSCQNTRACTQRS {NQV 2021}

ES 52222—5 CQNTRACT TERMS ANS CQNDETEGNS REQUERES TS EMPLEWEENT STATUTES QR EXECUTEVE
GRDERSmCQMMERSiAL ERQEUCTS ANS SGMMERSEAL SERVESES {GET 2022)

(a) The Contractor shall comply with the following Eederai Acquisition Regulation (EAR) clauses, which are incorporated

in this contract by reference, to impiernent provisions of law or Executive orders applicable to acquisitions of

oornrnerciai products and commerciai services:

(1)52203—19, Prohibition on Requiring Certain internai Confidentiaiity Agreements or Statements (JAN 2017’) (section

743 of Division E, Titie Vll, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113435)

and its successor provisions in subsequent appropriations acts (and as extended in continuing resolutions))

(2) 52.20423, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky

Lab and {Ether Covered Entities (NQV 2021) (Section 1634 of Pub. L. itS—Q’i).

50f2fi
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(3) 52204—25, Prohibition on Contracting for Certain Telecommunications and Video Surveiilance Services or

Equipment. (NOV 2021) (Section 080(a)(1)(A) of Pub. L. 115—232).

(4) 52200—10, Prohibition on Contracting with inverted Domestic Corporations (NOV 2015)

(5) 52.233—3, Protest After Award (AUG 1000) (31 U.S.C. 3553).

(0) 52233—4, Appiicable Law for Breach of Contract Claim (OCT 2004) (Pubiic Laws 103—77 and 103—70 (10 USC.

3305 note)).

(b) The Contractor shall comply with the EAR clauses in this paragraph (b) that the Contracting Officer has indicated as

being incorporated in this contract by reference to impiement provisions of law or Executive orders applicabie to

acquisitions of commercial products and commercial services:

[Contracting Officer check as appropriate.)

[X] (1) 52203—5, Restrictions on Subcontractor Sales to the Government (JUN 2020), with Alternate l (NOV 2021) (41

USC. 4704 and 10 USC. 2402).

[X] (2) 52.203—13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 USC. 3500).

E] (3) 52203—15, Whistleblower Protections Under the American Recovery and Reinvestment Act of 2000 (JUN 2010)

(Section 1553 of Pub. L. 111—5). Applies to contracts funded by the American Recovery and Reinvestment Act of

2000.)

[X] (4) 52.204—10 Reporting Executive Compensation and First—Tier Subcontract Awards (JUN 2020) (Pub. L100—282)

(31 USC. 0101 note)

E] (5) (Reserved).

ti (6) 5220440 Sewice 69011301 Resetting Requirements (ocr 2016) (Pub. L. 111—117, section 743 of ow. c).

[3 (7) 52204—15, Service Contract Reporting Requirements for indefinite—Deiivery Contracts (OCT 2015) (Pub. L. 111-

117, section 743 of Div. C).

(X) (8) 52200—6, Protecting the Government‘s interest When Subcontracting with Contractors Debarred, Suspended,

or Proposed for Debarment (NOV 2021) (31 U.S.C. 6101 note).

(X) (0) 52200—0, Updates of Pubiicly Avaiiabie information Regarding Responsibility tvlatters (OCT 2018) (41 U.S.C.

2313)

(t (10) (Reserved).

(] (11) 52210—3, Notice of RUEZone Set—Aside or SoEe—Source Award (OCT 2022) (15 USC. 057a).

() (12) 52210—4, Notice of Price Evaluation Preference for RUEZone Small Business Concerns (OCT 2022) (if the

offeror elects to waive the preference, it shaii so indicate in its offer) (15 USC. 057a).

() (13) (Reserved)

0 (14) (i) 52210—5, Notice of Total Small Business Set—Aside (NOV 2020) (15 USC. 044).

0 (ii) Alternate 1 (MAR 2020) 0152210—0.

() (15) (i) 52210—7, Notice of Partial Small Business Set—Aside (NOV 2020) (15 USC. 644).

() (ii) Alternate 1 (MAR 2020) o152.210—7.

() (15) 52210—8, Utiiization of Smaii Business Concerns (OCT 2022) (15 USC. 537(d)(2) and (3)).

11 (17) (i) 5.2.2195, Smaii Business Subcontracting Plan (OCT 2022) (15 use. earshot).
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E] (ii) Aiternate 1 (NOV 2016) of 52210—0.

E] (iii) Aiternate ll (NOV 2010) of 52210—0.

E] (iv) Alternate lit (JUN 2020) of 52210—0.

E] (v) Alternate EV (SEP 2021) of 52210—0.

E] (13) (i) 52210—13, Notice of Set—Aside of Orders (MAR 2020) (15 USC. 544(r)).

E] (ii) Alternate l (MAR 2020) of 52210—3.

E] (10) 52210—14, Limitations on Subcontracting (OCT 2022) (15 USC. 337(a)(14)).

E] (20) 52210—16, Liquidated Damages—Subcontracting Plan (SEP 2021) (15 USC. 337(d)(4)(F)(i)).

E] (21) 52210—27, Notice of Service—Disabied Veteran—Owned Small Business Set—Aside (OCT 2022) (15 U.S.C. 057f).

E] (22)(i) 52210—23, Post Award Smali Business Program Rerepresentation (OCT 2022) (15 U.S.C. 532(a)(2)).

E] (ii) Alternate l (MAR 2020) of 52210—23.

E] (23) 52210—20, Notice of Set—Aside for, or Soie Source Award to, Economically Disadvantaged Women—Owned

Small Business (EDWOSB) Concerns (OCT 2022) (15 USC. 537(m)).

E] (24) 52210—30, Notice of Set—Aside for, or Sole Source Award to, Women—Owned Smaii Business Concerns Eligible

Under the Women—Owned Small Business Program (OCT 2022) (15 USS. 637(m)).

E] (25) 52210—32 Orders issued Directiy Under Smail Business Reserves (MAR 2020)(15 USC. 0440)).

E) (20) 52210—33, Nonmanufacturer Rule (SEP 2021) (15 USC. 03?(a)(17)).

EX] (27) 52222—3, Convict Labor (JUN 2003) (BC. 11755).

EX] (23) 52222—10, Chiid Labor——Cooperation with Authorities and Remedies (JAN 2022) (EEO. 13120).

EX] (20) 52222—21, Prohibition of Segregated Faciiities (APR 2015).

EX] (30)(i) 52222—26, Eduai Opportunity (AUG 2013) (EC. 11240).

E] (ii) Alternate 1 (FEB 1000) of 52222—23.

EX] (31)(i) 52222—35, Eduai Opportunity for Veterans (JUN 2020) (33 U.S.C. 4212).

[E (ii) Alternate 1 (JUL 2014) of 52.222—35.

[X] (32)(i) 52222—30, Eduai Opportunity for Workers with Disabilities (JUN 2020) (20 USC. 703).

[E (ii) Alternate 1 (JUL 2014) of 52222—30

[X] (33) 52222—37, Employment Reports on Veterans (JUN 2020) (33 U.S.C. 4212).

EXE (34) 52222—40, Notification of Employee Rights Under the Nationai Labor Reiations Act (DEC 2010) (EC. 13405).

EXE (35)(i) 52222—50, Combating Trafficking in Persons (NOV 2021) (22 U.S.C. chapter 73 and EO. 13527).

E] (ii) Aiternate 1 (MAR 2015) of 52222—50 (22 U.S.C. chapter 70 and EC). 13327).

E] (36) 52.222—54, Employment Eligibility Verification (MAY 2022). (Executive Order 12030). (Not applicabie to the

acquisition of commercially avaiiable oft—the—shelf items or certain other types of commerciai products or

commercial services as prescribed in FAR 22.1303.)
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E] (37)(i) 52.223—0, Estimate of Percentage of Recovered Material Content for EPA—Designated Products items (MAY

2003) (42 U.S.C. 5062(c)(3)(A)(ii)). (Not applicable to the acquisition of commercialiy available off—the—shelf items.)

E] (ii) Aiternate l (MAY 2003) of 522230 (42 USC. 6052(i)(2)(C)). (Not applicable to the acquisition of

commercially avaiiable off—the—shelf items.)

E] (33) 52.223—11, Ozone—Depicting Substances and High Globai Warming Potential Nydrofluorocarbons (JUN 2016)

(EC. 13303).

E] (30) 52223—12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners (JUN

2016) (E.O. 13603)

E] (40) (i) 52.223—13, Acquisition of EPEAT®—Registered imaging Equipment (JUN 2014) (E.O.s 13423 and 13514).

E] (ii) Alternate l (OCT 2015) of 52223—13.

E] (41) (i) 52.223—14, Acquisition of EPEATCRZD—Registered Televisions (JUN 2014) (E.O.s 13423 and 13514).

E] (ii) Alternate l (JUN 2014) of 52.223—14.

E] (42) 52.223—15, Energy Efficiency in Energy——Consuming Products (MAY 2020) (42 U.S.C. 3250b).

E] (43)(i) 52223—16, Acquisition of EPEATS—Registered Personai Computer Products (OCT 2015) (E.O.s 13423 and

13514).

E] (ii) Alternate l (JUN 2014) of 52.223—16.

EX] (44) 52223—13, Encouraging Contractor Policies to Ban Text Messaging Whiie Driving (JUN 2020) (EC. 13513)

E] (45) 52.22320, Aerosois (JUN 2016) (EC. 13603).

E] (46) 52.22321, Foams (JUN 2010) (EC. 13003).

E] (47) (i) 52224—3, Privacy Training (JAN 2017) (6 U.S.C. 552a).

EE (ii) Alternate 1 (JAN 2017) of 52224—3.

E] (43) (i) 52.225—1, Buy American -— Suppiies (OCT 2022) (41 U.S.C. chapter 33).

E] (ii) Alternate 1 (OCT 2022) of 52.225—1

EE (40)(i) 52225—3, Buy American——Eree Trade Agreements——israeli Trade Act (OCT 2022) (41 U.S.C. chapter 33, 10

USC. 3301 note, 10 USO 2112 note, 10 U.S.C. 3305 note, 10 U.S.C. 4001 note, Pub. L. 103—132, 103—77, 103——
73, 103M235, 103M302, 100—53, 100—130, 100—233, 110——133, 112—41, 112—42, and 112—43.

E] (ii) Alternate 1 (MAY 2014) of 52.225—3.

[E (iii) Alternate li (MAY 2014) of 52225—3.

[E (iv) Alternate iii (MAY 2014) of 522253.

[E (v) Alternate 1)! (OCT 2022) of 52.225—3.

[E (50) 52.225—5, Trade Agreements (OCT 2010) (10 U.S.C. 2501, et seq, 10 U.S.C. 3301 note).

E] (51) 52.225—13, Restrictions on Certain Foreign Purchases (June 2008) (E.O.‘s, prociamations, and statutes

administered by the Office of Foreign Assets Control of the Department of the Treasury).

E] (52) 52225—26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) (Section

362, as amended, of the National Defense Authorization Act for Fiscai Year 2003; 10 USC. 2302 Note).
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E] (53) 52.223—4, Notice of Disaster or Emergency Area set—Aside (NOV 2007)

E] (54) 52.223—5, Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007)

E] (55) 52220—12, Tax on Certain Foreign Procurements (JUN 2020).

E] (53) 52232—20, Terms for Financing of Purchases of Commerciai Products and Commercial Services (NOV 2021)

(41 U.S.C. 4505, 10 US.O. 2307(f)).

E] (57) 52.232—30, installment Payments for Commercial Products and Commercial Services (NOV 2021) (41 U.S.C.

4505, 10 U.S.C. 2307(f)).

EX] (53) 52.232—33, Payment by Eiectronic Funds Transfer—System for Award Management (OCT 2013) (31 USO.

3332).

E] (53) 52.232—34, Payment by Electronic Funds Transfer—Other than System for Award Management (JUL 2013) (31

USO. 3332).

E] (50) 52.232—33, Payment by Third Party (MAY 2014) (31 USC. 3332).

E] (51) 52239—1, Privacy or Security Safeguards (AUG 1003) (5 USC. 552a).

E] (52) 52242—5, Payments to Smail Business Subcontractors (JAN 2017)(15 USO. 337(d)(13)).

E] (53)(i) 52247—34, Preference for Privately Owned U.S.—Flag Commercial Vessels (NOV 2021) (43 USO. Appx.

12-41(12)) and 10 USO. 2331).

E] (ii) Alternate l (APR 2003) of 52247—34.

E] (iii) Aiternate ii (NOV 2021) of 52247—34

(c) The Contractor shall comply with the EAR clauses in this paragraph (c), appiicable to commercial services, that the

Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of iavv or

Executive orders applicable to acquisitions of commercial products and commercial services:

EContracting Officer check as appropriate.)

E] (1) 52222—41, Service Contract Labor Standards (AUG: 2013) (41 USC. chapter 37).

E] (2) 52222—42, Statement of Equivalent Rates for Federai Hires (MAY 2014) (20 U.S.C. 203 and 41 U.S.C. chapter

37).

E] (3) 52222—43, Fair Labor Standards Act and Service Contract Labor Standards—”Price Adjustment (Multipie Year

and Option Contracts) (AUG 2013) (20 US.O. 203 and 41 US.O. chapter 37).

E] (4) 52222—44, Fair Labor Standards Act and Service Contract Labor Standards—”Price Adjustment (MAY 2014) (20

USC 203 and 41 USC. chapter 57).

E] (5) 52222—51, Exemption from Application of the Service Oontract Labor Standards to Contracts for Maintenance,

Calibration, or Repair of Certain Equipment—"Requirements (MAY 2014) (41 U.S.C. Chapter 57).

E] (3) 52222—53, Exemption from Application of the Service Oontract Labor Standards to Oontracts for Certain Services

—— Requirements (MAY 2014) (41 U.S.C. chapter 37).

EE (7) 52222—55, Minimum Wages for Oontractor Workers Under Executive Order 14023 (JAN 2022)

E] (3) 52222—52, Paid Sick Leave Under Executive Order 13703 (JAN 2022) (EC. 13703)

E] (0) 52.225—5, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 USO. 1702).
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(d) Comptroiier Genera] Examination of Record The Contractor shall comply with the provisions of this paragraph (d) if

this contract was awarded using other than seated bid, is in excess of the simpiified acquisition threshotd, as defined in

FAR 2.101, on the date of award of this contract, and does not contain the ciause at 52215—2, Audit and Records——

Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroiier General, shaii

have access to and right to examine any of the Contractor's directly pertinent records involving transactions reiated

to this contract.

(2) The Contractor shall make avaiiable at its offices at all reasonable times the records, materials, and other evidence

for examination, audit, or reproduction, untii 3 years after final payment under this contract or for any shorter period

specified in FAR Subpart 4.7, Contractor Records Retention, of the other ciauses of this contract. if this contract is

compietely or partiaiiy terminated, the records relating to the work terminated shall be made avaiiable for 3 years

after any resulting final termination settlement. Records relating to appeals under the disputes clause or to litigation

or the settlement of claims arising under or relating to this contract shail be made availabie untii such appeals,

iitigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data,

regardiess of type and regardiess of form. This does not require the Contractor to create or maintain any record

that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.

(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the Contractor is

not required to fiow down any FAR clause, other than those in paragraphs (e)(1) in a subcontract for commerciai

products and commercial services. Uniess otherwise indicated beiow, the extent of the flow down shaii be as

required by the clause——

(i) 52203—13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 USO. 3500).

(ii) 52203—10, Prohibition on Requiring Certain internal Confidentiality Agreements or Statements (JAN 2017)

(section 743 of Division E, Title Vii, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub.

L. 1134235) and its successor provisions in subsequent appropriations acts (and as extended in continuing

resoiutions)).

(iii) 52204—23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by

Kaspersky Lab and Other Covered Entities (NOV 2021) (Section 1534 of Pub. L. 115—01).

(iv) 52204—25, Prohibition on Contracting for Certain Teiecommunications and Video Surveiliance Services or

Equipment. (NOV 2021) (Section 330(a)(1)(A) of Pub. L. 115—232).

(v) 52210—3, Utilization of Small Business Concerns (OCT 2022) (15 USO. 537(d)(2) and (3)), in all subcontracts

that offer further subcontracting opportunities. if the subcontract (except subcontracts to smaii business

concerns) exceeds the applicabte threshold specified in EAR 10.702(a) on the date of subcontract award, the

subcontractor must include 52210—3 in tower tier subcontracts that offer subcontracting opportunities.

(vi) 52.222—21, Prohibition of Segregated Faciiities (APR 2015)

(vii) Equal Opportunity (SEP 2015) (E.O. 11245).

(viii) 52.222—35, Equal Opportunity for Veterans (JUN 2020) (33 USS 4212).

(ix) 52.222—35, Equal Opportunity for Workers with Disabiiities (JUN 2020) (20 US.O. 703).

(x) 52222—37, Employment Reports on Veterans (JUN 2020) (33 U.S.C. 4212)

(xi) 52.222—40, Notification of Empioyee Rights Under the National Labor Reiations Act (DEC 2010) (E.O. 13405).

Flow down required in accordance with paragraph (f) of FAR clause 52.222—40.

(xii) 52.222—41, Service Contract Labor Standards (AUG 2013) (41 U.S.C. chapter 57).

(xiii) EX] (A) 52222—50, Combating Trafficking in Persons (NOV 2021) (22 USO. chapter 73 and E.O. 13527).
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t] (S)A1ternate 1 (MAR 2015) of 52222—50 (22 use. chapter rs and no. 13527).

(xiv) 52.222—51, Exemption from Appiication of the Service Contract Labor Standards to Contracts for Maintenance,

Calibration, or Repair of Certain Equipment—”Requirements (MAY 2014) (41 U.S.C. chapter 57).

(xv) 52222—53, Exemption from Appiication of the Service Contract Labor Standards to Contracts for Certain

Services—“Requirements (MAY 2014) (41 U.S.C. chapter 57).

(xvi) 52.222—54, Employment Eligibility Verification (MAY 2022).

(xvii) 52222—55, Minimum Wages for Contractor Workers Under Executive Order 14025 (JAN 2022).

(xviii) 52.222—52 Paid Sick Leave Under Executive Order 13705 (JAN 2022) (E.O. 13705).

(xix) (A) 52.224—3, Privacy Training (JAN 2017) (5 U.S.C. 552a).

(3) Alternate 1 (JAN 2017) of 52224—3.

(xx) 52225—25, Contractors Performing Private Security Functions Outside the United States (OCT 2013) (Section

352, as amended, of the National Defense Authorization Act for Fiscai Year 2005; 10 U.S.C. 2302 Note).

(xxi) 52223—5, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.S.C. 1702).

(xxii) 52.247—54, Preference for Privately Owned US—Fiag Commercial Vesseis (NOV 2021) (45 U.S.C. Appx

1241(b) and 10 USO. 2531). Flow down required in accordance with paragraph (d) of FAR clause 52247—54.

(2) While not required, the Contractor may include in its subcontracts for commercial products and commerciai

services a minimai number of additional clauses necessary to satisfy its contractual obligations.

(End of clause)

L10 52217—3 OPTEON TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor Within 2 days,

provided the Government gives the Contractor a preliminary written notice of its intent to extend at ieast 1.0
days before the contract expires. The preiiminary notice does not commit the Government to an extension.

(is) if the Government exercises this option, the extended contract shaii he considered to inchtde this option ciause.

(c) The total duration of this contract, including the exercise of any options under this ciausc, shalt not exceed 5

years.

(End of eiause)

L11 52252—5 AUTHOREZED DEVEATEONS EN CLAUSES (APR 1334)

(a) The use in this solicitation or contract of any Federai Acquisition Reguiation (43 CFR Chapter 1) clause with an

authorized deviation is indicated by the addition of (DEVIATEON) after the date of the ciause.

(b) The use in this solicitation or contract of any clause with an authorized deviation is indicated by the addition of

(DEVlATiON) after the name of the regulation.

(End of clause)

L12 52204—23 — PROHEEETEON ON CONTRACTENO FOR HARDWARE, SOFTWARE, AND SERVECES DEVELOPED
OR PROVEDED DY RASPERSRY LAD AND OTHER COVERED ENTETEES (DEVEATEON 20—05)

(a) Definitions. As used in this ciause -—
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“Covered articie” means any hardware, software, or service that —

(1) is developed or provided by a covered entity;

(2) inctudes any hardware, software, or service devetoped or provided in whole or in part by a covered entity; or

(3) Contains components using any hardware or software developed in whole or in part by a covered entity.

“Covered entity4 means ——

(1) Kaspersky Lab;

(2) Any successor entity to Kaspersky Lab;

(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or

(4) Any entity of which Kaspersky Lab has a majority ownership.

(b) Prohibition. Section 1534 of Division A of the National Defense Authorization Act for Fiscat Year 2013 (Pub. L. 115—01)

prohibits Government use of any covered articte. The Contractor is prohibited from ——

(1) Providing any covered articte that the Government will use on or after October 1, 2013; and

(2) Using any covered article on or after October 1, 2015, in the development of data or detiverabtes first produced

in the performance of the contract.

(c) Reporting requirement.

(1) in the event the Contractor identifies covered articte provided to the Government during contract performance, or

the Contractor is notified of such by a subcontractor at any tier or by any other source, the Contractor shalt

report, in writing, via emait, to the Contracting Officer, Contracting Officer’s Representative, and the Enterprise

Security Operations Center (SOC) at NDAAmlncidents@hq.dhsgov, with required information in the body of the

emait. tn the case of the Department of Defense, the Contractor shall report to the website at

https://dibnet.dod.mii. For indefinite delivery contracts, the Contractor shalt report to the Enterprise SOC,

Contracting Officer for the indefinite delivery contract and the Contracting Page 5 of 3 Officer(s) and Contracting

Officer’s Representative(s) for any affected order or, in the case of the Department of Defense, identify both the

indefinite delivery contract and any affected orders in the report provided at https://dibnet.dod.mii.

(2) The Contractor shall report the foliovving information pursuant to paragraph (c)(1) of this clause:

(i) Within 1 business day from the date of such identification or notification: the contract number; the order

number(s), if appticable; supptier name; brand; modet number (Originat Equipment Manufacturer (OEM)

number, manufacturer part number, or wholesater number); item description; and any readity available

information about mitigation actions undertaken or recommended.

(ii) Within 10 business days of submitting the report pursuant to paragraph (c)(1) of this ctause: any further

available information about mitigation actions undertaken or recommended. in addition, the Contractor shatt

describe the efforts it undertook to prevent use or submission of a covered articte, any reasons that ted to the

use or submission of the covered article, and any additional efforts that witt be incorporated to prevent future

use or submission of covered articles.

(c) Subcontracts. The Oontractor shall insert the substance of this clause, inctuding this paragraph (d), in all

subcontracts, inctuding subcontracts for the acquisition of commercial items.

(End of clause)

L13 52204—25 PROHEEETEON ON CONTRACTENO FOR CERTAEN TELECOMMUNECATEONS AND VEDEO
SURVEELLANCE SERVECES OR EOUEPMENT (DEVEATEON 20—05) (DEC 2020)

(a) Definitions. As used in this clause ——
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“Sack/1am” means intermediate tinks between the core network, or backbone network, and the smali subnetworks at

the edge of the network (e.g., connecting ceti phones/towers to the core telephone network). Sackhaul can be wireless

(e.g., microwave) or wired (e.g., fiber optic, coaxial cabte, Ethernet).

“Covered foreign country" means The Peopie’s Republic of China.

“ Covered telecommunications equipment or services” means ——

(1) Teiecommunications equipment produced by i-iuawei Technologies Oompany or ZTE Corporation (or any

subsidiary or affiliate of such entities);

(2) For the purpose of public safety, security of Government faciiities, physical security surveitlance of criticat

infrastructure, and other national security purposes, video surveitlance and teiecommunications equipment

produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua

Technology Company (or any subsidiary or affiliate of such entities);

(3) Tetecommunications or video surveillance services provided by such entities or using such equipment; or

(4) Tetecommunications or video surveillance equipment or services produced or provided by an entity that the

Secretary of Defense, in consuttation with the Director of National intelligence or the Director of the Federal

Bureau of investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to,

the government of a covered foreign country.

“Critical technology means ——

(1) Defense articles or defense services inciuded on the United States Munitions List set forth in the international

Traffic in Arms Regulations under subchapter M of chapter i of title 22, Code of Federai Reguiations;

(2) items included on the Commerce Controi List set forth in Suppiement No. 1 to part 774 of the Export

Administration Regutations under subchapter C of chapter Vii of titie 15, Code of Federal Regulations, and

controlled ——

(i) Pursuant to muitilaterat regimes, including for reasons reiating to nationai security, chemicai and bioiogical

weapons proiiferation, nuciear nonproiiferation, or missiie technology; or

(ii) For reasons reiating to regionai stability or surreptitious listening;

(3) Speciaily designed and prepared nuctear equipment, parts and components, materiais, software, and

technology covered by part 310 of title 10, Code of Federai Regulations (reiating to assistance to foreign atomic

energy activities);

(4) Nuciear faciiities, equipment, and materiai covered by part 110 of titte 10, Code of Federai Regulations (relating

to export and import of nuciear equipment and materiai);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federai Reguiations, part 121 of titie 0 of such

Code, or part 73 of titie 42 of such Code; or

(5) Emerging and foundational technoiogies controlled pursuant to section 1753 of the Export Control Reform Act of

2013 (50 U.S.C. 4317).

“interconnection arrangements” means arrangements governing the physical connection of two or more networks to

allow the use of another’s network to hand off traffic where it is uitimately deiivered (e.g., connection of a customer of

telephone provider A to a customer of telephone company 3) or sharing data and other information resources.

“Reasonabie inquiry’ means an inquiry designed to uncover any information in the entity’s possession about the

identity of the producer or provider of covered telecommunications equipment or services used by the entity that

excludes the need to include an internal or third—party audit.

“Roaming” means cellular communications services (e.g., voice, video, data) received from a visited network when

unable to connect to the facilities of the home network either because signal coverage is too weak or because traffic is

too high.
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“Substantiai or essentiai component" means any component necessary for the proper function or performance of a

piece of equipment, system, or service.

(b) Prohibition.

(1) Section 330(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2010 (Pub. L.

115—232) prohibits the head of an executive agency on or after August 13, 2010, from procuring or obtaining, or

extending or renewing a contract to procure or obtain, any equipment, system, or service that uses covered

telecommunications equipment or services as a substantial or essential component of any system, or as critical

technology as part of any system. The Contractor is prohibited from providing to the Government any

equipment, system, or service that uses covered telecommunications equipment or services as a substantiai or

essential component of any system, or as critical technoiogy as part of any system, unless an exception at

paragraph (c) of this ctause applies or the covered teiecommunication equipment or services are covered by a

waiver described in FAR 4.2104.

(2) Section 330(a)(1)(0) of the John S. McCain National Defense Authorization Act for Fiscal Year 2010 (Pub. L.

115—232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract, or

extending or renewing a contract, with an entity that uses any equipment, system, or service that uses covered

telecommunications equipment or services as a substantial or essential component of any system, or as criticai

technology as part of any system, uniess an exception at paragraph (c) of this clause appiies or the covered

telecommunication equipment or services are covered by a waiver described in FAR 4.2104. This prohibition

appiies to the use of covered telecommunications equipment or services, regardless of whether that use is in

performance of work under a Federal contract.

(c) Exceptions. This clause does not prohibit contractors from providing ——

(1 ) A service that connects to the facilities of a third—party, such as backhaul, roaming, or interconnection

arrangements; or

(2) Tetecommunications equipment that cannot route or redirect user data traffic or permit visibiiity into any user

data or packets that such equipment transmits or otherwise handies.

(d) Reporting requirement.

(1) in the event the Contractor identifies covered telecommunications equipment or services used as a substantial

or essential component of any system, or as critical technology as part of any system, during contract

performance, or the Contractor is notified of such by a subcontractor at any tier or by any other source, the

Contractor shati report the information in paragraph (d)(2) of this clause in writing via email to the Contracting

Officer, Contracting Officer’s Representative, and the Network Operations Security Center (NOSO) at

NDAAmincidentsCthq.dhsgov, with required information in the body of the email. in the case of the Department

of Defense, the Contractor shati report to the website at https://dibnet.dod.mii. For indefinite delivery contracts,

the Contractor shall report to the NOSC, Contracting Officer for the indefinite delivery contract and the

Contracting Officer(s) and Contracting Officer’s Representative(s) for any affected order or, in the case of the

Department of Defense, identify both the indefinite deiivery contract and any affected orders in the report

provided at https://dibnet.dod.mil.

(2) The Oontractor shall report the following information pursuant to paragraph (d)(1) of this clause ——

(i) Within one business day from the date of such identification or notification: the contract number; the order

number(s), if appiicable; suppiier name; suppiier unique entity identifier (if known); suppiier Oommercial and

Government Entity (CAGE) code (if known); brand; modet number (originai equipment manufacturer number,

manufacturer part number, or whoiesaler number); item description; and any readity availabie information

about mitigation actions undertaken or recommended.

(ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this ctause: any further

availabie information about mitigation actions undertaken or recommended. in addition, the Contractor shait

describe the efforts it undertook to prevent use or submission of covered tetecommunications equipment or

services, and any additionat efforts that will be incorporated to prevent future use or submission of covered

telecommunications equipment or services.
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(e) Subcontracts. The Contractor shail insert the substance of this ciause, inctuding this paragraph (e) and exctuding

paragraph (b)(2), in aii subcontracts and other contractuai instruments, including subcontracts for the acquisition of

commercial items.

(End of clause)

1.14 masses eusuatne accounts COViD—10 SAFETY escrocots FOR repeater. conrawcroas (oer
asarxoevrartom

(a) Definition. As used in this clause —

United States or its outlying areas means ——

(1) The fifty States;

(2) The District of Coiumbia;

(3) The commonweatths of Puerto Rico and the Northern Mariana islands;

(4) The territories of American Samoa, Guam, and the United States Virgin islands; and

(5) The minor outlying islands of Baker isiand, Howland island, Jarvis island, Johnston Atoli, Kingman Reef, Midway

islands, Navassa isiand, Patmyra Atoll, and Wake Atoli.

(b) Authority. This ciause implements Executive Order 14042, Ensuring Adequate COViD Safety Protocols for Federal

Contractors, dated September 0, 2021 (published in the Federal Register on September 14, 2021, 33 FR 50035).

(c) Compiiance. The Oontractor shati comply with ait guidance, inctuding guidance conveyed through Frequentty Asked

Questions, as amended during the performance of this contract, for contractor workplace iocations published by the

Safer Federai Workforce Task Force (Task Force Guidance) at https://www.saferfederalworkforce.gov/contractors/.

(d) Subcontracts. The Contractor shali inciude the substance of this clause, inctuding this paragraph (d), in subcontracts

at any tier that exceed the simplified acquisition threshotd, as defined in Federai Acquisition Regutation 2.101 on the

date of subcontract award, and are for services, including construction, performed in whoie or in part within the United

States or its outlying areas.

(End of clause)

L15 52224—3 PREVACY TRAiNiNG, ALTERNATE i (DEVEATEON)

(a) Definition. As used in this ciause, personaiiy identifiable information means information that can be used to distinguish

or trace an individual’s identity, either aione or when combined with other information that is iinked or linkable to a

specific individual. (See Office of Management and Budget (OMB) Circular/1430, Managing Federai information as a

Strategic Resource).

(b) The Oontractor shall ensure that initial privacy training, and annuai privacy training thereafter, is completed by

contractor employees who——

(1) Have access to a system of records;

(2) Create, collect, use, process, store, maintain, disseminate, disciose, dispose, or otherwise handie personally

identifiable information on behalf of an agency; or

(3) Design, develop, maintain, or operate a system of records (see also FAR subpart 24.1 and 30.105).

(c) The contracting agency wiil provide initiai privacy training, and annual privacy training thereafter, to Oontractor

empioyees for the duration of this contract. Contractor employees shati satisfy this requirement by compieting Privacy

at OHS: Protecting Persona! information accessible at http://wwwdhsgov/dhs—security—and—training—requirements—

contractors. Training shall be completed within 30 days of contract award and be compteted on an annuai basis

thereafter not tater than October 31St of each year.
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(d) The Contractor shall maintain and, upon request, provide documentation of compietion of privacy training to the

Contracting Officer.

(e) The Contractor shalt not allow any employee access to a system of records, or permit any empioyee to create, collect,

use, process, store, maintain, disseminate, disclose, dispose or otherwise handle personally identifiabie information, or

to design, deveiop, maintain, or operate a system of records unless the empioyee has compteted privacy training, as

required by this clause.

(f) The substance of this clause, including this paragraph (f), shail be inciuded in all subcontracts under this contract,

when subcontractor empioyees witt ——

(1) Fiave a system of records;

(2) Create, collect, use, process, store, maintain, disseminate, disclose, dispose or otherwise handie personaiiy

identifiabie information; or

(3) Design, develop, maintain, or operate a system of records.

(End of clause)

L15 52232—13 AVAELASiLiTY OF FUNDS (APR 1034)

Funds are not presently avaitable for this contract. The Government's obiigation under this contract is contingent upon the

availabitity of appropriated funds from which payment for contract purposes can be made. No legat iiability on the part of

the Government for any payment may arise untit funds are made avaitable to the Contracting Officer for this contract and

until the Contractor receives notice of such availabitity, to be confirmed in writing by the Contracting Officer.

(End of clause)

L17 3052.212—70 CONTRACT TERMS AND CONDiTiONS APPLECAELE TO OHS ACOUiSiTiON OF COMMERCEAL
ETEMS

The Contractor agrees to compiy with any provision or ciause that is incorporated herein by reference to

impiernent agency poiicy appiieabie to acquisition of commerciai items or components. The provision or ciause
in effect based on the appiicabie reguiation cited on the date the soiicitation is issued appiies uniess otherwise

stated herein. The foiiowing provisions and ciauscs are incorporated by reference:

(a) Provisions.

3052.215—70 Evaiuation of Offers Subject to An Economic Price Adjustment Ciause.

_3052.219—72 Evaiuation of Prime Contractor Participation in the DHS iVientor Protege Program.

(5) (Tart/sea.

3052204—70 Security Requirements for 'Unciassified information Technoiogy Resources.

_3052.204—7i Contractor Empioyee Access.

Aiternate i

X 3052.205—70 Advertisement, Pubiicizing Awards, and Reieases.

3052209—73 Limitation on Future Contracting.

_3052.215—70 Key Personnei or Facilities.

3052.2t5—7i Determination ofAward Fee.

_3052.215—72 Perfbnnance Evaiuation Pian.

305221573 Distribution of Award flee.
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_3052.219—7l DHS Mentor Protege Program.

3052.223—70 insurance.

_Aiternate i

Aiternate it

_3052.247—7ii 13.0.8. Origin Oniy.

3052247—72 5.0.13. Destination Oniy.

(End of ciausc)

L13 CONTRACT TYPE (OCT 2003)

This is a Firm Fixed—Price Contract.

[End of ClauseE

L15 PRiCiNG PROViSiONS FOR TASR ORDER OR ELANRET PURCHASE AGREEMENT iSSUED UNDER A
FEDERAL SUPPLY SCHEDULE (JUN 2005)

"This task orderiSlanket Purchase Agreement (SPA) is piaced under the terms and conditions of the GSA Federai Supply

Schedute contract identified herein. The contractor warrants that, throughout performance, the prices charged the

Government shall be as low as, or lower than, those charged the contractor's most favored customers and that the

Government shall never be charged more under this order than the offeror/contractor’s current GSA schedule rates, or the

rates contained in the task order scheduie, whichever are lower.

if this order contains options for additional periods of performance, US. Customs 3 Border Protection (CSP) will invoke

the option only if the offeror/contractor maintains a current GSA scheduie. Unilaterai options wiit not be invoked if the

rates indicated in the task order schedule for the option are higher than current GSA scheduie rates, but may be invoked

bilaterally at the offeror/contractor's current GSA rates. The contractor shalt provide notice to the Government of any

proposed and/or approved change to the GSA schedule rates. Faiture to compiy with the provisions of this price warranty

may be cause for termination of the order and the offeror/‘contractor may be required to adjust their biliing and/or

reimburse the Government for any charges invoiced in violation of the price warranty."

[End of CiauseE

L20 PEREOD OF PERFORMANCE (MAR 2003)

The period of performance of this order shati be for a base year and four option years as follows:

Base Year: December 1, 2022 through November 30, 2023

Option Year 1: December 1, 2023 through November 30, 2024

Option Year 2: December 1, 2024 through November 30, 2025

Option Year 3: December 1, 2025 through November 30, 2025

Option Year 4: December 1, 2023 through November 30, 2027

[End of Clause]

L21 TERM OF THE CONTRACT WETH OPTEONS (MAR 2003)

The contract term shati be for a period oftweive—months (December 1, 2022 — November 30, 2023), subject to the

jiovernment’s option to extend the term ofthe contract in accordance with the ciause entitied, “Option to Extend
the Term ofthe Contract” EAR 52217—0 contained herein.

(End of Clause)
L22 CONTRACTENO OFFECER'S AUTHORETY (MAR 2003)
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The Contracting Officer is the only person authorized to approve changes in any of the requirements of this contract. in

the event the Contractor effects any changes at the direction of any person other than the Contracting Officer, the

changes will be considered to have been made without authority and no adjustment wiil be made in the contract price to

cover any increase in costs incurred as a resuit thereof. The Contracting Officer shati be the only individual authorized to

accept nonconforming work, waive any requirement of the contract, or to modify any term or condition of the contract.

The Contracting Officer is the only individual who can legaiiy obligate Government funds. No cost chargeabie to the

proposed contract can be incurred before receipt of a fully executed contract or specific authorization from the Contracting

Officer.

[End of ClauseE

res steeraourc ravorcrue nun earnest aeouraeraears .. ENVOECE neocessrne atarroara use) (AUG
area

Beginning Aprii ii, 2015, payment requests for at) new awards must be submitted eieetronicaiiy through the Li.

S. Department of the Treasury’s invoice Processing Piatform System (EPP). Payment terms for existing
contracts and orders awarded prior to Aprii i i, 2015 remain the same. The Contractor must use iPP for

contracts and orders awarded Aprii i i, 2015 or tater, and must use the non—1P? invoicing process for those
contracts and orders attr'arded prior to Aprii it, 2015.

"Payment request" means any request for contract financing payment or invoice p. yment by the Contractor. To

constitute a proper invoice, the payment request must comply with the requirements identi tied in FAR
32.90503), "Payment documentation and process" and the appiicabie Pron‘rpt Payment ciause inciuded in this

contract. The 1?? website address is: https://www.ipp.gov.

The )0? was designed and deveioped for Contractors to enroii, access and use )0? for submitting requests for
payment. Contractor assistance with enroiirnent can be obtained by contacting

iPPCu,stomerSupport@tins.tr‘eas.gov or phone (355) 973—3 i3 1.

if the Contractor is unabie to ct‘mtpiy with the requirement to use it)? for submitting invoices for payment, the
Contractor must submit a waiver request in writing to the contracting officer.

(End of Clause)

1.24 GOVERNMENT CONSENT OF PUELECATiONiENDORSEMENT (MAR 2003)

Under no circumstances shalt the Contractor, or anyone acting on behaif of the Contractor, refer to the suppiies,

services, or equipment furnished pursuant to the provisions of this contract in any news retease or commerciai

advertising without first obtaining expiicit written consent to do so from the Contracting Officer

The Contractor agrees not to refer to awards in commerciai advertising in such a manner as to state or impty that the

product or service provided is endorsed or preferred by the Federai Government or is considered by the Government

to be superior to other products or services.

[End of ClauseE

1.25 AGENCY LEVEL PROTEST NOTECE (APREL 2003)

Ofterors are notified that per FAR 33. t03(d)(4). an independent review of the grounds for a protest is avaitabie at a levei above the

contracting officer as an aiternativc to the protest to the agency contracting officer. not as an additional appeai after the protest to the

agency contracting officer has been resolved. A. choice to protest to the agency contracting officer therefore relieves CBP of any

further internai review or appeai after the contracting officcris decision.

1.25 SECURETY PROCEDURES (AUG 2022)

i. PERSONNEL SECURETY
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A. CBP Suitabiiity Requirements

1. All Contractor Employees requiring access to CEP faciiities and its information technoiogy networks and systems must

undergo an investigation to determine suitabiiity for empioyment. Based on the position sensitivity designation,

CPR/Personnel Security Division initiates either a T4 or T5 Background investigation in accordance with CBP

Personnel Security Handbook, HE MOO—07%.

2. Contractor Employees who require access to OHS iT systems or development, management, or maintenance of those

systems must be US. citizens in accordance with DHS instruction t21~01~007~01, Revision 1, Chapter 2, Personnel

Security Program Standards, § 13, and Citizenship Requirements, § ’iBP. (Lawful Permanent Resident status is not

acceptable in this case). A waiver may be granted, as outlined in Chapter 2, § 14 of OHS instruction Handbook 121—

01—007—01, Revision Of.

3. Provided the requirements of OHS instruction Handbook 12iw0‘iw00f—01 are met as outiined in paragraph LET, below,

Contractor Employees requiring access to CBP facilities, sensitive information or information technoiogy resources are

required to have a favorably adjudicated Tier 4 (T4) or Tier 5 (TE) background investigation (US. Office of Personnel

Management (0PM), Suitabiiity Executive Agent and the Director of National inteiiigence (ONE), Security Executive

Agent, Federai investigative Standards, December 2012, or its successor), prior to commencing work on this contract,

as outlined in the appiicable requirements document, such as a Statement of Work (SOW) or Performance Work

Statement (PWS). Exceptions shati be approved on a casewbywcase basis with the Contractor Employee’s access to

facilities, systems, and information limited until the Contractor Empioyee receives a favorably adjudicated T4 or T5. A

favorably adjudicated T4 or T5 shall include various aspects of a Contractor Empioyee’s iife, including empioyment,

education, residences, poiice, and court inquires, credit history, and national agency checks.

4. For contracts requiring Contractor Empioyees to possess a CRP suitability upon contract inception, the following is

appiicable: The Contractor shati submit, within ten (10) working days after award of the contract, a fist containing the

full legal name, social security number, place of birth (city and state), and date of birth of employee candidates who

possess favorabiy adjudicated T4 or T5 background investigations that meet federal investigation standards (as

mandated in the SOW/PWS). These individuals will be considered for “reciprocity" as applicabie (reference CBP Form

78 —« BlRD). For contracts not requiring Contractor Empioyees to possess a CBP suitability upon contract inception,

the following is appiicable: The Contractor shall require Contractor Empioyee candidates, needing a T4 or T5

background investigation for the contract, to submit information and documentation requested by CBP to initiate the

background investigation process immediateiy upon request by GDP.

5. Background investigation information and documentation are submitted by proper compietion of standard federal and

agency forms provided by the COR, such as Eiectronic Questionnaires for investigations Processing (emOiP),

Eiectronic Fingerprint Submission, CBP Form TEE—Background investigation Requirements Determination (BERD) Form,

Fair Credit Reporting Act (FCRA), NonuDisclosure Agreement (NBA), a Contractor Empioyee initial Background

investigation Form (CBP Form T7) (Sections A and t3), and reievant “clearance" documents (if applicabie), etc. The

Contractor is responsible for ensuring aii Contract Empioyee candidates compiete the Electronic Questionnaire for

investigations Processing (emCliP) and Electronic Fingerprints using their fuii iegai name, correct SEN and ensuring

these actions are compieted in a timely manner, within 30 days of emOiP initiation. The Contractor is also responsible

for ensuring all Contract Employee candidates respond to phone calls and check their emails regularly for

communications from the CEP Security Office and/or the field investigator for any necessary actions. The appropriate

forms, to include “ciearance” documents if applicabie, must be submitted to the COR assigned to the contract, and the

COR shati forward the completed forms to the CBP security officiai that wilt review the information for completeness

and begin the adjudication and “clearance” (if applicabie) process. Any Contract Employee candidate who fails to

comply after multiple requests and attempts to reach them wiii be discontinued from the Background investigation

process. The Contractor shati then propose a qualified repiacement employee candidate to the CO and COR within ‘30

days after being notified of the discontinued Contract Employee candidate.

6. CEP cannot provide a standard completion time for a T4 or T5 background investigation as many scenarios affect

CEP’s ability to process an individual. During the term of this contract, the Contractor is required to provide the names

of its empioyees who successfuiiy complete the CBP T4 or T5 process to the CO and COR. Failure of any Contractor

Employee to obtain and maintain a favorabiy adjudicated T4 or T5 shall be cause for dismissal. For key personnei, the

Contractor shati propose a qualified replacement employee candidate to the CO and COR within 30 days after being

notified of an unsuccessful candidate or vacancy. For all nonwkey personnei Contractor Empioyees, the Contractor

shall propose a quaiified replacement employee candidate to the COR within 30 days after being notified of an

unsuccessfui candidate or vacancy. The CO/COR shall approve or disapprove replacement employees. For contracts

requiring Contractor Empioyees to possess a CBP suitabiiity per SOW/PWS requirements, continuous faiiure to
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C.

’i.

provide Contractor Empioyees who meet CBP T4 or T5 requirements may be cause for termination of the contract

(refer #4).

. Security Ctearance Requirements

. Contractor Employees who require access to ciassified information must be US. citizens or have Lawfui Permanent

Resident (LPR) status in accordance with DHS instruction Handbook 12t—tt‘i—tft0'7—O’i, Rev. Of, the Department of

Homeiand Security Personnel Security, Suitability and Fitness Program, Chapter 2, Personnel Security Program

Standards, § ’13, Citizenship Requirements. A waiver may be granted, as outlined in Chapter 2, § 14 of CH3

instruction Handbook f21~Df~GOT~Of

. For contracts requiring Contractor Employees to possess a security clearance upon contract inception, the foiiowing is

appiicabie: The Contractor shati submit, within ten (1G) working days after award of the contract, a list containing the

full legal name, social security number, place of birth (city and state), and date of birth of employee candidates who

possess favorabiy adjudicated T5 background investigations that meet federal investigation standards (as mandated in

the SCW/PWS). These individuals wiil be considered for “reciprocity” as applicabie (refer to CRP Form 78 — BERD).

For contracts ggt requiring Contractor Empioyees to possess a security clearance upon contract incegtion, the

following is applicable: The Contractor shall require Contractor Empioyee candidates, needing a T4 or T5 background

investigation for the contract, to submit information and documentation requested by CEP to initiate the background

investigation process immediately upon request by CBP.

Background investigation information and documentation are submitted by proper compietion of standard federal and

agency forms provided by the COR, such as Electronic Questionnaires for investigations Processing (e—OEP),

Eiectronic Fingerprint Submission, CBP Form TB—Background investigation Requirements Determination (EERD) Form,

Fair Credit Reporting Act (ECRA), NonwDisclosure Agreement (NBA), a Contractor Employee initial Background

investigation Form (CEP Form T7) (Cections A and E), and reievant “clearance" documents (if appiicabie), etc. The

Contractor is responsible for ensuring ali Contract Empioyee candidates compiete the Electronic Questionnaire for

investigations Processing (e-CiP) and Eiectronic Fingerprints using their fuil iegai name, correct SEEN and ensuring

these actions are compteted in a timeiy manner, within 30 days of emOiP initiation. The Contractor is also responsible

for ensuring all Contract Employee candidates respond to phone calls and check their emails reguiariy for

communications from the CEP Cecurity Office and/or the field investigator for any necessary actions. The appropriate

forms, to include “ciearance” documents if appiicabie, must be submitted to the COR assigned to the contract, and the

COR shaii forward the completed forms to the CBP security official that wiii review the information for completeness

and begin the adjudication and “clearance“ (if appiicabie) process. Any Contract Employee candidate who fails to

compiy after multiple requests and attempts to reach them wiii be discontinued from the Background investigation

process. The Contractor shati then propose a qualified repiacement empioyee candidate to the CO and COR within 30

days after being notified of the discontinued Contract Employee candidate.

. CBP cannot provide a standard completion time for a T4 or T5 background investigation as many scenarios affect

CEP’s abiiity to process an individual. During the term of this contract, the Contractor is required to provide the names

of its empioyees who successfuiiy compiete the CBP T4 or T5 process to the CO and COR. Failure of any Contractor

Employee to obtain and maintain a favorabiy adjudicated T4 or T5 shall be cause for dismissal. For key personnel, the

Contractor shaii propose a qualified replacement employee candidate to the CO and COR within 30 days after being

notified of an unsuccessful candidate or vacancy. For all nonmkey personnel Contractor Empioyees, the Contractor

shall propose a quaiified replacement empioyee candidate to the COR within 30 days after being notified of an

unsuccessfui candidate or vacancy. The CO/COR shall approve or disapprove replacement employees. Continuous

failure to provide Contractor Employees who meet CBP T4 or T5 requirements may be cause for termination of the

contract.

Contractor Tracking System

All Contractor Employees must be entered into the current agency Contractor Tracking System (CTS) database by the

COR or Aiternate COR. Additionally, the COR/ACOR shaii maintain current, accurate and complete data for

Contractor Employees during their performance on the contract. The Contractor Project Manager {CPiVl} shall provide

timeiy start information to the CO/COR or designated government personnel to initiate the CTS entry. Other reievant

information will also be needed for Contractor Employee record submission in the CTS database such as, but not

iimited to, the Contractor Employee’s legai name, briefjob description, labor rate, Hash if), schedule, and iocation. The

CO/COR or designated government personnel shall provide the CPM with instructions for providing required

information.
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2. The CD/COR may designate responsibility for out-processing to the CPM. The CPi‘vE must have an active CBP

Background investigation (BE) and an Active Directory (AD) account tie, emait, etc.) within the agency. CREE/i shali

provide Contactor Employee departure/separation date and reason for leaving to the CO/COR in accordance with CDP

Directive tZ’EOMGGTB, Tracking of Contractor Empioyees. Paiiure by the CPEvi to provide timely notification of

Contractor Empioyee departurelseparation in accordance with the contract requirements shall be documented and

considered when government personnel complete a Contractor Performance Report (under Business Reiations) or

other performance related measures.

EE. CDE‘ETRCLS

A. Access Controis.

t. The Contractor Employee shall comply with the US. Customs and Border Protection’s (CBP) administrative,

physicai, and technical security controls to ensure that the Government‘s security requirements are met.

2. All Contractor Employees under this contract must wear identification access badges when working in CBP

facilities. Prior to Contractor Empioyees‘ departure/separation, all badges, vaiid HSPD~E2 compliant Personal

identity Verification (PIV) card, building passes, parking permits, keys, and pass cards must be returned to the

Contracting Officer’s Representative (COR). The CCR shall immediately notify the cognizant Physical Security

officiai to ensure that access to ail buildings, and facilities, and network are revoked. NOTE: For contracts

within the National Capitol Region (NCR), the Office of Professional Responsibiiity, Security Management

Division (OPR/SMD) shall be notified immediately, if building access is revoked.

3. Contractor Employees in possession of a vaiid HSPD—E2 compliant PE‘V card are authorized to access

Department Headquarters and DHS Component Headquarters white on officiai business, in accordance with

DHS instruction Ei/lanual ft E2E~OE~OT for, Revision '# 00.

4. Contractor Employees may be subject to random security screening upon entering certain CEP faciiities.

5. Contractor Employees who do not have their Pi‘v’ cards must sign—in at iobby guard desk, and show a federal,

state, or iocai government—issued photo identification (e.g., driver’s iicense that meets the requirements of the

REAL iD Act of 2005, US passport, US military ED card, Tribai if), or Permanent Residence card).

8. Visitor Security Management.

‘1. Visitors accessing any DHS Headquarters or DHS Component Headquarters faciiities are subject to a criminai

history check utiiizing the National Crime information Center (NCEC) system, except as stipuiated elsewhere in

DHS instruction Evianuai '# EZEme‘tmO‘t ”l-=O"l, Revision # 00.

2. All visitors requesting access to CSP facilities are required to sign—in at designated visitor location, depending on

the facility’s resources. Visitors are required to show a federal, state, or locai governmentmissued photo

identification (e.g., driver’s iicense that meets the requirements of the REAL ED Act of .2005, US passport, US

military ED card, Tribal ED, or Permanent Residence card), unless othenivise directed by the Facility Security

Manager (PSEvi) or CDP Assistant Technicai Representative (ATR).

3. Visitors must be escorted to their intended CSP destination by CSP employees or CBP contractors with a valid

CBP—issued PEV card capabie of operating the turnstiles. Supplementai access cards cannot be used for

escorting purposes without a vaiid CSPmissued Pi‘v’ card.

4. Visitor passes will be issued only at designated locations and/or entrances. Aii visitors are required to pass

through screening at the designated entrances. Aii visitors must be escorted back to the security desk by a

CEP employee or CSP contractor.

EEE. ENPCREEA’EATECR SECURETY REQUEREMERTS

A. i‘i/Eanaging Sensitive Security Enformation.

1. Work under this contract may require access to sensitive information as defined under Homeiand Security

Acquisition Regutation (HSAR) Clause 3052.204—71, Contractor Employee Access, inciuded in the

solicitation/contract. The Contractor Employee shaii not disciose, oraiiy or in writing, any sensitive information to

any person unless authorized in writing by the CC.
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2. The Department of Homeland Security (DHS) requires that Contractor empioyees take an annuai information

Technology Security Awareness Training course before accessing sensitive information under the contract.

Unless otherwise specified, the training shaii be compieted within thirty (30) days of contract award and be

compieted on an annuai basis thereafter not later than October 31st of each year. Any new Contractor

empioyees assigned to the contract shall complete the training before accessing sensitive information under the

contract.

3. All services provided under this contract must be compliant with the Department of Homeland Security (DHS)

information security policy identified in DHS Sensitive Systems Poiicy Directive 4300A, viii/i, DHS Sensitive

Systems Handbook 4300A, v4.2.0, or latest available version, and CDP information Security Handbook (HB

f4OGMO4A).

4. Sensitive information, as used in this ciause, means any information, which if lost, misused, disclosed, or,

without authorization is accessed, or modified, couid adversely affect the national or homeland security interest,

the conduct of Federai programs, or the privacy to which individuais are entitied under section 552a of title 5,

United States Code (the Privacy Act), but which has not been specifically authorized under criteria estabiished

by an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland

security or foreign policy. This definition includes the foiiowing categories of information:

e Protected Critical infrastructure information (PCEi) as set out in the Criticai infrastructure information Act of

2002 (Title ii, Subtitle S, of the Homeland Security Act, Pub. L. ”EDT—296, E96 Stat. 2E35), as amended,

the implementing regulations thereto (Title 6, Code of Federal Regulations, part 29) as amended, the

appiicable PCii Procedures Manual, as amended, and any suppiementary guidance officiaily

communicated by an authorized official of the Department of Homeiand Security (including the PCEE

Program Manager or his/her designee);

e Sensitive Security information (SSE), as defined in Titie 49, Code of Federal Regulations, part 1520, as

amended, “Protection of Sensitive Security information,“ as amended, and any suppiementary guidance

officiaiiy communicated by an authorized officiai of the Department of Homeland Security (inciuding the

Assistant Secretary for the Transportation Security Administration or his/her designee);

e information designated as “For Official Use Dnly,” which is unclassified information of a sensitive nature

and the unauthorized disclosure of which couid adversely impact a person's privacy or welfare, the

conduct of Federal programs, or other programs or operations essentiai to the nationai or homeland

security interest; and

c Any information that is designated “sensitive" or subject to other controls, safeguards, or protections in

accordance with subsequently adopted homeland security information handling procedures.

B. iVEanaging Classified information.

1. Contracts requiring contractor employees to access Ciassified National Security information, completion of the

DD Form 254 (Contract Security Classification Specification) is necessary for the Contractor (the company) to

establish and have on record. Additionally, PAR Ciause 52.2042 Security Requirements, must be inciuded in

the solicitation and contract. if desired, a Soiicitation DD Form 254 can be added to the solicitation package.

Contact the Security Management Division (Sit/ED) for assistance at: cbpsecurity@cbp.dhs.gov.

2. Por additionai information about the National industrial Security Program (NlSP) please visit the Defense

Counterintelligence and Security Agency website and search for The HlSPOlt/i Rule.

EV. GENERAL SECURETY RESPDNSEDELETEES

t. The Contractor shaii ensure that its empioyees follow the generai procedures governing physicai, environmentai,

and information security described in the various DHS CBP regulations identified in this clause. The contractor

shall ensure that its employees apply proper business practices in accordance with the specifications, directives,

and manuals required for conducting work under this contract. Applicable Contractor Employees shall be

responsibie for physical security of work areas and CSP furnished equipment issued under this contract.
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2. The CO/COR may require the Contractor to prohibit its empioyees from working on this contract if continued

empioyment becomes detrimental to the pubiic’s interest for any reason including, but not limited to careiessness,

insubordination, incompetence, or security concerns.

3. Upon compietion of this contract, the Contractor Employee shall return aii sensitive information used in the

performance of the contract to the CO/‘COR. The Contractor shall certify, in writing, that ail sensitive and non~pubiic

information have been purged from any Contractormowned system.

4. All Government furnished information must be protected to the degree and extent required by local rules,

regulations, and procedures. The Contractor Employee shali comply with aii security poiicies contained in CBP

Handbook i4t‘EO—ti5D, v7.0, information Systems Security Poiicies and Procedures Handbook, or latest avaiiable

version.

V. NDTEEECATEDN OF CONTRACTOR EMPLOYEE CHANGES

’i. The Contractor or CPlVi shaii notify the CO/COR via phone or electronic transmission, immediateiy after a

personnel change becomes known or no later than five (5) business days prior to departure of the Contractor

Employee. Telephone notifications must be immediateiy followed up in writing. CPiv’E‘s notification shall include,

but is not iimited to name changes, resignations, terminations, and reassignments to another contract.

2. The CPli/i shail notify the CO/COR and program office (if appiicable) in writing of any proposed change in access

requirements for its employees at least fifteen (15) days, or thirty (30) days if a security ciearance is to be obtained,

in advance of the proposed change.

Vi. NONwDESCLOSURE AGREEMENTS

As part of the background investigation package, Contractor Employees are required to execute and submit a Non»

Disclosure Agreement {DHS Form EEDOO~S) as a condition to perform on any CBP contract.

[End of Supplementary Terms and Conditions}

i2“? POST AWARD EVALUATEON OP CONTRACTOR PERFORMANCE {ADS 2022)

A. Contractor Performance Evaiuations

interim and final performance evaluation reports wiil be prepared on this contract or order in accordance with PAR

Subpart 42.15. A finai performance evaiuation report wiii be prepared at the time the work under this contract or

order is completed. in addition to the final performance evaluation report, an interim performance evaiuation

report wiii be prepared annualiy to coincide with the anniversary date of the contract or order.

interim and final performance evaluation reports will be provided to the contractor via the Contractor Performance

Assessment Reporting System (CPARS) after compietion of the evaiuation. The CPARS Assessing Official

Representatives (AORs) wiil provide input for interim and final contractor performance evaluations. The AORs

may be Contracting Officer’s Representatives (CORs), project managers, and/or contract speciaiists. The

CPARS Assessing Officiais (AOs) are the contracting officers (CO) or contract speciaiists (CS) who wili sign the

evaluation report and forward it to the contractor representative via CPARS for comments.

The contractor representative is responsibie for reviewing and commenting on proposed ratings and remarks for

all evaiuations forwarded by the AO. After review, the contractor representative wiil return the evaluation to the

AO via CPARS.

The contractor representative wiii be given up to fourteen (14) days to submit written comments or a rebuttal

statement. Within the first seven ('7) calendar days of the comment period, the contractor representative may

request a meeting with the AC to discuss the evaluation report. The AD may complete the evaluation without the

contractor representative‘s comments if none are provided within the fourteen (14) day comment period. Any

disagreement between the AO/CO and the contractor representative regarding the performance evaluation report

wiii be referred to the Reviewing Official (RO) within the division/branch the AD is assigned. Once the RO

completes the review the evaluation is considered compiete, and the decision is final.

Copies of the evaluations, contractor responses, and review comments, if any, will be retained as part of the

contract fiie and may be used in future award decisions.
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S. Designated Contractor Representative

The contractor must identify a primary representative for this contract and provide the full name, title, phone

number, email address, and business address to the CO within 30 days after award.

C. Eiectronic Access to Contractor Performance Evaiuations

The AC will request CPARS user access for the contractor by forwarding the contractor’s primary and alternate

representatives’ information to the CPARS Focal Point (PP).

The EP is responsible for CPARS access authorizations for Government and contractor personnei. The PP will

set up the user accounts and wiil create system access to CPARS.

The CPARS application will send an automatic notification to users when CPARS access is granted. in addition,

contractor representatives will receive an automated emaii from CPARS when an evaiuation report has been

compieted

(End of Supplementary Terms and Conditions)

LES SPECEAL SECURETY REODEREEEEERT .. CONTRACTOR PREMSCREERERS {AUG 2922)

E. Contractors requiring recurring access to Government facilities or access to sensitive but unclassified information

and/or iogical access to information Technology (iT) resources shall verify minimal fitness requirements for ail

persons/candidates designated for empioyment under any Department of Homeiand Security (DHS) contract by pre—

screening the person/candidate prior to submitting the name for consideration to work on the contract. Pre~screening

the candidate ensures that minimum fitness requirement is considered and mitigates the burden of DHS having to

conduct background investigations on objectionabie candidates. The Contractor shall submit only those candidates

that have not had a felony conviction within the past 36 months, iilegal drug use within the past E2 months from the

date of submission of their name as a candidate to perform work under this contract. Contractors are required to flow

this requirement down to subcontractors. Pre—screening involves contractors and subcontractors reviewing:

a. Peiony convictions within the past 36 months: An acceptable means of obtaining information on felony convictions

is from public records, free of charge, orfrom the National Crime information Center (NCiC).

b. Pending/open/unresoived criminai charges of any nature: An acceptabie means of obtaining information reiated to

unresolved criminal charges is through employee seifmcertification, by pubiic records check, or other reference

checks conducted in the normai course of business.

c. iilegal drug use within the past E2 months: An acceptable means of obtaining information related to drug use is

through empioyee self—certification, by public records check; or if the contractor or subcontractor already has drug

testing in piace. There is no requirement for contractors and/or subcontractors to initiate a drug testing program if

they do not have one aiready in place.

d. iv'iisconduct such as criminal activity on the job relating to fraud or theft within the past 12 months: An acceptabie

means of obtaining information reiated to misconduct is through empioyee seif—certification, by public records

check, or other reference checks conducted in the normai course of business.

2. Pre—screening shaii be conducted within 15 business days after contract award. This requirement shaii be piaced in all

subcontracts if the subcontractor requires routine physical access, access to sensitive but unclassified information,

and/or iogical access to ET resources. Failure to compiy with the pre~screening requirement will result in the

Contracting Officer taking the appropriate remedy.

Definition: LogicaiAccess means providing an authorized user the abiiity to access one or more computer system

resources such as a workstation, network, application, or database through automated tools. A iogical access controi

system (LACS) requires validation of an individuai identity through some mechanism such as a personai identification

number (PEN), card, username, and password, biometric, or other token. The system has the capability to assign

different access privileges to different persons depending on their roles and responsibilities in an organization.

{End of Supplementary Terms and Conditionsi
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£29 SECTEDN 508 REQUEREMERTS

Section 508 of the Rehabiiitation Act, as amended by the Workfbrce investment Act of 1998 (PL. 105220)

(codified at 29 U.S.C. § 794d) requires that when Federai agencies deveiop, procure, maintain, or use
information, and communications technoiogy (iCT), it shaii, be accessibie to peopie with disabilities. Federai

empioyees and members of the pubiic with disabiiities must be afforded access to and use of information and
data comparabie to that of iiederai empioyees and members of the public without disabiiities.

Ail products, piatforms and services delivered as part of this work statement that, by definition, are deemed iCT

shaii conform to the revised regulatory implementation of Section 5055 Standards, which are located at
36 CPR. ii; i, i94.i 8: Appendix A, C at D, and availabie at httpszfiwwwgpo.sov/fdsvs/piro/CFR—Z0i 7~titie3ti~

volii/pdfi’CiiRm201Tutitieiio—voiiimparti i94.pdf. in the revised regulation, iCT repiaeed the term eieetronic and
information technoiogy (BET) used in the original 508 standards. iCT inciudes iT and other equipment.

Exceptions for this work statement have been determined by DHS and oniy the exceptions described herein may
be applied. Any request for additionai exceptions shaii be sent to the Contracting Officer and a determination

wili be made according to DHS Directive 13945, Office ofAccessibie Systems and Technoiogy, dated
November i2, 20i S, and DiiS instruction i39~05~00i, Managing the Accessible Systems and Technoiogy

Program, dated November 20, 20i8, or any successor pubiication.

 

Section 508 Requirements for Technoiogy Products

Section 508 appiicahiiity to information and Communications Technoiogy (iCT): Platform as a Service

Applicabie Exception: N/A Authorization if: bl/A

Applicabie functionai Performance Criteria: Aii funetionai performance criteria in Chapter 3 appiy to when

using an aiternative design or technology that resuits substantiaiiy equivaient or greater accessibiiity and
usabiiity by individuais with disabiiities than wouid be provided by conformance to one or more of the

requirements in Chapters 4 and 5 of the Revised 50S Standards, or when Chapters 4 or 5 do not address one or
more functions ofiCT.

Appiicabie 50S requirements for eieetronic content features and components (inctuding but not limited to

internet or intranet website): Aii requirements in E205 appiy, inctuding ail WCAG 2.0 Levei A and AA Success
Criteria appiy as specified in E205

Applicabie 508 requirements for software features and components (inctuding but not iimited to Web, desktop,

server, mobiie ciient appiications)

Applicabie 50S requirements for hardware features and components: Does not apply

Applicabie 508 requirements for support services and documentation: Ail requirements in Chapter 6 appiy
Section 508 Requirements for Technoiogy Services

i) When providing Piatforrn as a Service (PaaS) or Software as a Service (Saa S), the contractor shaii ensure

services conform to the appiicable Section 508 standards (inciuding the requirements in Chapter 5 for software
and WCAC: Levei A and AA Levei 2.0 success criteria for web and software. When the requirements in

Chapter 5 do not address one or more software functions, the Contractor shaii ensure conformance to the
Functional, Performance Criteria specified in Chapter 3.) The agency reserves the right to request an

Accessibiiity Conformance Report (ACR) for PaaS and SaaS offerings. The ACR shouid be created using the
Voiuntary Product Accessibiiity Tempiate Version 2.2 508 ior later). The tempiate can be iocated

at https://www.itic.org/policv/accessibilitv/vpat
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2) When providing cioud hosting services (infrastructure as a Service, Platform as a Service, Software as a

Service, etc.) the Contractor shaii ensure user administrative screens, dashboards and portais used to configure,
and monitor cioud services conform to the Section 508 standards.

3) The Contractor shaii ensure cioud hosting services shaii not reduce the ievei of Section 508 conformance for

iCT migrated by DHS to the cloud hosting environment.

4) Contractor personnei shaii possess the knowledge, sitiiis and abiiities necessary to address the accessibility
requirements in this work statement.

Section 508 Deliverabies

Section 508 Accessibiiity Conformance Reports: Por each iCT item offered through this contract (inctuding

commerciaiiy avaitable products, and solutions consisting ofiCT that are deveioped or modified pursuant to
this contract), the Ofteror shalt provide an Accessibility Conformance Report (ACE?) to document contonnance

ciaims against the applicabie Section 508 standards.

The ACR shaii be based on the Voluntary Product Accessibiiity Tempiate Version 2.0 508 (or successor
versions). The template can be found at https://wnww.itic.org/poiicv/accessibilitv/vpat. Each ACR shaii be

compteted by foiiowing ali of the instructions provided in the template, including an expianation of the
validation method used as a basis for the conformance ciaims in the report.
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