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FTEMS AND PRICES, BELIVERY SUHEDULE AXND ACCOUNTING DATA
FOR
DELIVERY ORDER: Y0BSU23F00000043

i1 SCHEDULE OF SUPPLIES/GERVICES

ase Agcess
,\ t‘fn}é}%ﬂ \{} ﬂ?{}“ W SRR

(b)(4)

Law Enforcement Investigative Datsbase Access
Cntion 4 (December 1, 2026 - November 3G, 2027)
Total Price (Base Plus Four Oplinn Years)

403

1.2 ACCOUNTING and APPROPRIATION DATA

ITEM # | ACCOUNTING and APPROPRIATION DATA ARIOIIT ]
10 6100287 TUSCRGLOSORA2 1 1240070002 3300814 1 10000BE00 183012577
TASH  GTO20232073 US30000
26 S100 257 TUSCRGLOSD9421 1240070002 35 301P01 00000000 TU30I2877
TASE 32024 DI30500
36 LOB09471 1 TAG0Z00023 SH0A RIBOU0NON0T TL3072577
3 0530000
10 SGLOSORIZ] | 2400700023300 A 100000NUNT TLI301 2577
PRIHEERINEIE L
56 SGLOSDHYAZT 12400200023 S00MAT 1O000BR00 183012577
20232023 DA3GDHOD ( b) ( 4)
&6 SO B00421 1 P00 200023 SU0MA L 1ONDOREDD 183012577
SRS RIA LT
7 SGLAOSORAZ ] 1 240070002 33000 A 100000RUNT TLI3012577
23"?3“?2 HARIEEE
G CRGLORDOATL 12400700023 S00IP0RIN0NADD TU3012577
(16}
5 S008I 3TTUSCEGLUB09421 1 2400700023 S00TTOTO0000000 TURR2I3TT
TAS# SO232023 B530000
100 SGLOSORA LI 240070002 3300A A 1 200000000 TLIZ022877
D023 GSANON0
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110 6100.25877TUSCSGLCS09421 12400Z200023500MA1 100008800 1S3012577
TAS# 07020232023 0536000
120 6100.2577TUSCSGLUS09421 1 1000Z00023500MA 1 10000B80G0 180022577 ( b ) (4)

TAS#E 07020232023 0530000
130 6100.257TUSCSGLCS09421 12400200023500MA1100008BR00 153012577
TAB#E 07020232023 0530000

L3 DELIVERY SCHEDULE

(b)(7)(E)

L4 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full
text. Upon reguest, the Contracting Officer will make their full text available. Also, the full text of a clause may be
accassed slactronically at this/these address{es):

www.acquisition.gov

L. FEDERAL ACQUISITION REGULATION (48 CHAPTER 1) CLAUSES

NUMBER TITLE
LS  52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE (AUG 2020)

1.6 52.212-4 CONTRACT TERMS AND CONDITIONS - COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES
(NOV 2021)

1.7 52.232-3% UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUN 2013)
L8 52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (NOV 2021)

L9 52.212-8 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE
ORDERS--COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (OCT 2022)

{a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated
in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions of
commercial products and commercial services:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) (section
743 of Division E, Title Vii, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235)
and its successor provisions in subsequent appropriations acts {and as extended in continuing resolutions))

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky
.ab and Other Covered Entities (NOV 2021} (Section 1634 of Pub. L. 115-91).
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{3} 52.204-25, Prohibition on Contracting for Certain Taelecommunications and Vidao Surveillance Services or
Equipment. (NOV 2021) (Saction 889(a)(1}{A) of Pub. L. 115-232).

(4} 52.208-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015)
(53 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(6) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77 and 108-78 (19 U.8.C.
3805 note)).

{b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as
being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial products and commercial services:

[Contracting Officer check as appropriate.]

[X] (1) 52.203-8, Restrictions on Subcontractor Sales to the Government (JUN 2020), with Alternate | (NOV 2021} (41
U.S8.C. 4704 and 10 U.S.C. 2402).

[X] (2} 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C. 3509).

[1(3) 52.203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (JUN 2010)
{Section 1553 of Pub. L. 111-5). Applies to contracts funded by the American Recovery and Reinvestment Act of
2008,

[X] (4} 52.204-10 Reporting Executive Compensation and First-Tier Subcontract Awards (JUN 2020} (Pub. L.109-282)
(31 U.S.C. 6101 note)

{1 (5) [Resserved].
{1 (8) 52.204-14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111-117, section 743 of Div. C}.

[1(7)52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (OCT 2016) (Pub. L. 111~
117, section 743 of Div. C).

[X](B) 52.209-8, Protecting the Governmant's Interest When Subcontracting with Contractors Debarrad, Suspended,
or Proposed for Debarment (NOV 2021) (31 U.8.C. 6101 note).

[X](9) 52.209-9, Updatas of Publicly Avallable Information Regarding Responsibility Matters (OCT 2018) (41 U.S.C.
2313)

{1 (10} [Reserved].
[1(11)52.218-3, Notice of HUBZone Set-Aside or Sole-Source Award (OCT 2022) (15 UL.S.C. 657a).

1 (12)52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns {(OCT 2022) (if the
offeror elects to walve the preference, it shall so indicate in its offery (15 U.5.C. 657a).

1 (13) [Reserved]
[1 (14} (iy 52.219-6, Notice of Total Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).
[l (iiy Alternate | (MAR 2020) of 52.218-8.
[l (15) (iY 52.219-7, Notice of Partial Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).
[l (iiy Alternate | (MAR 2020) of 52.218-7.
[1(16) 52.219-8, Utilization of Small Business Concerns (OCT 2022) (15 U.S.C. 637(d}2) and {3}).

[ (17) (i) 52.219-9, Small Business Subcontracting Plan (OCT 2022) (15 U.S.C. 637(d)(4).
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[ (i) Alternate | (NOV 20186) of 52.219-9.
[ (iify Alternate Il (NOV 2018} of 52.219-9.
[} (iv) Alternate I (JUN 2020) of 52.218-9.
[1 (v} Alternate IV (SEP 2021) of 52.218-9.
1 (18) (i) 52.219-13, Notice of Set-Aside of Orders (MAR 2020) (15 U.S.C. 644(r)).
[1 (iiy Alternate | (MAR 2020) of 52.219-3.
[1(19) 52.219-14, Limitations on Subcontracting (OCT 2022} (15 U.S.C. 837(a)(14)).
[1(20) 52.2198-16, Liquidated Damages--Subcontracting Plan (SEP 2021) (15 U.S.C. 837(dX4)(F}1).
[1(21) 52.219-27, Notice of Service-Disabled Vateran-Owned Small Business Set-Aside (OCT 2022) (15 U.S.C. 6571},
[1(22){(i) 52.219-28, Post Award Small Business Program Rerepresentation (OCT 2022) (15 U.5.C. 632(a)(2)).
[ (iiy Alternate | (MAR 2020} of 52.219-28.

[1(23)52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-Owned
Small Business (EDWOSE) Concerns (OCT 2022) (15 U.S.C. 637(m3).

[1(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Businass Concerns Eligible
Under the Women-Owned Small Business Program (OCT 2022) (15 U.S.C. 837(m)).

[1(25)52.219-32, Orders Issued Diractly Under Small Business Reserves (MAR 2020)(15 U.5.C. 844(r)).
{1 (26) 52.218-33, Nonmanufacturer Rule (SEP 2021) (15 U.S.C. 637(a)(17)).
(X1 (27) 52.222-3, Convict Labor (JUN 2003) (E.0. 11755).
[X](28)52.222-19, Child Labor--Cooperation with Authoritiss and Remedies (JAN 2022) (E.O. 13126).
[X](29) 52.222-21, Prohibition of Segregated Facilitiss (APR 2015).
(X1 (30)(i) 52.222-26, Equal Opportunity (AUG 2018) (E.0. 11248).
[l (iiy Alternate | (FEB 1999) of 52.222-286.
(X1 (31)(i) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).
{1 (ily Alternate | (JUL 2014) of 52.222-35.
X1 (32){i) 52.222-38, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.8.C. 793).
{1(ily Alternate | (JUL 2014} of 52.222-36
IX1(33) 52.222-37, Employment Reports on Veterans (JUN 2020} (38 U.S.C. 4212).
X} (34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2018} (E.O. 13496).
X} (3531} 52.222-50, Combating Trafficking in Persons (NOV 2021} (22 U.S.C. chapter 78 and E.O. 13627).
[ (i) Alternate | (MAR 2015) of 52.222-50 (22 U.5.C. chapter 78 and E.O. 13627).
[1(30) 52.222-54, Employment Eligibility Verification (MAY 2022). {(Executive Order 12888). (Not applicable to the

acquisition of commercially available off-the-shelf items or cartain other types of commercial products or
commercial services as prescribed in FAR 22.1803)
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1 (3731} 52.223-9, Estimate of Percentage of Recovared Material Contant for EPA-Deasignated Products Hams (MAY
2008) (42 U.5.C. 8962(cy(3)AX)ID). (Not applicable {0 the acquisition of commercially available off-the-shelf items.)

[1(ii) Alternate | (MAY 2008) of 52.223-9 (42 U.S.C. 6862(H{2XC)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

[1(38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 2016)
(£.0. 13693).

[1(39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditicners (JUN
2016} (£.0. 13693)

[1(40) (i) 52.223-13, Acquisition of EPEAT®-Registered Imaging Equipment (JUN 2014) (E.0.5 13423 and 13514).
[ (iiy Alternate 1 (OCT 2015) of 52.223-13.

[1(41) (i) 52.223-14, Acquisition of EPEAT®-Registered Televisions (JUN 2014) (E.O.s 13423 and 13514).
[1 (iiy Alternate | (JUN 2014) of 52.223-14.

[1{42) 52.223-15, Energy Efficiency in Energy--Consuming Products (MAY 2020) (42 U.S.C. 8258b).

[1{43){i) 52.223-16, Acquisition of EPEAT®-Registered Personal Computer Products {(OCT 2015) (E.O.s 13423 and
13514).

[1 (iiy Alternate | (JUN 2014) of 52.223-18.
[X]{44)52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (JUN 2020} (E.O. 13513)
[} (45) 52.223-20, Aerosols (JUN 2018) (E.O. 13693).
{1 (48) 52.223-21, Foams {(JUN 2016) (E.O. 13693).
[} (47) (i) 52.224-3, Privacy Training (JAN 2017 (5 U.8.C. 552a).
[l (i) Altarnate | (JAN 2017) of 52.224-3.
[1(48) (i) 52.225-1, Buy American - Supplies (OCT 2022) (41 U.5.C. chapter 83).
{1 (iiy Alternate | (OCT 2022) of 52.225-1
1 (493D 52.225-3, Buy American--Free Trade Agreements--lsrasli Trade Act (OCT 2022) (41 U.S.C. chapler 83, 19
U.8.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 18 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108~
78, 108286, 108--302, 108-53, 108169, 100283, 110138, 112-41, 112-42, and 112-43.
[l (iiy Alternate | (MAY 2014) of 52.225-3.
{1 (iliy Alternate 1l (MAY 2014) of 52.225-3.
{] (iv) Alternate Il (MAY 2014) of 52.225-3.
{1 (v) Alternate IV (OCT 2022) of 52.225-3.
{1(50) 52.225-5, Trade Agreements (OCT 2019) (13 U.S.C. 2501, et seq., 18 U.S.C. 3301 note).

1 {51) 52.225-13, Restrictions on Certain Foreign Purchases {June 2008) (E.O.'s, proclamations, and siatules
administered by the Office of Foreign Assets Control of the Department of the Treasury).

I} (52) 52.225-28, Contractors Performing Private Sacurity Functions Outside the Uniled States (OCT 2016) (Saction
862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).
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[1(53) 52.226-4, Notice of Disaster or Emergency Area sel-Asids (NOV 2007)
[1(54) 52.226-5, Restrictions on Subcontracting Cutside Disaster or Emergency Area (NOV 2007)
[1(55)52.229-12, Tax on Certain Foreign Procurements (JUN 2020).

[1(56) 52.232-28, Terms for Financing of Purchases of Commercial Products and Commercial Services (NOV 2021}
(41 U.S.C. 4505, 10 U.B3.C. 2307{7).

[1(57) 52.232-30, Instaliment Paymenis for Commercial Products and Commercial Services (NOV 2021} (41 U.S.C.
4505, 10 U.S.C. 2307(7).

[X] (58) 52.232-33, Payment by Elactronic Funds Transfer-System for Award Management (OCT 2018) (31 U.S.C.
3332).

[1(58) 52.232-34, Payment by Electronic Funds Transfer--Other than System for Award Management (JUL 2013) (31
U.S.C. 3332).

[1{60) 52.232-36, Payment by Third Party (MAY 2014} (31 U.8.C. 3332).
[1(61) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a).
[1{(62) 52.242-5, Payments to Small Business Subcontractors (JAN 201715 U.S.C. 637(d){13)).

[1{(63){i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (NOV 2021) (46 U.8.C. Appx.
1241(b) and 10 U.8.C. 2631).

{1(ii) Alternate | (APR 2003) of 52.247-64.
{1 (iity Alternate Il (NOV 2021) of 52.247-64
{cy The Contractor shall comply with the FAR clauses in this paragraph (¢}, applicabla to commercial servicas, that the
Contracting Officer has indicated as being incorporated in this contract by reference to implemsnt provisions of law or
Executive orders applicable to acquisitions of commercial products and commercial servicas:
[Contracting Officer check as appropriate.]

[1(1)y52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).

[1(2)52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (28 U.S.C. 206 and 41 U.5.C. chapter
B7).

[1(3)52.222-43, Fair Labor Standards Act and Service Contract Labor Standards—~Price Adjustment (Multiple Year
and Option Contracts) (AUG 2018) (28 U.5.C. 208 and 41 U.3.C. chapter 67).

[1(4)52.222-44, Fair Labor Standards Act and Service Contract Labor Standards—Price Adjustment (MAY 2014) (28
U.8.C 206 and 41 U.S.C. chapter 67).

[1(5)52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment—Requirements (MAY 2014) (41 U.8.C. Chapter 67).

[1(6)52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services
- Requirements (MAY 2014) (41 U.S.C. chapter 67).

[1(7) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026 {(JAN 2022)
[1(8)52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2022) (E.O. 137086)

[1(9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.8.C. 1792).
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{d} Comptroller General Examination of Record The Contractor shall comply with the provisions of this paragraph (d) if
this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, as definad in
FAR 2.101, on the date of award of this contract, and does not contain the clause at 52.215-2, Audit and Records--
Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall
have access to and right 1o examine any of the Coniractor's directly pertinent records involving transactions related
to this contract.

(2) The Contractor shall make available at its offices at all reascnable times the records, materials, and other evidence
for examination, audit, or reproduction, untit 3 years after final payment under this contract or for any shorter pericd
specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this confract is
completely or partially terminated, the records relating to the work terminated shall be made available for 3 vears
after any resulting final termination settlement. Records relating to appeals under the disputes clause or to litigation
or the settlement of claims arising under or relating to this contract shall be made available until such appeals,
litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other dats,
regardless of type and regardiess of form. This does not require the Contractor to create or maintain any record
that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.

() (1) Notwithstanding the requirements of the clauses in paragraphs {a), (b), (¢}, and (d) of this clause, the Contractor is
not requirad to flow down any FAR clause, other than those in paragraphs {(e){1) in a subcontract for commercial
products and commercial services. Unless otherwise indicated below, the extent of the flow down shall be as
reguired by the clause~--

(i} 52.203-13, Contractor Code of Business Ethics and Conduct (NOV 2021) (41 U.S.C. 3508).

(il) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017)
{section 743 of Division E, Title VI, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub.
L. 113--235) and its successor provisions in subsequent appropriations acts (and as extendad in continuing
resoclutions)}).

(iiiy 52.204--23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by
Kaspersky Lab and Other Covered Entities (NOV 2021) (Saction 1634 of Pub. L. 115-81).

(iv) 52.204--25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or
Equipmant. (NOV 2021) (Section 889(a){1)(A) of Pub. L. 115-232).

{vy52.219-8, Utilization of Small Business Concerns (OCT 2022) (15 U.S.C. 637(d)2) and (3)), in all subcontracts
that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business
concerns) exceads the applicable threshold specified in FAR 19.702(a) on the date of subcontract award, the
subcontractor must include 52.218-8 in lower tier subcontracts that offer subcontracting opportunities.

{vi) 52.222-21%, Prohibition of Segregated Facilities (APR 2015)

{vil) Equal Opportunity (SEP 20186} (E.C. 11248).

{viii} 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 UL.S.C. 4212).

{ix) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.8.C. 793).

(%3 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.8.C. 4212)

(i) 52.222-40, Notification of Employee Righis Under the National Labor Relations Act (DEC 2010) (£.0. 13496).
Flow down required in accordance with paragraph {fy of FAR clause 52.222-40.

{(xiiy 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.8.C. chapter 67).

Odily [X] (A 52.222-50, Combating Trafficking in Persons (NOV 2021) (22 U.8.C. chapter 78 and E£.C. 13627).

10 0f 26

CBP-FO-2023-125051-000032



[l (B) Alternate | (MAR 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment—~Requirements (MAY 2014) (41 U.S.C. chapler 67).

(xv} 52.222-53, Exemption from Application of the Service Coniract Labor Standards to Contracts for Certain
Services—Requirements (MAY 2014} (41 U.S.C. chapler 67).

(xvi) 52.222-54, Employment Eligibility Verification (MAY 2022).
{xvii) b2.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026 (JAN 20223,
{xviii) 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2022) (E.O. 137086).
(xix} (A) 52.224-3, Privacy Training (JAN 2017} (5 U.S.C. 552a).
(B) Alternate | (JAN 2017) of 52.224-3.

{xx) B2.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2018) (Section
862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.8.C. 2302 Note).

{xxi) 52.226-8, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.S.C. 1792).

{xxily 52.247-64, Prefaerence for Privately Ownad U.S . -Flag Commercial Vessels (NOV 2021) (46 U.S.C. Appx
1241(byand 10 U.8.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2} While not required, the Contractor may include in its subcontracts for commercial products and commercial
services a minimal number of additional clauses necessary 1o satisty its contractual obligations.

(End of clause)

110 52.217-8 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

{a) The Government may extend the term of this contract by written notice to the Contractor within 2 days,
provided the Government gives the Contractor a preliminary written notice of its intent to extend at least 10
days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

{¢) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 5
years.

(End of clause)

L1411 52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1384)

{a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an
authorized deviation is indicated by the addition of (DEVIATION) after the date of the clause.

{b} The use in this solicitation or contract of any clause with an authorized deviation is indicated by the addition of
(DEVIATION) after the name of the regulation.

{End of clause)

112 52.204-23 - PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES DEVELOPED
OR PROVIDED BY KASPERSKY LAB AND OTHER COVERED ENTITIES (DEVIATION 20-05)

{a}) Definitions. As used in this clause -
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“‘Covered arficle” means any hardware, software, or service that -

(1) Is developed or provided by a covered entity;

(2) Includes any hardware, software, or service developed or provided in whole or in part by a covered entily; or

(3) Contains components using any hardware or software developed in whole or in part by a covered entity.
“Covered entity’ means -

(1) Kaspersky Lab;

(2) Any successor entity to Kaspersky Lab;

(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or

{4} Any entity of which Kaspersky Lab has a majority ownership.

(b)Y Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L. 115-81)
prohibits Government use of any covered article. The Contractor is prohibited from -

(1) Providing any covered article that the Government will use on or after October 1, 2018; and

(2) Using any covered article on or after October 1, 2018, in the development of data or deliverables first produced
in the performance of the contract.

{c) Reporiing requirement.

(1) In the svent the Contractor identifies covered article provided to the Government during contract performance, or
the Contractor is notified of such by a subcontractor at any tier or by any other source, the Contfractor shall
report, in writing, via emall, o the Contracting Officer, Contracting Officer's Rapresentative, and the Enterprise
Security Operations Center (S0OC) at NDAA Incidents@hqg.dhs.gov, with required information in the body of the
email. In the case of the Department of Defense, the Contractor shall report to the website at
hitps://dibnet.dod.mil. For indefinite delivary contracts, the Contractor shall report to the Enferprise S30OC,
Contracting Officer for the indefinite delivaery contract and the Contracting Page 5 of 8 Officer(s) and Contracting
Officer's Raprasentative(s) for any affected order or, in the cases of the Department of Defanse, identify both the
indefinite delivery contract and any affected ordars in the report provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (c){1) of this clause:
{iy Within 1 business day from the date of such identification or noftification: the contract number; the order
number(s), if applicable; supplier name; brand; model number (Original Equipment Manufacturar (OEM)

number, manufacturer part number, or wholesaler number); item description; and any readily available
information aboutl mitigation actions undertaken or recommended.

(il Within 10 business days of submitting the report pursuant to paragraph (c){1) of this clause: any further
available information about mitigation actions undertaken or recommended. In addition, the Contracter shall
describe the efforts it undertook to prevent use or submission of a covered article, any reasons that led 1o the
use or submission of the covered article, and any additional efforts that will be incorporated 1o prevent future
use or submission of covered articles.

{c) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph {d), in all
subcontracts, including subcontracts for the acquisition of commercial items.

{End of clause)

L13 52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT (DEVIATION 20-05) (DEC 2020)

{a) Definitions. As used in this clause -
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*Backhaul means intermediale links between the core network, or backbone network, and the small subnetworks at
the edge of the network (e.g., connecting cell phonesftowers 1o the core telephone network). Backhaul can be wireless
(e.¢., microwave) or wired {e.g., fiber optic, coaxial cable, Ethernet).

“Covered foreign couniry” means The People's Republic of China.
“Covered telecommunications equipment or services” means -

(1) Telecommunications equipment produced by Huawel Technologies Company or ZTE Corporation {or any
subsidiary or affiliate of such entities);

(2} For the purpose of public safely, security of Government facilities, physical security surveillance of critical
infrastructure, and other national security purposes, video surveillance and telecommunications equipment
produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua
Technology Company {(or any subsidiary or affiliate of such entities);

(3) Telecommunications or video surveiliance services provided by such entities or using such equipment; or

(4) Telecommunications or video surveiliance equipment or services producad or provided by an entity that the
Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the Federal
Bureau of Investigation, reasonably believes to be an entity owned or controllad by, or otherwise connected to,
the government of a covered foreign country.

“Critical technology” means -

(1) Defense articles or defense services included on the United States Munitions List set forth in the International
Traffic in Arms Regulations under subchapter M of chapter | of title 22, Code of Federal Regulations;

(2) Items included on the Commercae Control List set forth in Supplement No. 1 to part 774 of the Export
Administration Regulations under subchaptar C of chapter Vil of title 15, Code of Federal Ragulations, and
controlled -

(iy Pursuant to multilateral regimes, including for reasons relating to national securily, chemical and biclogical
weapons proliferation, nuclear nonproliferation, or missile tachnology; or

(il) For reasons relating {o regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, matarials, software, and
technology coverad by part 810 of title 10, Code of Federal Regulations {relating to assistance to foreign atomic
energy activities),

{4) Nuclear facilitiss, squipment, and material covered by part 110 of title 10, Code of Federal Regulations {ralating
to export and import of nuclear equipment and material};

{5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 8 of such
Code, or part 73 of title 42 of such Code; or

{8) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of
2018 (B0 U.S.C. 4817).

“Interconnection arrangements” means arrangements governing the physical connection of two or more nefworks 1o
allow the use of another's network to hand off traffic where it is ultimately dslivered {(e.q., connsction of a customer of
telephone provider A {o a customer of telephone company B) or sharing data and other information resources.

“Reasonable inquiry” means an inquiry designed to uncover any information in the entity’s possession about the
identity of the producer or provider of covered telecommunications equipment or services used by the entity that
excludes the need to include an internal or third-party audit.

“Roaming” means cellular communications services (e.g., voice, video, data) received from a visited network when
unable fo connect {o the facilities of the home network either because signal coverage is too weak or because traffic is
too high.
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“Substantial or essential component” means any component necassary for the proper function or performance of a
piece of equipment, system, or service.

(b} Prohibition.

(1) Section 889(a){1){A) of the John 5. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L.
115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or oblaining, or
extending or renewing a contract to procure or obtain, any equipment, system, or service that uses covered
telecommunications equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system. The Contractor is prehibited from providing to the Government any
equipment, system, or service that uses covered telecommunications equipment or services as a substantial or
essential component of any system, or as critical fechnolegy as part of any sysiem, unless an exception at
paragraph {c) of this clause applies or the covered telecommunication equipment or services are covered by a
walver described in FAR 4.2104.

(2) Section 889(a){(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L.
115-232) prohibits the head of an executive agency on or after August 13, 2020, from enifering into a contract, or
extending or renewing a confract, with an entity that uses any equipment, system, or service that uses covered
telecommunications eguipment or services as a substantial or essential componant of any system, or as critical
technology as part of any system, unless an exception at paragraph (c) of this clause applies or the covered
telecommunication eguipment or services are covered by a walver described in FAR 4.2104. This prohibition
applies to the use of covered telecommunications equipment or services, regardless of whether that use is in
performance of work under a Federal contract.

{c) Exceptions. This clause doeas not prohibit contractors from providing -

(1) A service that connacts to the facilities of a third-party, such as backhaul, roaming, or interconnection
arrangements; or

(2) Telecommunications equipment that cannot routs or rediract user data traffic or permit visibility into any user
data or packets that such squipment transmits or otherwise handias,

(d) Reporting requirement.

(1) In the svent the Contractor identifies covered talecommunications equipment or services used as a substantial
or essential component of any system, or as critical technology as part of any system, during contract
performance, or the Contractor is notified of such by a subcontractor at any tier or by any other source, the
Contractor shall report the information in paragraph (d}(2) of this clause in writing via email to the Contracting
Officer, Contracting Officer's Representative, and the Nelwork Operations Securily Center (NOSC) at
NDAA Incidents@haq.dhs.gov, with required information in the body of the emalil. In the case of the Department
of Defense, the Contractor shall report to the website at hitps:/dibnet.dod.mil. For indefinite delivery contracts,
the Contractor shall report to the NOSC, Contracling Officer for the indefinite delivery contract and the
Contracting Officer{s) and Contracting Officer's Representative(s) for any affected order or, in the case of the
Department of Defense, identify both the indefinite delivery contract and any affected orders in the report
provided at https://dibnet.dod.mil.

{2} The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause -

(i} Within one business day from the date of such identification or notification: the contract number; the order
number(s), if applicable; supplier name; supplier unique entity identifier (if known); supplier Commercial and
Government Entity (CAGE) code (f known); brand; model number (original equipment manufacturer number,
manufaciurer part number, or wholesaler number); item description; and any readily available information
about mitigation actions undertaken or recommended.

{iiy Within 10 business days of submitting the information in paragraph (d){(2)(i) of this clause: any further
available information about mitigation actions undertaken or recommendad. In addition, the Contractor shall
dascribe the efforts it undertook to prevent use or submission of covered telecommunications equipment or
services, and any additional efforts that will be incorporated to prevent fulure use or submission of covered
telecommunications equipment or services.
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(e} Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e) and excluding
paragraph {B)2), in all subcontracts and other contractual instruments, including subcontracts for the acquisition of
commercial items.

(End of clause)

114 52.223-99 ENSURING ADEGUATE COVID-19 SAFETY PROTOCOLS FOR FEDERAL CONTRACTORS (OCT
2021){DEVIATION)

(a) Definition. As used in this clause -
United States or its outlying areas means —
(1) The fifty States;
(2} The District of Columbia;
(3) The commonwealths of Puerto Rico and the Northern Mariana islands;
{4) The territories of American Samoa, Guam, and the United States Virgin islands; and

{5) The minor outlying islands of Baker Island, Howland Island, Jarvis Island, Johnston Atoll, Kingman Reef, Midway
Islands, Navassa Island, Palmyra Atoll, and Wake Atoll.

(b)Y Authority. This clause implements Executive Order 14042, Ensuring Adequate COVID Safety Protocols for Federal
Contractors, dated September 8, 2021 {published in the Federal Register on September 14, 2021, 86 FR 50985).

{cy Compliance. The Confractor shall comply with ali guidance, including guidance conveyed through Frequently Asked
Ciuestions, as amended during the performance of this contract, for contractor workplace locations published by the
Safer Federal Workforce Task Force (Task Force Guidance) at hitps /Awww . saferfederalworkforce. govicontractors/,

{d) Subconiracts. The Contractor shall include the substance of this clause, including this paragraph (d), in subcontracts
at any tier that exceed the simplified acquisition thrashold, as defined in Federal Acquisition Reguiation 2.101 on the
date of subcontract award, and ara for servicas, including construction, performed in whole or in part within the United
Statas or its outlying areas.

(End of clause)
115 52.224-3 PRIVACY TRAINING, ALTERNATE | (DEVIATION)
{a) Definition. As used in this clause, personally identifiable information means information that can be used to distinguish
or trace an individual's identity, sither alone or whan combined with other information that is linked or linkable to a
specific individual, (See Office of Management and Budget (OMB) Circular A-130, Managing Federal Information as a

Strategic Resource).

{b) The Contractor shall ensure that initial privacy training, and annual privacy training thereafter, is completed by
contracior emplovees who--

{1) Have access o a system of records;

{2) Create, collect, use, process, stere, maintain, disseminate, disclose, dispose, or otherwise handle personally
identifiable information on behalf of an agency; or

{3) Design, develop, maintain, or operate a system of records (see also FAR subpart 24.1 and 39.105).

{c} The contracting agency will provide initial privacy training, and annual privacy training theresafter, to Contractor
employees for the duration of this contract. Contractor employees shall satisfy this requirement by completing Privacy
at DHS: Protecting Personal Information accessible at http/fwww . dhs . govidhs-security-and-training-requirements-

contractors. Training shall be completed within 30 days of contract award and be completed on an annual basis
thereafter not later than October 31 of each year.
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{d} The Contractor shall maintain and, upon request, provide documeantation of completion of privacy training to the
Contracting Officer.

(e} The Contractor shall not allow any employee access (o a system of records, or permit any employee to create, collect,
use, process, store, maintain, disseminate, disclose, dispose or otherwise handle personally identifiable information, or
to design, develop, maintain, or operate a system of records unless the employes has completed privacy training, as
required by this clause.

(1 The substance of this clause, including this paragraph (f}, shall be included in all subcontracts under this contract,
when subcontractor employees will -

(1}  Have a system of records;

(2) Create, collect, use, process, store, maintain, disseminate, disclose, dispose or otherwise handle personally
identifiable information; or

(3) Design, develop, maintain, or operate a system of records.
(End of clause)
116 52.232-18 AVAILABILITY OF FUNDS (APR 1984)

Funds are not presently available for this contract. The Government's obligation under this contract is contingent upon the
availability of appropriated funds from which payment for contract purposas can be made. No legal liability on the part of
the Government for any payment may arise until funds are made available to the Contracting Officer for this contract and
until the Contractor receives notice of such availability, to be confirmed in writing by the Contracting Officer.

(End of clause)

17 3082.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION OF COMMERCIAL
FTEMS

The Contractor agrees to comply with any provision or clause that is incorporated herein by reference to

implement agency policy applicable to acquisition of commercial items or components. The provision or clause

in effect based on the applicable regulation cited on the date the solicitation is issued applies unless otherwise

stated herein. The following provisions and clauses are incorporated by reference:

{(a) Provisions.

3052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment Clause.

_3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor Protégé Program.

{(b) Clauses.

3052.204-70 Security Requirements for Unclassified Information Technology Resources.

_3052.204-71 Contractor Employee Access.
Alternate |

X 3052.205-70 Advertisement, Publicizing Awards, and Releases.

3052.209-73 Limitation on Future Contracting.

~3052.215-70 Key Personnel or Facilities.

3052.216-71 Determination of Award Fee.

_3052.216-72 Performance Evaluation Plan.
3052.216-73 Distribution of Award Fee.
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_3052.219-71 DHS Mentor Protége Program.
3052.228-70 Insurance.

__Alternate 1
Alternate Il

_3052.247-71 F.0.B. Origin Only.
3052.247-72 F.0.B. Destination Only.

{End of clause)

.18 CONTRACT TYPE (OCT 2008)
This is g Firm Fixed-Price Contract.
{End of Clause]

L18 PRICING PROVISIONS FOR TASK ORDER OR BLANKET PURCHASE AGREEMENT ISSUED UNDER A
FEDERAL SUPPLY SCHEDULE (JUN 2008)

"This task order/Blanket Purchase Agreement (BPA) is placed under the terms and conditions of the GSA Federal Supply
Schedule contract identified herein. Tha contractor warrants that, throughout performance, the prices charged the
Government shall be as low as, or lower than, those charged the contractor's most favoraed customaers and that the
Government shall never be charged more under this order than the offeror/contractor's currant GSA schaduls rates, or the
rates contained in the task order schedule, whichever are lower.

if this order contains options for additional periods of performance, U.S. Customs & Border Protection (CBP) will invoke
the option only if the offeror/contractor maintains a current GSA schedule. Unilateral options will not ba invokad if the
rates indicated in the task order schedule for the option are higher than current GSA schedule rates, but may be invoked
bilaterally at the offeror/contractor's current GSA rates. The confractor shall provide notice to the Government of any
proposed and/or approved change to the GSA schedule rates. Failure to comply with the provisions of this price warranty
may be cause for termination of the order and the offeror/contracior may be required 1o adjust their billing and/or
reimburse the Government for any charges invoiced in violagtion of the price warranty.”

{End of Clause]

.20 PERIOD OF PERFORMANCE (MAR 2003)
The period of performance of this order shall be for a base year and four option vears as follows:

Base Year. December 1, 2022 through November 30, 2023

Option Year 1. December 1, 2023 through November 30, 2024
Option Year 2: December 1, 2024 through November 30, 2025
Option Year 3: December 1, 2025 through November 30, 2026
Option Year 4; December 1, 2026 through November 30, 2027

[End of Clause]

21 TERM OF THE CONTRACT WITH OPTIONS (MAR 2003)

The contract term shall be for a period of twelve-months (December 1, 2022 — November 30, 2023), subject to the
sovernment’s option to extend the term of the contract in accordance with the clause entitled, “Option to Extend
the Term of the Contract” FAR 52.217-9 contained herein.

{(End of Clause)
22 CONTRACTING OFFICER'S AUTHORITY (MAR 2803)
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The Contracting Officer is the only person authorized o approve changeas in any of the requirements of this contract. In
the event the Contractor effects any changes at the direction of any person other than the Contracting Officer, the
changes will be considered to have been made without authority and no adjustment will be made in the contract price to
cover any increase in costs incurred as a result thereof. The Contracting Officer shall be the only individual authorized to
accept nonconforming work, waive any requirement of the contract, or to modify any term or condition of the contract.

The Contracting Officer is the only individual who can legally obligate Government funds. No cost chargeable to the
proposed contract can be incurred before receipt of a fully executed contract or specific authorization from the Contracting
Officer.

[End of Clause]

1.23 ELECTRONIC INVOICING AND PAYMENT REQUIREMENTS - INVOICE PROCESSING PLATFORM (IPP) (AUG
2022)

Beginning April 11, 2016, payment requests for all new awards must be submitted electronically through the UL
S. Department of the Treasury's Invoice Processing Platform System (IPP). Payment terms for existing
contracts and orders awarded prior to April 11, 2016 remain the same. The Contractor must use IPP for
contracts and orders awarded Aprid 11, 2016 or later, and must use the non-IPP mvotcing process for those
contracts and orders awarded prior to Apnil 11, 2016,

"Payment request” means any request for contract financing payment or invoice payment by the Contractor. To
constitute a proper invoice, the payment request must comply with the requirements identified in FAR
32.905(b), "Payment documentation and process” and the applicable Prompt Payment clause included in this
contract. The IPP website address is: https://www.1pp.gov.

The IPP was designed and developed for Contractors to enroll, access and use IPP for submitting requests for
payment. Confractor assistance with enrollment can be obtained by contacting
IPPCustomerSupport@fims.treas.gov or phone (866} 973-3131.

If the Contractor 13 unable to comply with the requirement to use IPP for submitting invoices for payment, the
Contractor must submit a waiver request in writing to the contracting officer.

(End of Clause)

L24 GOVERNMENT CONSENT OF PUBLICATION/ENDORSEMENT (MAR 2003)

Under no circumstances shall the Contractor, or anyone acting on bahalf of the Contractor, refer (o the supplies,
sarvices, or aquipment furmnished pursuant to the provisions of this contract in any news release or commercial
advertising without first obtaining explicit writlen consent (o do so from the Contracting Officer

The Contractor agrees not to refer to awards in commercial advertising in such a manner as to stats or imply that the
product or service provided is endorsed or preferred by the Federal Government or is considerad by the Government
to be superior to other products or servicas,

{End of Clause]
125 AGENCY LEVEL PROTEST NOTICE (APRIL 2003)
Offerors are notified that per FAR 33.103(d)(4). an independent review of the grounds for a protest is available at a level above the
contracting officer as an alternative to the protest to the agency contracting officer, not as an additional appeal after the protest to the
agency contracting officer has been resolved. A choice to protest to the agency contracting officer therefore relieves CBP of any
further internal review or appeal after the contracting officer’s decision.

.26 SECURITY PROCEDURES (AUG 2022}

. PERSONNEL SECURITY
18 of 26

CBP-FO-2023-125051-000040



A. CBP Suitability Requirements

1.

All Contractor Employees requiring access o CBP facilities and its information technology networks and systems must
undergo an investigation to determine suitability for employment. Based on the position sensitivity designation,
OPR/Personnel Security Division initiates either a T4 or T5 Background Investigation in accordance with CBP
Personnel Security Handbocok, HB 1400-07A,

. Contractor Emplovees who require access to DHS IT systems or development, management, or maintenance of those

systems must be U.S. citizens in accordance with DHS Instruction 121-01-007-01, Revision 1, Chapter 2, Personnel
Security Program Standards, § 13, and Citizenship Requirements, § 13F. {Lawful Permanent Resident status is not
acceptable in this case). A waiver may be granted, as outlined in Chapter 2, § 14 of DHS Instruction Handbook 121-
01-007-01, Revision 01.

. Provided the requirements of DHS Instruction Handbook 121-01-007-01 are met as outlined in paragraph LB.1, below,

Contractor Employeas requiring access to CBP facilities, sensitive information or information fechnology resources are
required to have a favorably adjudicated Tier 4 (T4) or Tier 5 {T5) background investigation (U.8. Office of Personnel
Management (OPM), Suitability Executive Agent and the Director of National Intelligence (DN, Security Executive
Agent, Federal Investigative Standards, December 2012, or its successor), prior to commencing work on this contract,
as outlined in the applicable requirements document, such as a Statement of Work (SOW) or Performance Work
Statement (PWS). Exceptions shall be approved on a case-by-case basis with the Contractor Employee’s access to
facilities, systems, and information limited until the Contractor Employee receives a favorably adjudicated T4 or T5. A
favorably adiudicated T4 or TS shall include various aspects of a Contractor Employee’s life, including employment,
education, residences, police, and court inquires, credit history, and national agency checks.

. For confracts requiring Contractor Employeas to possess a CBP suitahility upon contract inception, the following is

applicable: The Contractor shall submit, within ten (10} working days after award of the contract, a list containing the
full legal name, social security number, place of birth {city and state), and date of birth of employee candidates who
possess favorably adjudicated T4 or TS background investigations that meet federal investigation standards {(as
mandated in the SOW/PWS). Thase individuals will be considered for “raciprocity” as applicable (reference CBP Form
78 - BIRD). For contracts not requiring Contractor Employseas (o possess a CBP suitability upon contract inception,
the following is applicable: The Contractor shall require Contractor Employee candidates, needinga Td or T5
background investigation Tor the contract, o submit information and documentation requested by CBP to initiats the
background investigation process immediately upon reguest by CBP.

Background Investigation information and documentation are submitted by proper completion of standard federal and
agency forms provided by the COR, such as Elactronic Questionnaires for Investigations Processing (e-QiP),
Electronic Fingerprint Submission, CBP Form 78-Background Investigation Requirements Determination (BIRD) Form,
Fair Credit Raporting Act (FCRA), Non-Disclosure Agreemeant (NDA), a Contractor Employae initial Background
investigation Form (CBP Form 77) (Sections A and B), and relevant “clearance” documents (if applicable), etc. The
Contractor is responsible for ensuring all Contract Employee candidates complete the Electronic Questionnaire for
Investigations Processing (e-QiP) and Electronic Fingerprints using their full legal name, correct S8N and ensuring
these actions are completed in a timely manner, within 30 days of e-QIP initiation. The Contractor is also responsible
for ensuring all Contract Emplovese candidates respond to phone calls and check their emails regularly for
communications from the CBP Security Office and/or the field investigator for any necessary actions. The appropriate
forms, to include “clearance” documents if applicable, must be submitted to the COR assigned to the contract, and the
COR shall forward the complsted forms to the CBP security official that will review the information for compleleness
and begin the adjudication and “clearance” {if applicable) process. Any Contract Emplovee candidale who fails to
comply after multiple requests and attempis to reach them will be discontinued from the Background Investigation
process. The Confracter shall then propose a gualified replacement employee candidate 1o the CO and COR within 30
days after being notified of the discontinued Contract Employee candidate.

. CBP cannot provide a standard completion time for a T4 or T5 background investigation as many scenarios affect

CBP’s ability 1o process an individual. During the term of this contract, the Contractor is required to provide the names
of its employees who successfully complete the CBP T4 or T5 process to the CO and COR. Failure of any Contractor
Employee to obtain and maintain a favorably adjudicated T4 or T5 shall be cause for dismissal. For key personnel, the
Contractor shall propose a qualified replacement employee candidate to the CO and COR within 30 days after being
notified of an unsuccessful candidate or vacancy. For all non-key personnel Contractor Employees, the Contractor
shall propose a qualified replacement employee candidate to the COR within 30 days after being notified of an
unsuccessful candidate or vacancy. The CO/COR shall approve or disapprove replacement employees. For contracts
requiring Contractor Employees to possess a CBP suitability per SOW/PWS requirements, continuous failure to
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provide Contractor Employees who meet CBP T4 or TS5 requiremeants may be cause for termination of the contract
{refer #4).

. Security Clearance Requirements

. Contractor Emplovees who require access to classified information must be U8, citizens or have Lawful Permanent
Resident (LPR) status in accordance with DHS Instruction Handbook 121-01-007-01, Rev. 01, the Department of
Homeland Security Personnel Security, Suitability and Fitness Program, Chaptler 2, Personnel Security Program
Standards, § 13, Citizenship Requirements. A waiver may be granted, as outlined in Chapter 2, § 14 of DHS
Instruction Handbook 121-01-007-01.

. For contracts requiring Contractor Employees 10 possess a security clearance upon contract inception, the following is
applicable: The Contracior shall submit, within ten (10} working days after award of the contract, a list containing the
full legal name, social security number, place of birth (city and state), and date of birth of employee candidates who
possess favorably adjudicated T5 background investigations that meet federal investigation standards {as mandated in
the SOW/PWS). These individuals will be considered for “reciprocity” as applicable (refer to CBP Form 78 - BIRD).
For contracts not requiring Contractor Employeas to possess a security clearance upon coniract inceplion, the
following is applicable: The Contractor shall require Contractor Employee candidates, needing a T4 or T5 background
investigation for the contract, to submit information and documentation requested by CBP to initiate the background
investigation process immediately upon request by CBP.

. Background Investigation information and documentation are submitied by proper completion of standard federal and
agency forms provided by the COR, such as Electronic Questionnaires for Investigations Processing (e-QiP),
Electronic Fingerprint Submission, CBP Form 78-Background investigation Requirements Determination {(BIRD) Form,
Fair Credit Reporting Act (FCRA), Non-Disclosure Agreement (NDA), a Contractor Employee Initial Background
investigation Form (CBP Form 77} (Sections A and B), and relevant “clearance” documenits (if applicable), etc. Tha
Contractor is responsible for ensuring all Contract Employse candidates complete the Elactronic Questionnaire for
investigations Processing (e-QiP) and Electronic Fingerprints using their full legal name, correct SSN and ensuring
these actions are completed in a timely manner, within 30 days of e-QIP initiation. The Contractor is also responsible
for ensuring all Contract Employee candidates raspond to phone calls and check their emails regularly for
communications from the CBP Security Office and/or the fisld investigator for any necassary actions. The appropriate
forms, to include “clearance” documents if applicable, must be submitted to the COR assigned to the contract, and the
COR shall forward the completaed forms to the CBP security official that will review the information for complelenass
and bagin the adjudication and “clearance” {if applicable) process. Any Contract Employee candidale who fails to
comply after multiple requasts and attempis to reach them will be discontinued from the Background invastigation
process. The Coniractor shall then propose a qualified replacament employee candidate 1o the CO and COR within 30
days after being notified of the discontinued Contract Employee candidate.

. CBEP cannot provide a standard completion time for a T4 or T5 background investigation as many scenarios affect
CBP’s ability to process an individual. During the term of this contract, the Contractor is required to provide the names
of its employees who successfully complete the CBP T4 or T5 process to the CO and COR. Failure of any Contractor
Employee to obtain and maintain a faverably adjudicated T4 or T5 shall be cause for dismissal. For key personnel, the
Contractor shall propose a qualified replacement employee candidate to the CO and COR within 30 days after being
notified of an unsuccessful candidate or vacancy. For all non-key personnel Contracior Employess, the Contractor
shall propose a qualified replacement employee candidate to the COR within 30 days after being notified of an
unsuccessful candidate or vacancy. The CO/COR shall approve or disapprove replacement employees. Continuous
failure to provide Contractor Employees who meet CBP T4 or T5 requirements may be cause for termination of the
contract.

. Contractor Tracking System

. All Contractor Employees must be entered into the current agency Contractor Tracking System (CTS) database by the
COR or Alternate COR. Additionally, the COR/ACOR shall maintain current, accurate and complete data for
Contractor Employees during their performance on the contract. The Contractor Project Manager (CPM) shall provide
timely start information o the CO/COR or designated government personnel {o initiate the CTS entry. Other relevant
information will also be needed for Contractor Employee record submission in the CTS database such as, but not
limited to, the Contractor Employee’s legal name, brief job description, labor rate, Hash 1D, schedule, and location. The
CO/COR or designated government parsonnel shall provide the CPM with instructions for providing required
information.
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2. The CO/COR may designate responsibility for out-processing to the CPM. The CPM must have an active CBF
Background Investigation (Bl) and an Active Diractory {(AD) account {i.a., email, sfc.) within the agency. CPM shall
provide Contactor Employee depariure/separation date and reason for igaving to the CO/COR in accordance with CBP
Directive 1210-0078, Tracking of Contractor Employees. Failure by the CPM to provide timely notification of
Contractor Employee departure/separation in accordance with the contract requirements shall be documented and
considered when government personnel complete a Contractor Performance Report {under Business Relations) or
other performance related measures.

. CONTROLS
A. Access Controls.

1. The Contractor Employee shall comply with the U.S. Customs and Border Protection's (CBP) administrative,
physical, and technical security controls to ensure that the Government’s security requirements are met.

2. Al Contractor Employees under this contract must wear identification access badges when working in CBP
facilities. Prior to Contractor Employses’ departure/separation, all badges, valid HSPD-12 compliant Personal
Identity Verification (PIV) card, building passes, parking permits, keys, and pass cards must be returned to the
Contracting Officer's Representative (COR). The COR shall immediately notify the cognizant Physical Security
official to ensure that access to all buildings, and facilities, and network are revoked. NOTE: For contracts
within the National Capitol Region (NCR), the Office of Professional Responsibility, Security Management
Division {OPR/SMD) shall be notified immediately, if building access is revoked.

3. Contractor Employees in possession of a valid HSPD-12 compliant PIV card are authorized o access
Department Headquarters and DHS Component Headqguarters while on official business, in accordance with
DHS instruction Manual # 121-01-011-01, Revision # 00.

4. Conftractor Emplovees may be subject to random security screening upon entering certain CBP facilities.

5. Contractor Employees who do not have their PIV cards must sign-in af lobby guard dask, and show a fadearal,
state, or local govarnment-issuad pholo identification (e.q., driver’s license that mesets the requirements of tha
REAL 1D Act of 2005, US passport, U3 military |D card, Tribal 1D, or Permanent Residence card).

B. Visitor Security Management,

1. Visitors accessing any DHS Headquarters or DHS Component Headquarters facilitiss are subjsect to a criminal
history check utilizing the National Crime Information Center (NCIC) system, except as stipulated elsewhsre in
DHS Instruction Manual # 121-01-011-01, Revision # 00.

2. All visitors requesting access to CBP facilities are required to sign-in at designated visiter location, depending on
the facility’s resources. Visitors are required to show a federal, state, or local government-issued photo
idantification (e.g., driver's license that meests the requiremants of the REAL 1D Act of 2005, US passport, US
military 1D card, Tribal 1D, or Permanent Residence card), unless otherwise directed by the Facility Security
Manager (FSM) or CBP Assistant Technical Represeniative (ATR).

3. Visitors must be escorted to their intended CBP destination by CBP employees or CBP contractors with a valid
CBP-issued PIV card capable of operating the turnstiles. Supplemental access cards cannot be used for
escorting purposes without g valid CBP-issued PIV card.

4, Visitor passes will be issued only at designated locations andfor entrances. All visitors are required to pass
through screening at the designated entrances. All visitors must be escoried back 1o the security desk by a
CBP employee or CBP contractor.

. INFORMATION SECURITY REQUIREMENTS
A. Managing Sensitive Security Information.

1. Work under this contract may require access to sensitive information as defined under Homeland Security
Acquisition Regulation (HSAR) Clause 3052.204-71, Contractor Employes Access, included in the
solicitation/contract. The Contractor Employee shall not disclose, orally or in writing, any sensitive information fo
any person unless authorized in writing by the CO.

P Py
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2. The Department of Homsland Security (DHS) requiras that Contractor emplovees take an annual information
Technology Security Awareness Training course before accessing sensitive information under the confract.
Unless otherwise specified, the training shall be completed within thirty (30) days of contract award and be
completed on an annual basis thereafter not later than Oclober 31st of each year. Any new Contractor

employees assigned to the contract shall complete the training before accessing sensitive information under the
contract.

3. All services provided under this contract must be compliant with the Department of Homeland Security (DHS)
information security policy identified in DHS Sensitive Systems Policy Directive 4300A, v.13.1, DHS Sensitive

Systems Handbook 43004, v.12.0, or lalest available version, and CBP Information Security Handbook (HB
1400-04A).

4. Sensitive Information, as used in this clause, means any information, which if lost, misused, disclosed, or,
without authorization is accessed, or modified, could adversely affect the national or homeland security interest,
the conduct of Federal programs, or the privacy {6 which individuals are entitled under section 5523 of title 5,
United States Code ({the Privacy Act), but which has not been specifically authorized under criteria established
by an Executive Order or an Act of Congress to be kept secret in the interest of national defense, homeland
security or foreign policy. This definition includes the following categories of information:

s Protected Critical Infrastructure Information (PCH) as set out in the Critical Infrastructure Information Act of
2002 (Title i, Subtitle B, of the Homeland Security Act, Pub. L. 107-296, 186 Stat. 21358), as amanded,
the implementing regulations thereto (Title 8, Code of Federal Regulations, part 29} as amended, the
applicable PCH Procedures Manual, as amended, and any supplementary guidance officially

communicated by an authorized official of the Department of Homeland Security {(including the PCI
Program Manager or his/her designes),

s Sensitive Security Information (881, as defined in Title 43, Code of Federal Regulations, part 1520, as
amended, "Protection of Sensitive Security information,” as amended, and any supplamentary guidancs
officially communicated by an authorized official of the Departmeant of Homeland Security {including the
Assistant Secratary for the Transportation Security Administration or hisfher designee);

s Information dasignated as “For Official Use Only,” which is unclassified information of a sensitive nature
and the unauthorized disclosure of which could adversely impact a person’s privacy or welfars, the

conduct of Federal programs, or other programs or operations essential to the national or homeland
sacurity interest; and

s Any information that is designated "sensitive” or subject to other controls, safeguards, or protections in
accordance with subsequently adopted homeland security information handling procedures.

B. Managing Classified Information.

1. Contracts requiring contractor employees to access Classified National Security Information, completion of the
DD Form 254 (Contract Security Classification Specification) is necessary for the Contractor (the company) to
establish and have on record. Additicnally, FAR Clause 52.204-2, Security Requirements, must be included in
the solicitation and contract. If desired, a Solicitation DD Form 254 can be added to the solicitation package.
Contact the Security Management Division {(SMD} for assistance at: chpsecurity@chp.dhs.gov.

2. For additional information about the National Industrial Security Program (NISP) please visit the Defense
Counterintelligence and Security Agency websile and search for The NISPOM Rule.

IV. GENERAL SECURITY RESPONSIBILITIES

1. The Contractor shall ensure that its employees follow the general proceduras governing physical, environmenial,
and information security described in the various DHS CBP regulations identified in this clause. The contractor
shall ensure that its employees apply proper business practices in accordance with the specifications, directives,
and manuals required for conducting work under this confract. Applicable Contractor Employees shall be
responsible for physical security of work areas and CBPF furnished equipment issuad under this contract.
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2. The CO/COR may require the Contractor (o prohibit its employees from working on this contract if continuead
amployment becomes detrimantal to the public’s intarest for any reason including, but not limited to carelessness,
insubordination, incompelence, or security concermns.

3. Upon completion of this contract, the Contractor Emplovee shall return all sensitive information used in the
performance of the contract te the CO/COR. The Contractor shall certify, in writing, that all sensitive and non-public
information have been purged from any Contractor-owned system.

4. Al Government furnished information must be protected to the degree and extent required by local rules,
regulations, and procedures. The Contractor Employee shall comply with all security policies contained in CBP
Handbook 1400-05D, v.7.0, Information Systems Security Policies and Procedures Handbook, or latest available
version.

V. NOTIFICATION OF CONTRACTOR EMPLOYEE CHANGES

1. The Contractor or CPM shall notify the CO/COR via phone or electronic transmission, immediately after a
personnel change becomes known or no later than five (5) business days prior to depariure of the Contractor
Employee. Telephone notifications must be immediately followed up in writing. CPM's notification shall include,
but is not limited to name changes, resignations, terminations, and reassignments o another contract.

2. The CPM shall notify the CO/COR and program office (if applicable) in writing of any proposed change in access
requirements for its employees at least fifteen (15) days, or thirty (30) days if a security clearance is to be obtained,
in advance of the proposed change.

Vi. NON-DISCLOSURE AGREEMENTS

As part of the background investigation package, Contractor Employees are required to execute and submit a Non-
Disclosure Agreement (DHS Form 11000-6) as a condition to perform on any CBP contract.

{End of Supplementary Terms and Conditions]
.27 POST AWARD EVALUATION OF CONTRACTOR PERFORMANCE (AUG 2022)
A, Contractor Performance Evaluations

Interim and final performance evaluation reports will be prepared on this contract or order in accordance with FAR
Subpart 42.15. A final performance svaluation report will be preparad at the time the work under this contract or
order is complated. In addition to the final performance evaluation report, an interim performance evaluation
report will ba prapared annually o coincide with the anniversary date of tha contract or order.

interim and final performance evaluation reports will be provided to the contractor via the Contractor Performance
Assassment Reporting System (CPARS) after complation of the evaluation. The CPARS Assessing Official
Representatives {AORs) will provide input for interim and final contractor performance evaluations. The AORs
may be Contracting Officer's Representatives {CORs), project managers, and/or contract specialists. The
CPARS Assessing Officials (AOs) are the contracting officers {CO) or contract specialists (CS) who will sign the
evaiuation report and forward it to the contraclor representative via CPARS for comments.

The contractor representative is responsible for reviewing and commenting on proposed ratings and remarks for
all evaluations forwarded by the AQ. Afier review, the contractor representative will return the evaluation fo the
AQ via CPARS.

The contractor representative will be given up to fourleen (14) days to submit writlen comments or a rebuttal
statement. Within the first seven (7) calendar days of the comment period, the contractor representalive may
requast a mesting with the AQ 1o discuss the evaluation report. The AO may complete the evaluation without the
contracior representative’s comments if none are provided within the fourteen (14) day comment period. Any
disagreement hetween the AC/CO and the contractor representative regarding the performance evaluation report
will be referred 1o the Reviewing Official (RO} within the division/branch the AQ is assighed. Once the RO
completes the review the evaluation is considered complete, and the decision is final.

Copies of the evaluations, contractor responses, and review comments, if any, will be retainad as part of the
contract file and may be used in fulure award decisions.
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B. Designated Contractor Representative

The contractor must identify a primary representative for this contract and provide the full name, title, phone
number, email address, and business address to the CO within 30 days after award.

C. Electronic Access to Contractor Performance Evaluations

The A will request CPARS user access Tor the contractor by forwarding the contracter’s primary and alternate
representatives’ information to the CPARS Focal Point (FP).

The FP is responsible for CPARS access authorizations for Government and contractor personnel. The FP will
set up the user accounts and will create system access to CPARS.

The CPARS application will send an automatic notification to users when CPARS access is granted. In addition,
confractor representatives will receive an automated emaill from CPARS when an evaluation report has been
completed

{(End of Supplementary Terms and Conditions)
.28 SPECIAL SECURITY REQUIREMENT - CONTRACTOR PRE-SCREENING (AUG 2022)

1. Contractors requiring recurring access to Government facilities or access {o sensitive but unclassified information
andfor logical access to Information Technology (IT) rescurces shall verify minimal fitness requirements for all
persons/candidates designated for employment under any Department of Homeland Security (DHS) contract by pre-
screening the person/candidate prior to submitting the name for consideration to work on the contract. Pre-scraening
the candidate ensures that minimum fitness requirement is considered and mitigates the burden of DHS having o
conduct background investigations on objectionable candidates. The Contractor shall submit only those candidates
that have not had a felony conviction within the past 36 months, illegal drug use within the past 12 months from the
date of submission of their name as a candidate to perform work under this contract. Contractors are ragquired to flow
this requirement down to subcontractors. Pre-scresning involves contractors and subconiractors reviewing:

a. Felony convictions within the past 36 months: An acceptable means of obtaining information on felony convictions
is from public records, free of charge, or from the National Crime Information Center (NCIC).

b. Pending/open/unrasclved criminal chargas of any natura: An acceptable means of obtaining information related to
unresolved criminal charges is through employee self-certification, by public records check, or other reference
checks conducted in the normal course of business.

c. llegal drug use within the past 12 months: An acceplable means of oblaining information related to drug use is
through employee self-certification, by public records check; or if the contractor or subcontractor already has drug
testing in place. Thers is no requirement for contractors and/or subcontractors to initiate a drug tasting program if
they do not have one already in place.

d. Misconduct such as criminal activity on the job relating to fraud or theft within the past 12 months: An acceptable
means of obtaining information related to misconduct is through employee self-certification, by public records
cheack, or other reference checks conducted in the normal course of business.

2. Pre-screening shall be conducted within 15 business days after contract award. This requirement shall be placed in all
subcontracts if the subcontractor requires routine physical access, access t¢ sensitive but unclassified information,
andfor logical access {0 1T rescurces. Failure to comply with the pre-screening requirement will result in the
Contracting Officer taking the appropriate remedy.

Definition: Logical Access means providing an authorized user the ability to access one or more computer system
resources such as a workstation, network, application, or database through automated tools. A logical access control
system (LACS) requires validation of an individual identity through some mechanism such as a personal identification
number (PIN), card, username, and password, biometric, or other token. The sysiem has the capability to assign
different access privileges to different persons depending on their roles and responsibilities in an organization.

{End of Supplementary Terms and Conditions]
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L29 SECTION 508 REQUIREMENTS

Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 (P.L. 105-220)
(codified at 29 U.S.C. § 794d) requires that when Federal agencies develop, procure, maintain, or use
mformation and communications technology (ICT), it shall be accessible to people with disabilities. Federal
employees and members of the public with disabilities must be afforded access to and use of information and
data comparable to that of Federal employees and members of the public without disabilities.

All products, platforms and services delivered as part of this work statement that, by definttion, are deemed ICT
shall conform to the revised regulatory implementation of Section 508 Standards, which are located at

36 CFR.§1194.1 & Appendix A, C & D, and available at https://www.gpo.gov/fdsys/pkg/CFR-2017-title36-
vol3/pdt/CFR-2017-title36-vol3-part] 194.pdf. In the revised regulation, ICT replaced the term electronic and
information technology (EIT) used in the original 308 standards. ICT includes IT and other equipment.
Exceptions for this work statement have been determined by DHS and only the exceptions described herein may
be applied. Any request for additional exceptions shall be sent to the Contracting Officer and a determination
will be made according to DHS Directive 139-05, Office of Accessible Systems and Technology, dated
November 12, 2018, and DHS Instruction 139-05-001, Managing the Accessible Systems and Technology
Program, dated November 20, 2018, or any successor publication.

Section 508 Requirements for Technology Products
Section 508 applicability to Information and Communications Technology (ICT): Platform as a Service
Applicable Exception: N/A  Authorization #: N/A

Applicable Functional Performance Criteria: All functional performance criteria in Chapter 3 apply to when
using an alternative design or technology that results substantially equivalent or greater accessibility and
usability by individuals with disabilitics than would be provided by conformance to one or more of the
requirements in Chapters 4 and 5 of the Revised 508 Standards, or when Chapters 4 or 5 do not address one or
more functions of ICT.

Applicable 508 requirements for electronic content features and components (including but not limited to
Internet or Intranet website): All requirements in E205 apply, including all WCAG 2.0 Level A and AA Success
Criteria apply as specified in E205

Applicable 508 requirements for software features and components (including but not limited to Web, desktop,
server, mobile client applications)

Applicable 508 requirements for hardware features and components: Does not apply

Applicable 508 requirements for support services and documentation: All requirements in Chapter 6 apply
Section 508 Requirements for Technology Services

1} When providing Platform as a Service (PaaS) or Software as a Service (SaaS), the contractor shall ensure
services conform to the applicable Section 508 standards (including the requirements in Chapter 5 for software
and WCAG Level A and AA Level 2.0 success criteria for web and software. When the requirements in
Chapter 5 do not address one or more software functions, the Contractor shall ensure conformance to the
Functional Performance Criteria specified in Chapter 3.) The agency reserves the right to request an
Accessibility Conformance Report {ACR) for PaaS and SaaS offerings. The ACR should be created using the
Voluntary Product Accessibility Template Version 2.2 508 (or later). The template can be located
at https://www.itic.org/policy/accessibilitv/vpat
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2y When providing cloud hosting services (Infrastructure as a Service, Platform as a Service, Software as a
Service, ete.) the Contractor shall ensure user administrative screens, dashboards and portals used to configure,
and monitor cloud services conform to the Section 508 standards.

3} The Contractor shall ensure cloud hosting services shall not reduce the level of Section 508 conformance for
ICT migrated by DHS to the cloud hosting environment.

4} Contractor personnel shall possess the knowledge, skills and abilities necessary to address the accessibility
requirements in this work statement.

Section 508 Deliverables

Section 508 Accessibility Conformance Reports: For each ICT item offered through this contract (including
commercially available products, and solutions consisting of ICT that are developed or modified pursuant to
this contract), the Offeror shall provide an Accessibility Conformance Report (ACR) to document conformance
claims against the applicable Section 508 standards.

The ACR shall be based on the Voluntary Product Accessibility Template Version 2.0 508 (or successor
versions). The template can be found at https://'www.itic.org/policy/accessibility/vpat. Each ACR shall be
completed by following all of the mstructions provided in the template, including an explanation of the
validation method used as a basis for the conformance claims in the report.
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