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Summary

Sanctions are widely regarded as an important tool to exert influence internationally but
there is limited understanding of the impact of sanctions evasion or avoidance (SEA)
and the role of third countries in SEA specifically. Without this understanding, it is
difficult to tackle key loopholes which allow the avoidance and evasion of sanctions,
including those imposed on Russia since the invasion of Ukraine.

This paper concentrates on the role of third countries in sanctions evasion and
avoidance. It defines third countries as those which are neither ‘senders’ nor ‘targets’ of
sanctions regimes. The paper offers a scoping study exploring the role of thirteen third
countries! in SEA relating to sanctions imposed on Russia since the invasion of Ukraine.
The study is based on a review of the academic literature, as well as analysis of data
from media reports, blogs, forums and other open-source information and trade and
shipping data, pertaining to the period from February 2022 to February 2023.

Our research highlights a correlation between a third country’s support for or
opposition to a sanctions regime and the extent of its geopolitical alignment with
senders or targets. It also shows that involvement in SEA is more likely where a third
country is economically dependent on the target country, has trade and commercial
capacities to engage in SEA and has interests in doing so. The analysis also identifies
more specific, causal factors of SEA by identifying and comparing specific types of SEA,
by industry and sector. In particular, we find that the following factors, most of which
relate to trade and commercial capacity, increase the extent of a third country’s
potential involvement in SEA:

e ease of setting up anonymous or nominee corporate structures and access to
professional advisory services in the third country;

e access to financial services, including banks, payment systems and cryptocurrency,
in the third country;

e transhipment capacity of the third country, namely the extent to which it acts as an
intermediate point, where the destination or origin of sanctioned or dual-use goods
can be obscured;

e logistics capability in the third country and access to logistics infrastructure used in
transhipment or shipment of sanctioned goods (that is, knowledge of and integration
into global customs and trade infrastructure);

e ability of target country citizens to easily move and engage in economic activity in
the third country; and

e level of ability of sanctions-sending states to regulate or enforce sanctions in a
particular sector or industry.

1 Armenia, Cyprus, Czechia, Georgia, Indonesia, Kazakhstan, Malta, Saudi Arabia, Serbia, South Africa, Spain, Tiirkiye
and the UAE.
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To put it more succinctly, a third country’s involvement in SEA is more likely where it
has trade and commercial capacity to engage in SEA in the professional advisory,
financial services, shipping and logistics sectors, all of which provide substantive
opportunities to engage in SEA. In these cases, there is likely to be a significant role for a
range of private commercial actors within these sectors with economic interests in
engaging in SEA. This suggests that policymakers interested in countering SEA should
prioritise countries with economies dependent on the above sectors and focus on
measures which would encourage or precipitate better regulation and policing of these
sectors. More broadly, our analysis indicates that analysing the role of third countries in
SEA by industry sector, not just by country, may help to identify more specific
countermeasures tailored to particular industries. Overall, understanding the role of
these factors, and the specific nuances and features of particular types of SEA, enables
more focused follow-on analysis and, potentially, better targeted policy responses.
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1. Introduction

The use of sanctions as a foreign policy tool has been widely studied in a range of
contexts, with a wide literature covering questions of impact, effectiveness and the
evolution of the purposes of sanctions issuance over time. The dynamics of sanctions
evasion or avoidance (SEA), and the role of third countries in SEA specifically in the
wake of Russia’s invasion of UKkraine, are less well examined.

This paper marks a preliminary effort to fill this gap. Its specific aim is to examine the
role of third countries either in upholding sanctions or in facilitating SEA - and to
identify the resultant policy implications. This contribution is much needed, with
analysis of the role of third countries in SEA largely absent from the academic literature.
In the main sanctions literature, third countries’ involvement is mainly reduced to
geopolitical factors (including their level of support for sender or target countries as
allies) (G. Hufbauer et al.,, 1990). A smaller sub-literature on sanctions-busting provides
a number of more nuanced suggestions that economic factors have an important
influence on SEA, and that a third country’s role in SEA is more likely where it is
economically dependent on the target country and/or has trade and commercial
capacities to engage in SEA (Early, 2011; Kaempfer & Lowenberg, 1999). This literature
also suggests that SEA can be driven by private actors (individuals/companies), even
when a country’s political leadership is aligned with sender countries (Early, 2009).
There are, however, limitations with the sanctions-busting literature. It consists of few
studies, meaning that we have limited evidence and information to draw from.
Attributing SEA to trade and commercial capacity and interests remains a broad
endeavour, lacking granularity on specific drivers of SEA or how policymakers in
sanctions-sending countries might counteract these drivers. Without this, it is difficult to
devise effective policy countermeasures, aside from very ‘broad brush’ measures to
undermine such capacities.

Mindful of these gaps, the paper details the results of a scoping study conducted to
explore the role of third countries in facilitating SEA following Russia’s invasion of
Ukraine, and to assess the corresponding policy implications. Specific research
questions examined are as follows:

e How have flows of Russian financial and human capital and patterns of SEA changed
since February 2022 and which jurisdictions have emerged as key to facilitating or
countering SEA?

e What factors facilitate and/or support the countering of SEA in third countries?

e Are there particular types of individuals/organisations, including within Russian
diasporas or connected to them, that facilitate SEA and what methodologies do they
use?

e What policy measures can the UK and the wider international community use to
counter SEA in third-country jurisdictions, and which types of
individuals/organisations should be targeted?
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In addressing these research questions, our approach seeks to examine human capital
and financial flows in 13 case study countries since the Russian invasion of Ukraine, and
patterns of SEA in particular economic sectors, including professional advisory and
financial services, shipping and logistics. In examining patterns of SEA by industry, we
provide more detail on the forms SEA can take and the factors that affect it. We consider
a number of different types of SEA, including: setting up/using corporate structures to
avoid sanctions; evading and avoiding restrictions on the movement of finance and
capital; supplying/trading in military and potential dual-use goods; trading in other
sanctioned goods, including those allegedly stolen from Ukraine, such as grain, wood
and coal; and oil smuggling.

In doing so, this study seeks to provide a conceptual framework that adds value to
research on sanctions, SEA and the role of third countries and that may help to guide
better policy. By identifying categories of SEA in which third countries play a role, we
aim to provide a framework for other analysts and researchers to use and build from.
This is done with the expectation that SEA involving third countries could be better
understood and countered, through deeper examinations of the different types and
sectors involved in relevant SEA activity, and the factors which affect this, rather than by
country comparison alone. In this way, close analysis of the incentives, risks and
opportunities for involvement by the private sector and political actors linked to that
sector may offer a stronger basis to devise more targeted and effective SEA
countermeasures.

1.1. Definitions

The paper adopts a broad definition of sanctions, which are understood to refer to
measures to (i) coerce or change behaviour; (ii) constrain access to resources needed to
engage in certain activities; or (iii) signal and stigmatise (Ruys, 2017). It focuses on SEA
in relation to sanctions imposed on Russia by the US, EU and other Western powers,
which include sectoral sanctions and export controls, as well as asset freezes targeting
individual entities. Sanctions evasion is understood as activity which transgresses the
legal framework of a sender country or a third country which is upholding a sanctions
regime. Sanctions avoidance, by contrast, is understood as activity that is still legal
according to whichever jurisdiction is the frame of reference. For simplicity’s sake, we
use the term ‘SEA’ to cover both evasion and avoidance. In doing so, we frame SEA
primarily in terms of sender countries’ definitions, but in encompassing avoidance we
recognise that the activity may not actually be illegal.

Third countries are often considered to encompass all states besides the target and
primary sender (Early, 2009). In this paper, we use the term to refer to countries mainly
sitting between sanctions imposed by ‘senders’ - whether Western countries or
multilateral institutions (such as the UN and the EU) - and Russia as the ‘target’. Our
cases, however, include some EU countries, which are part of multilateral sending
regimes. This inclusion was made for two reasons. First, the various Western sanctions
regimes align with each other but not completely. A country can be a ‘sender’ of one
regime but not another. Second, individual EU member states vary in how they enforce
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and legislate sanctions. Thus de jure they may be sender countries but de facto at least
part of their behaviour may be similar to that of third countries.?

2 We also deliberately excluded countries such as Iran and Belarus which, though they can be considered third
countries in relation to sanctions imposed on Russia, are subjects of wide-reaching sanctions regimes themselves,
bringing them closer to Russia as the ‘target’ country.
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2. Methodology

The research for this paper was conducted between December 2022 and March 2023.
The methodology had two main components: an in-depth review of the existing
literature and analysis of data from media reports, blogs, forums and other open-source
information and trade and shipping data. We supplemented this with a validation
exercise via interviews with experts on SEA. Using these methods, the project involved
an iterative process to design and refine a conceptual framework through which to view
the role of third countries in SEA in the wake of Russia’s invasion of Ukraine.

The team began with a targeted literature review of English-language sources using
Google Scholar and EBSCO searches to identify provisional answers to the project’s
research questions, that could then be tested empirically against other sources of data.
These sources included research conducted by academia, think tanks, governments and
multilateral organisations, as well as credible media organisations. To ensure the
successful collection of literature on SEA and the role of third countries, multiple
combinations of different keywords were employed. As well as using labels such as
‘sanctions’ or ‘sanctions evasion’, a wide array of variations were used, including
‘sanctions circumvention’, ‘sanctions violations’, ‘sanctions avoidance’, ‘third countries’
and ‘third parties’, among many others. The search also included terms identified
throughout the review such as ‘sanctions busting’ and so-called “black knights”, which
are widespread in this specific literature. In light of the relatively limited size of the body
of work explicitly focused on the role of third countries in SEA, the team then expanded
the review to cover areas where the broader research on sanctions considers SEA, with
consideration of some of the factors likely to affect the role of third countries. The
geographic scope of the review was broad, given that a number of studies are
quantitative, covering a large number of cases, although it also covered work focused on
individual case studies.

Following this, the team gathered and analysed data from media reports, blogs, forums
and other open-source information and trade and shipping data in relation to 13
countries. The country cases were chosen based on their different geopolitical and
economic alignments and economies, whilst still having substantial Russian presence or
linkages (in diaspora and/or financial terms). They were grouped into four sets:

1 Former Soviet countries with borders and/or logistical links to Russia (Georgia,
Armenia and Kazakhstan).

2 EU states with Russian diasporas, either long-standing or those that have grown into
large diasporas since the end of the Cold War (Cyprus, Czechia, Malta and Spain).

3 Middle Eastern economic hubs to which Russian citizens are reported to have
relocated after February 2022 (Saudi Arabia, Tiirkiye and UAE).

4 Other countries reported to have experienced an increase in inward Russian

migration, indicating potential financial flows (Indonesia, Serbia and South Africa).

In assessing experience in these countries, information was obtained through data
capture and analysis from the following publicly available sources:

10
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1 Mediareports concerning SEA and Russian-originated human and financial capital
flows involving our sample countries in Russian, Ukrainian, and English. These
media searches were conducted using specific searches on terms relating to SEA in
news aggregator databases. The searches covered large newspapers and news
agencies in the thirteen jurisdictions, as well as in Russia, Ukraine, the US and
Europe; investigative and analytical websites such as Investigate Europe, the
Organized Crime and Corruption Reporting Project, and Re: Russia (re-russia.net);
and sanctions-focused websites such as Opensanctions.org and the Ukrainian site
War and Sanctions.

2 Blogs, online forums, Telegram channels and social media content on potential SEA
activity published in Russian, Ukrainian and English. In particular, we sought to
identify sites providing advice to Russian citizens abroad on transferring funds
through banks and/or cryptocurrency wallets.

3 Trade and economic structure data from Bloomberg’s Trade Flow, UN COMTRADE,
IMF Direction of Trade Statistics and the World Bank’s World Development
Indicators relating to case study countries’ imports from and exports to Russia, as
well as reports from RUSI and Silverado Policy Accelerator, which provide aggregate
analyses of trade statistics for certain jurisdictions.

4 National statistics for the 13 jurisdictions under review; specifically, publicly
available migration statistics and data on new companies incorporated by Russian
nationals.

5 US, EU and UK government announcements concerning sanctions enforcement and
new sanctions designations, as well as other advisory information, such as
communications from the U.S. Department of Treasury and U.S. Department of State
regarding potential SEA methodologies.

6 National corporate registries and corporate information aggregation databases, on a
limited basis, in order to corroborate reports concerning the ownership of
companies alleged to have participated in SEA.

7 Maritime and ship ownership data from Eikon, on a limited basis, in order to
corroborate reports concerning trade-related SEA.

In analysing information from these sources, the team sought to identify and
differentiate individual types of SEA, the sectors involved and, where possible, the types
of entities involved in this activity. The team also sought to identify reports concerning
any changes to migratory or financial relationships between the 13 jurisdictions in the
year following Russia’s invasion of Ukraine (specifically, 24 February 2022 until the end
of February 2023). In order to do so, for each jurisdiction, the team compiled and
analysed data and public reporting from the above sources according to a number of key
themes as follows:

1 Migration patterns: Visa regulations for Russian citizens and numbers of Russian
citizens reported in the country before and after the February 2022 invasion of
Ukraine.

2 Profiles of Russian migrants: Industries and/or occupations in which Russian
migrants work, as well as high-net-worth Russian individuals who have moved to or
acquired assets in the jurisdiction in question following February 2022.

11
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3 Russian-owned businesses: Russian-owned businesses, including companies that
had moved headquarters or operations to the jurisdiction after February 2022, and
statistics on businesses registered by Russian nationals.

4 Financial connections to the Russian banking system: Connections to the Russian
payment system Mir, presence of Russian-owned banks, and marketing of
cryptocurrency or rouble cash-conversion services to Russian audiences.

5 Trade relationships: Statistics on trade with Russia, reports and other analyses of
trade statistics.

6 Sanctions evasion: Media reports in Ukrainian, Russian or English concerning types
of sanctions evasion involving the jurisdiction.

This process led to the identification of dozens of examples of publicly reported SEA,
which we then categorised into types of SEA, analysing the range of parties involved
(public or private), as well as the factors enabling the SEA.

Finally, the team undertook a validation exercise, which involved interviews with
experts on SEA to fact check findings. Interviewees were identified through their written
publications and the team’s existing networks. To prioritise informant safety, we kept
identities anonymous, where requested to, and managed the data process to ensure
anonymity.

2.1. Limitations

The project was a scoping study which limited the extent of the data which could be
gathered and our methodology.

The project was conducted over a three-month period, restricting the amount of data
and information the team was able to gather and analyse. We therefore limited the
review period to cover SEA in third countries for the first year following the invasion of
Ukraine. The analysis is based on one set of sanctions (targeted sanctions against
Russia) and experience in 13 case study countries. Our literature review indicates that
conclusions could pertain to other sanctions regimes and third countries, but this would
need to be tested.

Though comprehensive, our methodology was subject to important limitations. Notably,
within the existing literature there are inconsistencies around how sanctions and SEA
are defined and measured and few existing frameworks to draw on to explain factors
which affect SEA. Thus, the team was required to develop its own framework (as
explained in more detail in Chapter 5).

Beyond this, analysis was largely restricted to categorising and analysing existing
publicly available data and reports, as there was insufficient time to conduct field
research or collect new data independently. SEA is inherently secretive, often requiring
significant investigative capability to uncover. Investigations into SEA are also often led
by sending countries’ intelligence and law enforcement bodies, which require time to
gather the relevant information, and information often comes to light years after the
actual SEA took place. Other investigations occur in the private sector, particularly in the

12
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banking sector, and information on potential SEA activity uncovered in this way may
never become public. National data examined in this study - for example on migration
and corporate ownership - also varies widely, limiting our ability to make accurate
quantitative comparisons across the jurisdictions.

Despite these caveats, this paper provides an initial framework to better understand the
role of SEA in third countries and addresses gaps in the literature, which we discuss in
the next section.

13
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3. The role of third countries in
SEA: A review of existing evidence

The academic literature on targeted sanctions is large and has undergone numerous
phases of scholarly debate. Its main strand has focused almost exclusively on answering
the question: are sanctions successful in achieving the goals of the countries that impose
them? The impact of SEA, and specifically the role of third countries, in this question has
often been overlooked. Our review of the wider scholarship does, however, identify a
number of factors relevant to SEA.

Literature on sanctions can broadly be categorised into three identifiable periods (Jones
& Portela, 2020; Peksen, 2019). Initial research developed in the 1970s comprised
mainly qualitative case study-based analyses of the former Rhodesia, Cuba and South
Africa (Doxey, 1980; Galtung, 1967; Wallensteen, 1968). In the second phase, from the
mid-1980s to the late 1990s, the field was dominated by quantitative research covering
a larger number of cases (G. Hufbauer et al., 1990; Pape, 1997, 1998). Finally, a more
critical phase saw the emergence of a more nuanced approach questioning the very
definition of success and seeking to identify the factors affecting the effectiveness of
sanctions (Jones & Portela, 2020). However, a major weakness of the overall sanctions
literature is that analyses have often been conducted in relative isolation from each
other, with limited comparison across them (Ozdamar & Shahin, 2021). This also applies
to a small but important sub-field focused on sanctions-busting, which is particularly
relevant to SEA.

In general, the literature has focused predominantly on examining the effectiveness of
sender countries’ sanctions against target countries, rather than on the role of third
countries. Thus, it provides limited guidance on why a third country may or may not
participate in SEA. Research diverges mainly on the factors to which effectiveness is
attributed. This includes some evidence that sanctions are more likely to achieve their
intended policy objectives when they inflict major economic damage on the target
economy (Drury, 1998; G. C. Hufbauer, 2007); when they are used in line with less
ambitious policy goals (Ang & Peksen, 2007; G. C. Hufbauer, 2007; Lindsay, 1986); when
deployed against democracies rather than dictatorships (Kaempfer et al., 2004; Lektzian
& Souva, 2007; Peksen, 2016); and when they are supported by multilateral coalitions
rather than imposed by a single country or an ad hoc coalition (Bapat & Morgan, 2009;
Drezner, 2000, 2003; Early & Spice, 2015; Martin, 1994).

In this context, this review of the wider literature finds that SEA is rarely considered
among the wide array of factors affecting the effectiveness of sanctions. Yet, some of the
broader sanctions literature touches on SEA, with some findings of relevance to this
paper’s focus on third countries. For example, some research suggests that third country
involvement will depend on how sanctions affect third country domestic economies, on
the third country regime type, on the type of sanctions imposed (focused or broad) and
on the degree of international pressure imposed on a third country. But the evidence is
not strong, nor does it provide detail on these factors or why there may be variation
across third countries.

14
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Although the broader literature has often ignored or oversimplified the role of third
countries, a much smaller literature on sanctions-busting provides more detailed
indications on why third countries either support sanctions or engage in SEA (Early,
2009, 2011; Golub, 2020; G. Hufbauer et al., 1990; Kaempfer & Lowenberg, 1999;
Lektzian & Souva, 2007). Initial research in this area attributed the motivations of “black
knights” - actors engaged in sanctions-busting including in third countries - to strategic
geopolitical factors (G. Hufbauer et al., 1990). For example, Hufbauer et al. explain the
USSR’s trade with Cuba as politically motivated to undermine US sanctions imposed
during the Cold War. Opposing this position, however, Bryan Early’s work has been at
the forefront of presenting a more nuanced perspective on third country involvement,
indicating that economic rather than geopolitical factors may be more important in
driving SEA.

For Early, geopolitical factors cannot alone explain third country involvement in SEA. In
the Cuba example, Canada, Mexico, France and Spain also traded with Cuba but these
countries were more closely aligned geopolitically to the US than to Cuba or the USSR
(Early, 2011). Early found that it may be more viable for third countries with larger
economies to participate in SEA because they can absorb surplus exports from the target
country and are better able to adjust their production more easily and meet the
increased demands of the target (Early, 2009). Existing close economic ties can also
mean that upholding sanctions imposes high costs on third country governments and
commercial entities and also presents incentives and opportunities to evade and avoid
them (Barry & Kleinberg, 2015). A country which is economically dependent on the
target state, for example, may have limited scope to implement sanctions (Barry &
Kleinberg, 2015). Similarly, countries close to the target in a weaker and more
vulnerable financial state may fear economic disruption should they abstain from trade
with the target (Golub, 2020).

The sanctions-busting literature also broadly indicates that the nature of a third
country’s economy and especially its trade and commercial interests can further affect
its likely engagement in SEA. Countries which are more embedded and engaged in
international trade flows are more likely to possess well-developed transportation
infrastructures and commercial networks, and marketplaces with logistical and
brokerage sectors which offer sanctions-busting opportunities (Early, 2009). As such,
third countries may provide economic, in addition to political, advantages to firms
registered in the jurisdiction that can further facilitate SEA (Early, 2009). These are not
limited to legitimate economic spheres. SEA opportunities may be enhanced where a
country shelters private companies with links to shadow markets, and tolerates various
trade methods such as the re-flagging and the disguising of vessels (Biersteker et al.,
2013, p. 51). Extensive commercial ties may also favour engagement in SEA, where
social and economic groups have vested financial interests in continuing trade with the
target economy and actively lobby against sanctions implementation (Barry &
Kleinberg, 2015).

Early and other authors who focus on economic factors to explain third country
involvement also present an approach that is less state-centric than that seen in earlier
research, focusing on the role of commercial and other actors in third countries. Harsher
sanctions imposed against a target can make trade more profitable for a third party,
presenting commercial opportunities (Kaempfer & Lowenberg, 1999). For Early, the

15
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capability of profit-driven firms to engage in SEA, combined with their number, size and
interest in doing so, offers important insights into third party involvement in SEA (Early,
2009). Such actors can have a noticeable impact on sanctions effectiveness, whereas
“black knights” alone are not deemed likely to have an impact. In contrast, Letzkian and
Souva (2007) concluded that the mere presence of a single “black knight” diminishes the
likelihood of a target state capitulating (Lektzian & Souva, 2007).

Overall, the existing literature helps to identify a number of broad factors that may
explain why a third country engages in or facilitates SEA. These can be grouped into
three categories. First, a third country’s geopolitical alighment has been shown to affect
its role in SEA (although geopolitics alone cannot explain substantive observed variation
in third countries’ behaviour). Second, a third country with a substantive degree of
economic dependency is held to have more incentives to engage in SEA because
upholding sanctions imposes substantive economic and political costs. Third, a third
country’s trade and commercial capacity and interests are held to play a role, increasing
the opportunities for a third country to engage in SEA.

There are, however, important limitations to existing research on third country
involvement in SEA. Overall, this literature remains small, offering limited data, analysis
and cases to draw from. There is also a lack of clear definitions, and of agreed
comparative frameworks that seek to explain causal factors affecting SEA. Thus,
although we have aimed to summarise factors identified in the literature, the focus
remains very broad and nuance is lacking. Trade and commercial capacity and interests
vary by sector, for example - a factor not accounted for in the existing literature. There
is also little empirical research comparing or weighting the above factors. This means
that we have limited existing evidence to explain why some more geopolitically aligned
countries engage in SEA and others do not. Research around policies to discourage
sanctions-busting and help improve the effectiveness of sanctions also remains limited
(Peksen, 2019). In effect, we do not know the circumstances in which one factor is more
important than another. Without a more nuanced analysis, it is difficult to design
effective policy. Economic dependency may, for example, indicate to a policymaker
where sanctions are less likely to be enforced. But we have little information and
granularity to identify to what extent, and how successfully, SEA activity will take place,
and under what conditions.

3.1. SEA in relation to Russia’s invasion of Ukraine

Very little academic literature exists on SEA in relation to the Russian invasion of
Ukraine in February 2022, which is to be expected given academic production
timescales. In the next chapter, we draw on findings from the ‘grey literature’, but this
largely pertains to specific examples of SEA — which helped the team to develop its
framework and more specific analysis of particular forms of SEA - rather than providing
more systematic analyses of forms and causes.

As part of our literature review, we did, however, examine research on changes to
financial and human flows since the Russian invasion. On financial capital flows, albeit
outside the formal academic literature, there have been analyses of the capital outflows
and drop in foreign direct investment, following investors’ withdrawal from Russia after
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February 2022 (Simola, 2022). However, these aggregate capital flows do not reflect or
describe third country involvement in SEA. There is also no published, publicly available
data on financial and banking outflows from Russia to third countries that could be used
to measure SEA. Such data is maintained by central banks and other individual banks,
which do not release this data into the public domain, prohibiting systematic analysis.

Previous efforts to analyse demographic changes that could be relevant to SEA are
similarly limited. The invasion, and especially Russia’s declaration of a partial
mobilisation of military reserves in September 2022, precipitated new and higher
volume emigration flows from Russia. Russian intelligence services published statistics
showing that four million Russians had left the country in the first quarter of 2022, but
this included those who had left temporarily for business or tourism (The Moscow
Times, 2022). In contrast, a February 2023 Washington Post article estimated that at
least 500,000 and perhaps one million Russians had emigrated (Ebel & Ilyushina, 2023).
Data sources across the 13 countries vary widely, making comparison difficult and
national statistics are not consistently available.

There is more comparable data on trade flows since the invasion but also with
important caveats (and with limited previous effort made to assess the relevance to
third country involvement in SEA). Russia’s trade balance increased drastically to
US$227 billion in 2023, probably attributable to increased prices of gas and oil products
and the drop in Russia’s imports (Reuters, 2023). While Russia has stopped publishing
trade data, many analysts have examined Russia’s trading partners’ data. The European
think tank Bruegel documented a large fall in Russian exports of non-mineral fuel goods,
particularly to sanctions-sending countries such as the EU, UK and US (Darvas &
Martins, 2023). Meanwhile, Russia’s imports from other countries fell by 50% initially,
then later recovered somewhat (though not to pre-February 2022 levels) (Darvas &
Martins, 2023). Trading patterns have also shifted markedly. Bruegel has identified that
Russia’s trade with China is roughly at the same level as before the invasion, while its
trade with other countries including Tiirkiye, Kazakhstan, Georgia and Armenia (as well
as other former Soviet Union countries) has increased dramatically (Alperovitch et al,,
2023). Yet none of these sources alone presents a clear picture of the role of third
countries in SEA in relation to sanctions on Russia after February 2022.

The comparable data that does exist indicates that the war and subsequent sanctions
have had an impact in terms of human flows and across various global sectors including
commodity markets (especially food and energy), logistic networks, supply chains,
foreign direct investment, and other specific sectors (Ruta, 2022). There is, however,
limited available data and research on financial and human flows at a macro level.
Focusing on particular types of SEA through third countries allows for more focused and
granular analysis of data and sources and is provided in the next section, in an effort to
target the gaps identified above.
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4. Analysis: Sanctions evasion and
avoidance in third countries in
relation to sanctions imposed on
Russia

In this section, we present the findings of our analysis of the major types of SEA
identified across our third country case studies, following the invasion of Ukraine.
Rather than primarily analysing an individual country’s general role in sanctions
enforcement or SEA, the sectoral approach adopted allows for the identification of more
detailed patterns, nuances and potential causes of SEA.

In gathering and analysing data from media reports, blogs, forums and other open-
source information and trade and shipping data in relation to the 13 case study
countries, we were able to identify a range of examples of publicly reported SEA. Across
all case studies, we compared and contrasted the examples of SEA identified, which fell
into five broad categories.? These were identified as:

1 setting up and using corporate structures to avoid sanctions;

2 evading and avoiding restrictions on the movement of finance and capital;
3 trading in military and potential dual-use goods;
4

trading in other sanctioned goods, including those allegedly stolen from Ukraine,
such as grain, wood and coal; and

5 oil smuggling.

Each of these five categories of SEA in third countries is considered in turn over the
remainder of this chapter, concluding with a discussion of the intersections with the role
of geopolitical alignment of the third country.

4.1. Setting up and using corporate structures to
avoid sanctions

Company incorporation and corporate structures can be used in a range of forms of SEA.
Because of this, a range of Russian entities engaged in corporate formation, tax,
accountancy, management consultancy and PR services have been subject to EU, UK and
US sanctions. SEA through corporate structures is largely enabled by the ease of
establishing such structures in a range of third countries, and the inability of sanctions-
sending states to effectively enforce relevant sanctions.

3 These categories cannot be considered in isolation and there is crossover between them, but they represent
relatively distinct forms.
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In a number of country case studies, a rapid growth in company formation, especially
those linked to citizens of the target country, may indicate higher rates of use of
corporate structures in SEA. Although data concerning companies incorporated by
Russian nationals was not available in all jurisdictions under review, our research
identified the following examples of this:

1 Tirkiye: There were 50% more new incorporated foreign-owned companies
identified in 2022 than in 2021, with 1,363 new businesses set up by Russian
citizens in 2022 (The Union of Chambers and Commodity Exchanges of Tiirkiye,
2023). Of these, more than 750 were general trading companies (often used in
transhipment and dual-use goods due to their lack of specific business activity) and
more than 100 were in the information and culture sector (which includes the IT
sector, a category that also includes numerous dual-use and sanctioned goods).

2 Kazakhstan: Around 4,000 new Russian-owned companies were registered in the
first nine months of 2022, compared with a pre-2022 total of only around 11,000
companies. This indicates that almost 25% of the country’s Russian-owned
companies had been set up in the first part of 2022 (Osipova & Vasilkova, 2022). A
similarly significant increase in the formation of other foreign-owned companies was
also reported (for which there is no evidence of Russian connections, but it is
possible that some may be beneficially owned by Russians through other
jurisdictions). Numerous Russian companies have also relocated to Kazakhstan,
including companies with registered activities covering sanctioned and dual-use
goods and services (Haidar, 2022).

3 Georgia: Over 6,400 new Russian-owned companies have been registered between
March and July 2022, seven times higher than the same period in 2021 (DW.com,
2022; Interpressnews.ge, 2022; Transparency International - Georgia, 2022).

4 UAE: 500 companies were registered by Russian citizens in the first month after the
full-scale invasion, according to an International Free Zone Authority source
(Selizarova, 2022).

5 Serbia: By September 2022, more than 1,000 new Russian-owned companies had
reportedly been registered since the full-scale invasion, many in the technology and
communications sector (Latypova, 2022).

SEA through corporate structures is also enabled where concentrations of professional
and corporate services personnel - such as accountants, lawyers, financial advisers -
exist to provide valuable know-how and capability in this area. Cyprus and the UAE are
hubs for the provision of such services, including for Russian-origin clients. For example,
as noted in a November 2022 report for The Financial Times, three partners in PWC'’s
Cypriot office left PWC to set up their own practice, which received at least 50% of its
work from Russian-origin clients. The Cypriot-registered firm reported that it ‘does not
voluntarily observe sanctions imposed by countries such as Australia and Canada’ and
that the ““majority” [of the firm’s clients] were not the subject of sanctions by the EU, US
or UK’ - implying that at least some may have been subject to those sanctions (O’Dwyer,
2022). The UAE has seen a significant influx of Russian-origin professional services staff
since the invasion of Ukraine, transferred from Russia by international banks, consulting
companies and law firms (Clarke, 2022; Booth, 2022; Booth & Sim, 2022; R. Jones,
2022). Numerous sanctioned Russian companies and companies owned by sanctioned
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individuals are also reportedly moving their European operations to the UAE (Almeida
et al.,, 2022; Gauthier-Villars & Baczynska, 2022; Faucon & Jones, 2022).4

These jurisdictions also have amenable residency requirements, often available for a
price. It is difficult to obtain Emirati citizenship, but the UAE has an investment scheme
allowing permanent residency in exchange for AED10 million (approximately US$2.7
million). Prior to the invasion, Cyprus had a large Russian diaspora (around 6% of the
population) and, although Malta’s was smaller, both countries had schemes effectively
enabling Russians to acquire citizenship in exchange for investments. Many of the other
countries studied for this paper - including Kazakhstan, Armenia, Georgia, Serbia, South
Africa and Tiirkiye - allow visa-free travel for Russian citizens, at least for a period of
several months. Reliable data on long-term residency permits granted to Russian
nationals after February 2022 could not be identified in most of the countries under
review.

Ineffective regulation, or regulation which is not enforced, also increases the likelihood
of corporate structures in third countries being used for SEA. Many of the third
countries examined in this paper disclose little information on company directors and
beneficial ownership. Even where information is publicly available, it is often not vetted,
and many owners and directors of companies are nominees. This problem is not
restricted to third countries. In November 2022, the European Court of Justice ruled that
the public availability of beneficial ownership information for EU companies violates
fundamental privacy and personal data protection rights. This led to many EU company
registries going offline, a move criticised by anti-corruption groups (Kohonen, 2022;
Transparency International, 2022; Martini, 2022).

4.2. Evading and avoiding restrictions on the
movement of finance and capital

Like company incorporation, financial services can be used in SEA. Relevant financial
transactions may include trading in Russian currency reserves, with Russian banks, and
enabling Russian persons and entities to transfer and deposit funds overseas, raising
investment and buying or selling assets. Global access to financial services is the key
factor enabling SEA in this sector - including banks still connected to the global SWIFT
payment system,> as well as most Russian banks’ continued ability to use other payment
systems, online transfer sites and cryptocurrency.

We did not find evidence of banks directly violating sanctions (for example, by
transferring funds on behalf of sanctioned entities). Instead, our analysis focuses on
publicly available information on SEA through other financial services, particularly
online payment systems and digital currency. This does not mean that other forms,

4 Litasco SA, Solaris Commodities, Suek AG, Gazprom Neft PJSC, Rosneft P]SC, and EuroChem Group AG; interview with
expert in Russian finance, February 2023; interview with expert in Russian IT businesses, January 2023.

5 SWIFT is the main secure transfer-order method financial institutions used to request payments from other
institutions.
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including SEA facilitated by banks, do not exist, but that data is currently not available,
probably due to banking secrecy laws and a lack of public payment data.

Online payment systems

Our analysis of online forums used by Russian citizens and residents indicates that
various payment systems have been used to transfer money out of Russian banks that
are either sanctioned or cut off from the SWIFT payment system. This suggests that even
in a sector more effectively regulated by sanctions-sending countries than the other
sectors in this report, potential SEA activity is widespread. Online payment processing
companies and international funds transfer systems represent two additional methods
used. Companies such as Paypal, Western Union and Stripe have ceased to operate in
Russia (Paresh, 2022; Stripe, 2023; Western Union Russia, 2023). However, social media
and company websites accessed during the review period indicated that other systems
continue to operate, including Unistream, Korona Pay (also known in Russian as
Zolotaya Korona) and Contact (Zhilyaev, 2022). Korona Pay’s website, and user
discussion forums we reviewed, indicate that they continue to support transactions
between Russian account holders and certain EU countries and to the UK. The websites
state that Russian account holders can only send roubles, and can only receive other
currencies, but the mechanisms for the transfer are unclear.6 Many of the countries
reviewed for this paper are among those that can receive transfers through these
systems, including Kazakhstan, Tiirkiye, Cyprus and Serbia.

Russian citizens also have some ability to open accounts remotely with non-Russian
banks that have access to SWIFT. For example, one company, TravelAsk, advertises a
service for Russia-based customers that allows them to order a MasterCard or Visa
payment card through an online process, with minimal identity/anti-money laundering
checks and for a small fee (around US$300-350) (TravelAsk, 2023). TravelAsk does not
state which bank issues the cards, but other articles identified it as the Belarusian bank
Zepter Bank JSC, which remains connected to the SWIFT network (NEWS.ru, 2023;
Zepterbank.by, 2023a). In the answer to the question ‘is the bank threatened by
sanctions?’, TravelAsk states that it is extremely unlikely because the bank is owned by
Swiss and German shareholders (Zepterbank.by, 2023b, 2023a). This highlights the
potential risk of SEA through bank cards issued with minimal compliance checks.

Mir payment system

The Russian government created the Mir payment system in 2014 to replace
international payment card systems like Visa and Mastercard, which, alongside
American Express, ceased operations in Russia in March 2022.7 Mir began issuing cards
in 2015, but with limited success (Mironline.ru, 2023a): in 2016 the Russian press
reported that only 8,000 cards had been issued (regnum.ru, 2023). By February 2023,

6 The KoronaPay website states that its system allows transfers from Russia to the following countries: Cyprus,
Tajikistan, Uzbekistan, Azerbaijan, Kyrgyz Republic, Tiirkiye, Moldova, Kazakhstan, Vietnam, Belarus, Israel, Republic
of Korea, and Serbia. (See also: Zhilyaev (2022).)

7 Crimean banks, and some Russian banks, had been removed from these systems due to sanctions imposed in 2014.

21



[lluminating the Role of Third-Country Jurisdictions in Sanctions Evasion and Avoidance (SEA)

the Mir website claimed that 150 million cards had been issued, which made up 30% of
Russia’s overall payment system (Mironline.ru, 2023b, 2023a).

Russia’s ability to use the Mir payment system internationally appears to be limited.8 In
2021, ten other countries accepted Mir cards, according to a Russian news report, and
three other countries including the UAE were reportedly testing the potential to use the
system (TASS, 2021). Throughout 2022, Russian media persistently reported that Mir
planned to expand its reach to new countries (such as Cuba, Thailand, Iran and
Venezuela), but no final agreements have been announced. Of the countries within the
scope of this paper,? only Armenia and Kazakhstan accept Mir payment cards.10

Cryptocurrency

Digital currencies may also be used to transfer money across jurisdictions and in SEA (US
Financial Crimes Enforcement Network, 2022). For this reason, it is likely that the Russian
state has increased its use of and investment in the cryptocurrency sector (Chainalysis,
2023). A 2022 Russian government study found that more than 17 million Russian
citizens (around 12% of the total Russian population) owned over US$214 billion in
cryptocurrency (Pismennaya, 2022). US, EU and UK regulators have issued statements to
note that sanctions on financial transactions extend to cryptocurrency. In October 2022,
the EU banned the provision of new crypto-asset wallets, accounts or custody services to
Russian persons and residents (aside from those with an EU or Swiss residence permit or
citizenship) (EU - European Council, 2022; Hood & Tauwhare, 2023).

Although difficult to quantify, within this paper’s case studies, SEA through
cryptocurrency appears to be primarily carried out by individuals or private entities. We
identified multiple websites advertising crypto-to-cash transactions, which allow the
exchange of roubles for cryptocurrency and then local cash in various countries,
particularly the UAE and Tirkiye. In Tiirkiye, Nakit Coins advertises such services in
Turkish, English and, from late 2022, Russian (NakitCoins, 2023). Many of the
company’s Google Maps reviews are in Russian, and its average rating there is 5.0 (out
of 5.0) (from 745 reviews) (NakitCoins, 2022; Google, 2023). We identified similar
operations in EU countries that were not in our sample, such as Poland.1! Similar
services were advertised in the UAE (Dubai Crypto Estate, 2023; Pallapay, 2023) and
Indonesia (Serafin, 2022). We did not identify media reporting or forum discussions
about other similar services in our other country cases, although many of these
businesses are low profile and/or relatively new.

8 Interviews confirmed that Russian-issued bank cards do not work abroad, even those that offer Visa or Mastercard
services (interview with expert on Russian emigrants in the Middle East, February 2023).

9 Other countries outside the scope of this report that reportedly accept Mir payment cards are: Vietnam, Uzbekistan
(although the Mir payment system was suspended indefinitely as of the date of this report), Tajikistan, South Korea,
Belarus and the self-proclaimed Republic of Abkhazia.

10 See Gogov.ru (2023); Yandex.ru, (2023).

11 One of the largest Polish companies for cash exchange of cryptocurrency is FlyingAtom, which has 12 offices in
different regions of Poland. It requires passports for transactions above EUR 1,000, but not for lower value transfers.
(See FlyingAtom (2023); ForkLog (2022).)
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Enablers of SEA related to financial services

The availability and accessibility of financial services to citizens and entities from the
target country, and other actors involved in SEA, is a key enabler of SEA in this sector.

Whereas many Russian banks have been sanctioned and/or cut off from SWIFT,
sanctions can be circumvented via: the Mir system’s remaining international links; other
Russian and Belarusian banks still connected to SWIFT; online payment systems
providing international transfers; and cryptocurrency. These options provide access to
the international market for Russian citizens and entities. We found most evidence of
their use by individuals and small commercial entities. We did not find evidence of their
usage for large-scale or for state-sponsored forms of SEA. The available evidence is,
however, limited and we cannot preclude the use of these services either as a
component of large-scale SEA, which often involves a multitude of smaller transactions,
or as a form of SEA by state actors.

We found little evidence of involvement by banks themselves in financial services-
related SEA. This is the area where larger-scale transactions are more likely to be found,
but there is a lack of public transparency and visibility of banking transactions. Such
information is mainly made available through enforcement actions by sanctions-sending
countries, which is unlikely to happen in the short term.

At the same time, however, sanctions-sending countries have expressed concern about
SEA through the banking sector, with reference to general risks concerning banks and
countries in which the Russian Mir payment system operates, and specifically with
reference to the UAE banking sector.

The Office of Foreign Assets Control (OFAC) of the U.S. Department of the Treasury
previously issued a statement announcing that institutions using Mir would be subject
to US financial sanctions due to the system’s potential for enabling SEA, and imposed
sanctions against the director of the company that operates Mir (Office of Foreign Assets
Control, 2022). Shortly afterwards, and following pressure from the EU, Mir operations
ceased in several countries, including in Tirkiye, where five banks had previously
accepted Mir cards (Fleming et al,, 2022; D. Jones, 2022). This highlights the significant
role of action by financial regulators in sanctions-sending countries in driving third
country approaches to countering financial services-related SEA.

The example of the UAE, however, demonstrates the limit of that regulatory reach. For
years, the UAE has been urged by UK, US and EU regulators to take action to address
financial crime risks. In March 2022, the Financial Action Task Force added the UAE to
its list of jurisdictions subject to increased monitoring, known as its ‘grey’ list, noting
that it was a jurisdiction ‘with strategic deficiencies’ in its regimes to counter money
laundering, terrorist financing and proliferation financing (FATF, 2022; Guyer, 2022).
Despite this, the UAE granted a banking license to the Russia-based MTS Bank in
February 2023, after which MTS (alongside numerous other Russian banks) was
sanctioned.1?

12 Interview with Ahmed Alqarout, expert in Middle East political economy, 27 February 2023.
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4.3. Trading in military and dual-use goods

Alarge number of dual-use goods, weapons components and military equipment
reportedly continues to enter the Russian market for use in the war. This type of SEA is
the first of three analysed in this report relating specifically to trade (alongside trade in
other sanctioned goods and oil smuggling, as examined below). In third countries, these
types of SEA share a reliance on global trade and logistics networks and often involve
use of multiple agents and intermediaries to obscure the sender and/or end user of the
goods. Nonetheless, we have addressed each type - military and dual-use goods, other
sanctioned goods, and oil smuggling - separately, because they involve different
sanctions restrictions, types of movement and logistics channels.

Across all three areas, transhipment and logistics capacity and the inability of sanctions-
sending states to regulate the logistics sector are the most direct enablers of trade SEA
in third countries, as well as ease of setting up anonymous corporate structures and
access to financial services. Sectoral analysis such as that provided here can inform
clearer policy routes to potential mitigation of these forms of trade-related SEA.

Military supply chains and trade in potential dual-use goods

A range of sources refer to commercial entities in the case study countries that are
active in military supply chains. The following examples highlight the breadth and
variety of these military supply chain networks and/or the misuse of logistical and
transhipment capacity within these countries:

1 Armenia and Cyprus: In March 2023, the U.S. Department of Justice arrested two US
citizens in the US, alleging that they had arranged the transhipment of aviation-
related electronic goods to Russia via Armenia and Cyprus without a licence (U.S.
Department of State, 2023).

2 Cyprus: In February 2023, OFAC sanctioned three Cyprus-based arms dealers and
several Cypriot companies for supplying ‘high-technology devices’ to Russian and
Belarusian defence companies after February 2022. Other company personnel were
also sanctioned at the same time, as were entities in Israel, Latvia, Singapore and
elsewhere (Psaledakis, 2023; U.S. Department of the Treasury, 2023).

3 Malta: In April 2022, OFAC added 21 entities and 13 individuals to its Russia-related
sanctions list, including three companies from Malta and a Maltese citizen of Russian
origin. OFAC claimed that they had engaged in Russian intelligence activities on
behalf of the so-called Serniya network (sanctioned under the previous (post-2014)
sanctions regime), which helped supply dual-use goods to Russian end users (U.S.
Department of the Treasury, 2022c).

4 Kazakhstan: In May 2022, Ukrainian media cited Ukrainian intelligence in printing
accusations that Kazakhstan had helped the Russian military factory Ulianovskiy
Mekhanicheskii Zavod JSC to receive German components to produce air defence
systems (['an-indo, 2022).

5 South Africa: In December 2022, a sanctioned Russian naval cargo ship, the Lady R,
was sighted in Simon’s Town harbour, accompanied by guards whilst offloading and
loading unspecified items (O’Regan, 2022a; Steinhauser, 2023). The Lady R is one of
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numerous ships owned by MG-FLOT, previously known as Transmorflot LLC, which
the US accused in May 2022 of having transported Russian arms and weapons (U.S.
State Department, 2022). The South African Ministry of Defence later said that the
shipment was an ‘old order’ made before the COVID-19 pandemic, but it did not
provide details about the nature of the goods in the shipment (O’Regan, 2022b;
Steinhauser, 2023).

In addition to supplies of military components, there is evidence of Russian government-
and military-affiliated supply companies engaged in shipping computer chips and
semiconductors to Russia. A December 2022 RUSI investigation found that large
volumes of 'export-controlled components’ from US companies and elsewhere had been
sent to the manufacturer of the Orlan-10 drone in St. Petersburg and that many chips
used in Iranian- and Russian-made drones appear to be US-made (Byrne et al., 2023).
Our review also identified reports warning of the risk of superconductors and computer
chips in domestic and household goods being shipped to Russia for use in military
equipment. In May 2022, U.S. Secretary of Commerce Gina Raimondo cited Ukrainian
reports that Russia was using computer chips from dishwashers and refrigerators in
military equipment (Whalen, 2022). A January 2023 Silverado Policy Accelerator report,
as well as other media sources, also highlight a significant increase in trade in
smartphones and domestic and household goods that may be used in a similar way
(Byrne et al., 2023; Alperovitch et al., 2023).

Despite these warnings, experts consulted for this paper were sceptical of the possibility
that the procurement of semiconductors is the main driver behind the transhipment of
household goods, with some experts noting that other countries continue to supply
semiconductors to Russia and that Russia probably had a stockpile of such goods before
the invasion.

Trade in military and potential dual-use goods: enabling factors

Transhipment and logistics capabilities in third countries are important factors
facilitating the trade in sanctioned military and potential dual-use goods. It is no
coincidence that many of the examples above occurred in countries with significant
shipping industries, including Tiirkiye, the UAE, Malta, South Africa and Cyprus.
Countries close to Russia, and with substantive ground transportation capabilities, also
provide opportunities for this type of SEA. In a January 2023 New York Times article,
Georgia was described as a ‘convenient logistics conduit’ between Russia and ‘the
outside world’, in particular for goods passing between Tiirkiye and Russia (The New
York Times, 2023). The article cited a November 2022 TBC Capital report, which stated
that cargo transit in Georgia, travelling from Tirkiye to Russia, had tripled in the first six
months of 2022, compared with the previous year (Kvakhadze et al., 2022).

The ease of setting up anonymous and nominee corporate structures, and access to
financial services, are further important enablers. A December 2022 Reuters and RUSI
special report noted that several newly incorporated Turkish companies had sent large
volumes of semiconductors from US and other manufacturers to Russian companies
(Gauthier-Villars et al., 2022).
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Restrictions on the supply of and trade in sanctioned military and potential dual-use
goods can also be limited, with sanctions-sending countries limited in their ability to
regulate the industry. Meanwhile, there are a large number of companies and
individuals involved in the trade - including shipping companies, their owners, physical
ships, agents and intermediaries - and many are physically located and registered in
third countries. Tracing the trade in semiconductors, for example, is difficult, with
batches sold to distributors and agents around the world, who sell them onwards, to the
point that the Director of the Technology Policy Program at the Washington-based
Center for Strategic and International Studies has likened the trade to the drug trade
because of the use of numerous ‘middlemen’, the volume of money laundering involved,
and the industry’s “black market distribution network” (Lee, 2022).

4.4. Trading in other sanctioned goods, including
those allegedly stolen from occupied territories of
Ukraine

Our analysis identified sources covering trade in sanctioned goods from Russia and
goods allegedly stolen from occupied Ukrainian territories. This trade operates similarly
to that in military and dual-use goods, only in the reverse direction: trade from Russia
enters global markets through middlemen and intermediaries and through ports and
logistics networks that are difficult for sanctions-sending countries to control. Complex
corporate structures and methods enable this trade, obscuring the origins of goods, and
likely financial services links (although we gained little visibility of this through our
research).

The Russian origins of sanctioned goods have been obscured by intermediaries in some
third countries, particularly those neighbouring Russia. For example, a December 2022
Organized Crime and Corruption Reporting Project (OCCRP) investigation identified
that, following an EU ban on imports of Belarusian and Russian wood, Kazakh and
Kyrgyz exports of wood products increased significantly, with these destined
particularly for Lithuania, Latvia, Poland, Germany and Denmark. Lithuanian officials
have since stated that some of this wood originated from Russia and/or Belarus but had
been falsely marked as originating from Central Asia to evade sanctions (OCCRP, 2022).

In other forms of SEA, the origin of goods emanating from occupied Ukrainian territories
needs obscuring. For example, various media sources have reported on a Kazakhstan-
owned ship, the Zhibek Zholy,13 which was held by Turkish customs authorities following
allegations that it had been involved in shipping stolen Ukrainian grain (PolskieRadio.pl,
2022). In this case, the Kazakh ship represented logistics capacity, whilst the Turkish
port where it was destined provided both transhipment and further logistics capacity.
The ship is owned by Temir Zholy, the Kazakh state-owned railway company, and is
reportedly operated by Green-Line LLC, a Russian company. Turkish authorities

13 IMO registration number 9598880. Shipping records indicate this ship is owned by KTZ Express Shipping LLC
(Kazakhstan company number 140540005859).
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released the ship several days later (Obozrevatel News, 2022) and available shipping
data indicate that it returned to Russia’s Kavkaz port area in August 2022.14

There are other reported cases where ships linked with Russian companies have been
allowed to dock, and presumably trade, in Turkish and other countries’ ports, including
the following:15

1 The Russian bulk carrier Matros Pozynich® was reported to be involved in
transporting illegal grain between late April and mid-June 2022 from Sevastopol to
the Syrian port of Latakia. In May 2022, the ship also attempted to enter the Egyptian
port of Alexandria and the Lebanese port of Beirut, but both ports turned it away
following Ukrainian warnings (Lister & Fylyppov, 2022). Subsequent photographs
record the ship again leaving Sevastopol Bay in August 2022 (with its transponder
turned off to avoid vessel-tracking) (Irina, 2022). The ship arrived at Iskenderun
port in Tiirkiye two weeks later, on 16 August 2022 (Irina, 2022). No further
information could be identified regarding the onward sale or transit of the grain.

2 The Mikhail Nenashevl7 was reported to be transporting grain from Sevastopol to
Tiirkiye in April 2022 (Yaresko, 2022; Spicer & Levinson, 2022). Satellite images also
identified the ship in Sevastopol in mid-June (also with its transponder turned off),
before arriving in late June 2022 in the Turkish city of Dértyol, reportedly docking at
the pier of a Turkish subsidiary of the Russian Magnitogorskiy Metallurgicheskiy
Kombinat JSC (MMK), owned by a sanctioned Russian businessman (Biesecker et al.,
2022; Forbes.ru, 2023; Ministry of Foreign Affairs (Ukraine), 2023b, 2023a; MMK
Metalurji, 2023).

Key enablers of SEA involving trade in sanctioned and allegedly stolen goods include the
logistical and transhipment capacities of third countries, which can be used either to
obscure the origin of sanctioned goods or to allow goods to transit through ports or
other logistics networks. As with the other types of SEA discussed above, access to
professional and financial services is also an enabling factor.

4.5. 0Oil smuggling

The final category of SEA identified relates to illicit trading in oil and oil products, which
remains an area of strategic importance to the Russian state, given its economic
dependence on energy exports. A number of tactics are used, including disabling or
manipulating the tracking systems on vessels; altering vessels’ identification; falsifying
cargo and vessel documents; ship-to-ship transfers of illicit or embargoed cargoes;
disguising the origin of or destination of goods; shipping under false flags and flag
hopping; and setting up corporate structures for use in SEA (Office of Foreign Assets
Control, 2020).

14 Data from Thompson Reuters Eikon.

15 This research draws on a non-public research report prepared for Professor Jason Sharman of Cambridge
University, which the author shared for the purpose of this review.

16 The ship’s International Maritime Organization unique ship identifier, or IMO ID, is 9573816.
17IMO ID 9515539.
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As with the other trade-related SEA types, obscuring the origin of goods is a key
component of oil smuggling. In February 2023, Global Witness reported that Ttrkiye,
which had increased its imports of Russian crude oil by 50% in 2022, potentially refined
and/or shipped Russian-origin crude oil and other products, potentially obscuring their
origin. The report claimed that these goods may later have entered the European market
and that international oil companies Shell and Vitol allegedly imported these goods from
‘Turkish refineries known to import Russian oil” although it is not clear how much was
derived from Russian sources and nor was it alleged that the Western oil companies
breached sanctions (Lawson, 2023).

Another main enabler of oil smuggling is logistical and transhipment capacity, which in oil
smuggling primarily relates to the maritime industry. Here, ships from third countries
may provide logistical capacity in support of oil-smuggling operations. For example, the
U.S. Department of the Treasury reported that several oil tankers previously owned by the
Russian state-owned shipping company Sovcomflot had been sold to companies based in
the UAE, as well as in Singapore and possibly China (Costas & Faucon, 2022). Even where
countries are politically aligned with sanctions-sending countries, shipping capacity
contributes to potential SEA. As of May 2022, for example, almost half of oil exports from
Russian ports were enabled by vessels connected to Greece, Malta and Cyprus (Demarco,
2022). These three countries reportedly doubled the volumes of Russian oil they
transported by May 2022, compared with before the invasion (Tan, 2022) due to oil
tanker freight rates tripling after February 2022 (Kay, 2022).

Similarly, in September 2022 the investigative reporting website Investigate Europe
highlighted instances in which the profits of European shipping companies had
increased with the growing pressure on Russian oil (Investigate Europe, 2022). A
February 2023 report by the NGO Crude Accountability tracked crude oil from Russian
Black Sea ports to European and other ports in sanctions-sending countries (Crude
Accountability, 2023). Three of the ships named in the report had Maltese flags, and
were tracked at ports and anchorages in several other countries, including Georgia,
Spain and Tirkiye (among numerous other EU countries, as well as the US and Ukraine)
(Crude Accountability, 2023). Similarly, in December 2022, Global Fishing Watch
identified a Russian ship that it assessed to be falsifying its location near Cyprus and
Malta (Bergman, 2022). The Financial Times reported that this was likely to be a
potential attempt at illegal oil transportation to evade international oil price caps and
EU sanctions on oil shipping (Cook et al., 2022b).

Oil smuggling is also facilitated by ease of access to professional and financial services.
For example, although relating to sanctions on Iran, in May 2022, the US sanctioned a
UAE-based company for involvement in oil smuggling (U.S. Department of the Treasury,
2022b) and in November 2022, sanctioned other entities allegedly using UAE-based
storage for Iranian oil (U.S. Department of the Treasury, 2022a). Previous experience of
oil smuggling, and previous successful utilisation of logistical, commercial and financial
services for this activity, appears to increase the likelihood of a third country's
involvement in smuggling relating to other sets of sanctions. For example, reports have
focused on Iranian, UAE and Venezuelan collaboration with Russia in oil smuggling SEA.
A December 2022 Financial Times report cited shipping experts, who said that Russia
was likely to have a ‘shadow fleet’ of at least 100 ships, through which it sought to evade
international sanctions, including ships that had previously serviced Iran and Venezuela
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(Cook et al., 2022a). The FT later reported in February 2023 that at least 16 ships were
part of the ‘ghost’ network that had exported Iranian oil in breach of US sanctions (Cook
& Sheppard, 2023). There have not yet been reports of similar Russian oil-smuggling
enforcement actions by OFAC or other agencies, although this is probably due to the
time required to investigate such matters.

Oil smuggling, like other trade-related SEA involving third countries, is difficult to
control because the industry involves many parties outside sanctions-sending states. An
August 2022 report by maritime data company Windward found that deceptive shipping
practices have increased significantly in the North and South Atlantic, in international
waters difficult to police (Windward, 2022). Smuggling is probably enabled by the ease
in establishing opaque corporate structures and by access to financial services, although
there is little current information on this aspect. Amid analyses of how Russia has
sought or is seeking to evade sanctions and price caps, the tightening of controls over
the insurance industry has emerged as a potential lever to limit oil smuggling. EU, UK
and US sanctions ban insurance and reinsurance of Russian oil products that violate EU
bans and/or G7 price caps (Hood & Tauwhare, 2023). As a result, international
insurance companies have curtailed their coverage of Russian oil tankers (Cohn, 2022).
Much of the insurance industry is concentrated in sanctions-sending countries, but
where actors in third countries require insurance for shipments, this can also indirectly
help to counter related forms of SEA. For example, from December 2022, Tiirkiye
announced that it would require proof of insurance for oil tankers to pass through its
straits (Ersoy et al.,, 2022).

4.6. Geopolitical alignment and sanctions evasion and
avoidance

As the above analysis demonstrates, there are numerous factors, beyond geopolitical
alignment, that affect whether or not a third country engages in SEA. The relative weight
of these factors - including the third country’s geopolitical alignment - has not
previously been explored. In terms of geopolitical alignment itself, it is clear that
countries aligned more closely with sender countries generally have more interest in
supporting a sanctions regime than those that are less closely aligned (or than those that
are closely aligned with the target state). Similarly, countries which are economically
dependent on each other are broadly, although not always, more likely to have stronger
geopolitical ties to each other. However, we have also identified examples in which
countries are geopolitically aligned but the third country has engaged in, or at least not
clamped down on, SEA that runs contrary to this alignment, where the third country has
the trade and commercial capability to enable SEA and economic interests in doing so.

Below, we compare alignment with involvement in SEA in broad terms. Alignment has
multiple elements, some of which are subjective, as a country’s formal position may
differ from its actual position. In relation to sanctions imposed on Russia, we assess
geopolitical alignhment according to a country’s membership of international
organisations, engagement in military-technical cooperation, public statements on
sanctions and voting record on key UN resolutions relating to the war on Ukraine. These
factors give an overarching impression of alignment, as articulated in Table 1.
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Table 1: Indicators of third country political alignment with Russia

Country Military- Membership of Existence of Public Voting on  Voting on
technical international free trade statements on UN RES UN RES
cooperation organisations agreements sanctions 2014 2022
with Russia
Armenia Yes CIS, EEU, CISFTA Against Against Abstained
CSTO, SCO(P)
Cyprus No No No Sender but In favour In favour
reluctant
Czechia No No No In favour In favour In favour
Georgia No No Bilateral Vowed not to In favour In favour
allow SEA
Indonesia Yes No Under Discreetly In favour In favour
discussion against
Kazakhstan Yes CIS, SCO, CISFTA Vowed not to Abstained Abstained
EEU, CSTO allow SEA
Malta No No No Sender but In favour In favour
reluctant
Saudi Arabia Yes SCO(P) No Against In favour In favour
Serbia Yes No EEUFTA Vowed not to N/A In favour
allow SEA
South Africa  Yes No No Against Abstained  Abstained
Spain No No No In favour In favour In favour
Tarkiye No SCO(P) No Against In favour In favour
UAE No No Under Against N/A In favour
discussion

Geopolitical alignment partly explains some third countries’ involvement in or
facilitation of SEA. Among our 13 case studies, Czechia and Spain, both EU members, are
closest to the ‘sender’ side of the spectrum (being part of the EU sending regime), and
we found both limited evidence of SEA involving these countries and some evidence of
each country’s government actively enforcing relevant sanctions regimes. Armenia and
South Africa both have military cooperation agreements with Russia and did not vote in
favour of UN resolutions condemning the invasion of Ukraine. We found evidence to
suggest that the domestic environments in both countries have facilitated delivery of
military supplies to Russia.

But geopolitical alignment is multifaceted. We found evidence of SEA in Kazakhstan, for
example, which the US government has named as a country commonly used for
transhipments (FinCEN, 2022b). Kazakhstan engages in economic cooperation with
Russia and abstained on UN resolutions condemning the invasion of Ukraine. But its
ministers have publicly stated that the country would not help Russia to evade
sanctions, and the Russian invasion of Ukraine has raised tensions regarding
Kazakhstan’s own Russian minority population (Al Jazeera, 2022). In another example,
although the country seeks to join the EU, Serbia has historically broadly aligned with
Russia, hosts thousands of Russian companies, and has seen large inflows of Russians
since the invasion. Despite this, it has also publicly committed not to allow Russia to
bypass EU and other sanctions (Reuters, 2022).

Patterns of economic dependency also have a marked impact on involvement in SEA.
These are often intertwined with geopolitical alignment. Specifically, countries which
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share political and historical ties and are in close geographical proximity are more likely
to have large economic inter-dependencies. These may make it difficult for a third
country to clamp down on SEA, because it risks harming its own economy. Our analysis
unsurprisingly found evidence of likely SEA across the case countries in our sample
which were formerly part of the Soviet Union. In 2020, trade with Russia comprised
25% of Armenia’s foreign trade (World Bank - World Integrated Trade Solution, 2023a)
and 10% of Kazakhstan’s (World Bank - World Integrated Trade Solution, 2023c). It
also comprised 13% of Georgia’s foreign trade (World Bank - World Integrated Trade
Solution, 2023b), which may explain the fact that, although Georgia is more closely
aligned to Western countries than Armenia or Kazakhstan, we still identified prominent
forms of SEA there. In all three countries, existing economic and trade relationships
helped to facilitate an increase in trade with Russia after the invasion. Each country also
saw an increase in the number of businesses registered by Russian citizens after the
invasion. While only a limited proportion of this activity will relate to SEA, our analysis
also identified these countries as likely transhipment hubs and, in the cases of Armenia
and Kazakhstan, as playing host to activity relating to relevant military supply chains.

Yet economic dependency cannot explain involvement in SEA in all cases. For example,
in cases where there is no strong geopolitical alignment or economic dependency, we
identified SEA as taking place on the basis of trade and commercial capability and
interests. None of the other countries in our sample had such a significant economic
relationship with Russia as the three countries cited above (Serbia’s trade with Russia is
closest of the remaining third countries, comprising about 5% of its trade) (World Bank
- World Integrated Trade Solution, 2023d). Yet there is evidence of SEA activity in the
UAE and Tirkiye, neither of which is strongly aligned with Russia nor has an economic
dependency on it. In both countries, SEA appears mainly to be driven by individuals and
private companies exploiting economic opportunities, and political authorities
facilitating an environment in which this can occur. Tiirkiye’s and the UAE’s trade with
Russia increased dramatically following the invasion. Similarly, in Cyprus and Malta, SEA
is largely driven by individuals and private companies and, despite each country’s
membership of the EU, by political authorities’ reluctance or ineffectiveness in clamping
down on SEA. The most likely explanation for this is that, despite geopolitical pressures,
domestic political actors have calculated that they would lose more and gain less by
proactively countering SEA activity by domestic commercial actors.
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5. Conclusions and policy
implications

This paper has sought to provide an indicative framework to better understand the role
of third countries in SEA in the wake of Russia’s invasion of Ukraine. Its findings support
parts of the existing literature on sanctions-busting which indicate that economic factors
are a key driver of SEA and that SEA is often driven more by private actors (individuals
and companies) than by state actors. Our analysis also finds that SEA is more likely
where a number of other factors are present, mostly related to a country’s commercial
and trade capability and interests. In this section, we summarise our main findings and
provide observations that may offer useful insights for policy discussions and future
areas for research, as follows.

SEA appears to be determined by economic factors as much as, if not more than,
geopolitical factors

Our research suggests that SEA is determined as much if not more by economic than
geopolitical factors. Geopolitical alignment is important in determining a country’s
overall orientation in relation to a sanctions regime. It is difficult to tease out the
influence of geopolitical alignment from economic dependency as the two are often
intertwined. In the case of sanctions on Russia in the wake of the invasion of Ukraine, we
nevertheless broadly found that countries that are more aligned to senders upheld
sanctions regimes more strongly, and those aligned to targets are more likely to be
involved in or facilitate SEA.

However, geopolitical alignment cannot explain all forms and levels of SEA activity in
third countries. SEA is more likely where a country is economically dependent on a
target country, for example, to some extent, in the case of Georgia. Although somewhat
obvious, this has important policy implications. Third countries with an economic
dependency on the target country are less likely to be able and willing to ensure that
sanctions that affect its key economic relationships are enforced. This highlights the
importance of understanding the political economy dimensions of a third country’s role
in SEA.

Types of SEA in a third country are strongly influenced by its commercial and trade
capacity and interests

The variation identified across third countries indicates that factors other than
geopolitical alignment and economic dependency play an important role in engagement
in SEA in third countries. For example, economic dependency on the target country
cannot explain SEA in third countries where such dependencies are largely absent (such
as in the UAE or Tiirkiye). Our research finds that where a third country has substantive
trade and commercial capacity, and is well linked into the global economy, there are
substantive opportunities for SEA. Where this commercial capacity exists in
combination with the absence of any firm political direction to uphold a sanctions
regime, SEA is more likely to occur.
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The particular form of this trade and commercial capacity is also important. Beyond
broader geopolitical and economic factors, we found that the following factors increase
the likelihood of SEA in third countries:

1 ease of setting up anonymous or nominee corporate structures and access to
professional advisory services in the third country;

2 access to financial services, including banks, payment systems and cryptocurrency,
in the third country;

3 transhipment capacity of the third country, namely the extent to which it acts as an
intermediate point, where the destination or origin of sanctioned or dual-use goods
can be obscured;

4 logistics capability in the third country and access to logistics infrastructure used in
transhipment or shipment of sanctioned goods (that is, knowledge of and integration
into global customs and trade infrastructure);

5 ability of target country citizens to easily move and engage in economic activity in
the third country; and

6 level of ability of sanctions-sending states to regulate or enforce sanctions in a
particular sector or industry.

These factors provide more granularity than is currently present in the existing
literature on the role of third countries in SEA. Specifically, our analysis suggests that
SEA is more likely where there is capacity to engage in SEA, and an interest doing so, in
relation to professional advisory and financial services and shipping and logistics
operations. It also confirms that a range of non-state actors are likely to be active in SEA,
particularly in these sectors. This suggests that, to be effective, policy responses to SEA
need to have a broader focus than on state actors and may also need to prioritise those
countries with economies that are heavily dependent on these sectors.

A sectoral approach such as that adopted in this paper can help to identify areas for
improved responses to SEA by highlighting the need to target regulation and policing of
individual industry sectors. SEA is less possible where there is effective regulation.
Western countries’ powerful influence over regulation of the international financial
systems is one side of the response. However, in areas such as shipping and logistics,
trade is diffuse, and much relevant infrastructure is physically outside, and beyond the
regulatory remit, of sanctions-sending states. As the bans on the insurance of Russian oil
products demonstrate, there may be ways to incentivise tighter regulation of the diffuse
actors in the sector, so that the industry better polices itself. In this example, the
reduction in the number of insurance companies willing to provide insurance for
Russian oil tankers has reduced transhipment capacity available for use in SEA activity.

It may also be possible to counter SEA by leveraging a third country’s interest in
applying regulatory frameworks that are not directly related to sanctions, but which, if
applied, may tighten controls, reduce risk and, indirectly, restrict SEA in relevant
sectors. For example, the UAE has chosen not to implement allied sanctions on Russia
but its ‘grey-listing’ by the Financial Action Task Force (FATF) incentivises it to
introduce anti-money laundering reforms as part of its response. This, together with a
focus on addressing concerns over correspondent banking risk, may, in turn, restrict
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financial access for high-risk clients such as those associated with sanctions (Middle
East Business Intelligence, 2022). Such direct and indirect effects, including the potential
to leverage third country interests in areas not directly related to sanctions, should be
considered as part of efforts to strengthen the response to SEA.

SEA is more likely where target country citizens have easy access, ability to move
and engage in economic activity in a third country

SEA is more likely in contexts where target country citizens can easily move and engage
in economic activity. This factor does not necessarily correlate with high levels of trade
and commercial capacity in a third country. Locations which offer relatively easy access
for target country citizens, even if temporary, can offer greater opportunities for SEA. Of
our case studies, because of their geographical proximity and affordability, and some
historical ties, Turkiye and the former Soviet republics offer opportunities to Russians
relatively low on the socioeconomic spectrum (but still high enough to be able to leave
Russia). The UAE, on the other hand, provides opportunities for residency and economic
engagement, but individuals need to bring more substantive wealth to the country.

A tentative conclusion stemming from this finding is that where a third country offers
greater ease of access to target country citizens (for example, where it is more
geopolitically aligned, physically close to and economically dependent on the target
country), there may be a high volume of lower value SEA. Higher value SEA, by contrast,
is more likely to be dependent on a country’s trade and commercial capacity and
interests. Further research is needed to assess the existing evidence in relation to this
specific distinction.

A logical policy response would be to focus more attention on high-net-worth
individuals in third country jurisdictions, particularly in those where greater wealth is
required to access residency and opportunities for economic engagement. Yet this is
unlikely to be effective in isolation. The role of key operators in SEA - from middle
management positions in sanctioned entities, to legal and professional advisers and
trade intermediaries - highlights the need to target actors beyond high-net-worth
individuals. Effective measures to counter SEA in third countries will require efforts to
improve transparency and policing across a broad SEA sectoral risk area. This includes
enhancing anti-money laundering controls, improving transparency (for example, the
quality of data in and access to beneficial ownership registries), and strengthening
responses to abuse of legal structures for SEA (FATF, 2023).

Sectoral and supply chain analysis of SEA has considerable potential as an effective
way to identify risks and opportunities to counter SEA

Existing efforts to understand and counter SEA in third countries may be supported by
deeper examinations of the different types of SEA activity and sectors in which this takes
place, and the factors that affect this. Indeed, in the case of any given third country, the
design of effective SEA countermeasures requires a close analysis of the incentives, risks
and opportunities facing both the private sector and any political actors linked to that
sector (including the political and personal economic interests of kleptocratic elites).
This is true for broader and for more operational analysis.
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When not underpinned by sectoral analyses, our understanding of SEA risks in third
countries lacks the level of granularity that lends itself to effective policy responses.
Reviewing major forms of SEA by sector, across jurisdictions, may identify more
common causal and enabling factors and help to identify specific sectoral risks,
informing more focused options in terms of policy responses. For example, a general
analysis of SEA in relation to one country might reveal information on, or rumours of,
SEA via a certain method. But it is unlikely to reveal all of the relevant elements or
actors involved in this type of SEA, the commonalities across countries, or the weak
points in an SEA network potentially spanning multiple jurisdictions. Such research also
requires specialist skills; generalist researchers are unlikely to have the skillsets,
knowledge or connections to acquire this information, at least quickly. In this project,
the team combined generalist with specific research experience relating to asset tracing
and other relevant areas. Engaging such researchers in analysis designed to provide
sectoral insights (for example, across the private sector) is likely to be a more efficient,
practical and quicker method of providing the granular information that policymakers
need to effectively counter SEA in third countries.

5.1. Future research

This study provides indications of areas in which future research is needed to better
understand the role of third countries in SEA.

While this scoping study has led to potentially important findings, a deeper comparative
project could elucidate more nuanced findings. This might include in-depth research
into an increased number and diversity of SEA types, a greater number of third
countries, and an examination of different sets of sanctions (including for example those
against Iran or North Korea). As with all comparative research, there are pros and cons
with examining a broader set of cases in less detail versus a narrower set in more detail.
More focused work on a limited number of case studies may also help to provide a
degree of further granularity to explain variation in SEA. As indicated above, we believe
that there is merit in using type of SEA as the initial unit of analysis.

Although we have provided an initial framework, there is further work to do to develop
comparative conceptual frameworks, with clear definitions of sanctions, SEA, third
countries and indicative factors to explain the impact of activity in third countries on
SEA. For example, we identified three broader factors which affect a third country’s
involvement in SEA: geopolitical alignment, economic dependency, and trade and
commercial capacity and interests. These should be further tested and researchers may
want to examine other factors that our initial review did not cover (such as regime
type). A further issue concerns a lack of clear means of measurement of SEA. This will
probably always be a challenge but more effective ways of estimating the scale of SEA
would help to improve understanding of its causes and enablers. Nor did our scoping
study examine, in depth, the effectiveness of existing policy, which would add a further
useful research dimension.

Perhaps the most important area to address is the need to develop a better
understanding of the relationship between all of these factors, including broad factors
and those which are more specific (such as those mostly pertaining to trade and
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commercial capacity and interests). Again, this paper has set out some initial findings,
but these require further development and testing. For example, we have limited
information as to the circumstances in which trade/commercial capacity and interests
might trump geopolitical alignment and vice versa. There is also little analysis of how
the relationship between factors changes over time. An especially pertinent question, in
this context, concerns the circumstances in which a weakly aligned third country could
be incentivised to constrain its own trade and commercial environment to restrict SEA.
What would cause a third country to tackle enablers across its trade/commercial sector?
Similarly, what would happen if the factors identified here as increasing the likelihood of
SEA were themselves to change? And how far might a third country’s role in SEA be
altered in a multipolar compared with a unipolar or bipolar geopolitical environment?
There are important gaps in our collective understanding of the role of third countries in
SEA, and these have implications for policy. In seeking to address these remaining gaps,
this paper sets out a framework which we hope further research can build on.
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