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A New Concept

Firm Instrumentalization: states engaging firms to use the cover and functions of
international commercial enterprise to conduct covert security operations abroad

• Addresses contemporary concerns (e.g., Huawei, TikTok)

• Documents a long-standing geopolitical strategy

• Presents theory on how and why it is conducted

• Implements Quantitative and Qualitative testing of mechanisms
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Puzzles and Literature

• MNCs are often acknowledged as influential, independent actors
(Strange 1996; Keohane and Nye, 2001; McDonald, 2009)

• MNCs often have significant influence on foreign policy
(Kim and Milner 2019; Evers and Grynaviski 2024)

• Classic cases of MNCs pulling states into foreign conflicts
(Schlesinger and Kinzer, 1999)

• Expect authoritarians to have more control over firms
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First Case Collection of Firm Instrumentalization

• Cases involve firms in 12 states
(China, Cuba, France, Germany, Indonesia, Iraq, Israel, Taiwan, Thailand, UK, US,
USSR/Russia)

• Span 100 years

• Most common sectors transportation/shipping, news/media, telecommunications

• High volume during Cold War, increase in last two decades

• Extraterritorial Instrumentalization common
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The Strategic Calculus

How should we understand firm instrumentalization as a strategy?

• Principle-Agent Framework
• Agents have access or capabilities (Phillips and Sharman 2020)
• Less costly to delegate (Kiewiet and McCubbins 1991)
• Provide some buffer to reduce blame (Cormac and Aldrich 2018)

• Challenges with Principle-Agent Strategy
• Agency slack (Hawkins et al. 2006)
• Discretion
• Time Pressure
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Theory of Market Systems

How do states manage these challenges and conduct firm instrumentalization?

The regime type of the initiating state influences the means, ease, and likelihood of
success of firm instrumentalization.

• Authoritarian Contexts (Command/Socialist Market Systems)
• Primary facilitator stick/carrot institutional levers (Brødsgaard, 2012)
• Initially easier to initiate instrumentalization
• Increased suspicion abroad, lack of institutional independence

• Liberal Market Contexts (Hall 2001)
• Primary facilitator elite ties (Granovetter 1973, 1985)
• More difficult to initiate instrumentalization
• Less suspicion abroad, high institutional independence

• Ideology can serve as secondary factor
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Authoritarian Market System Analysis

Command/Socialist Market Systems (Qualitative)

• Instrumentalization of Taiwanese Media

• Top privately held news firms (2008-2020) (Huang 2020)

• Find sticks/carrots, enabled by Chinas extensive control over its domestic market
are primary drivers, even swaying prominent firms not ideologically aligned with
Beijing
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Liberal Market System Analysis

Liberal Market Economies (Quantitative and Qualitative)

• CIA Instrumentalization of US News Firms (1950-1970)

• Firms Provided Agent Cover: "By operating under the guise of accredited news
correspondents, Dulles believed, CIA operatives abroad would be accorded a
degree of access and freedom of movement unobtainable under almost any other
type of cover."
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Constructing the Dataset

• Outcome Variable (Firm Instrumentalization)

• "...about twenty five news organizations... provided cover for the agency"

• Controls
• Circulation Size and Political Leanings: 1969 Newspaper Annual

• Measuring Elite Relationships
• General Executive Ivy-League Education Measure (Brint et al., 2020)
• Executive WWII-Intelligence Agency Participation (National Archives)
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Liberal Market System Analysis
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Qualitative Case study: CBS News

• " . . unquestionably the CIAs most valuable broadcasting asset" (Bernstein 1977)
• Four Presidents to observe (1950-1970), Fourth limited cooperation
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Key Takeaways

• Firm Instrumentalization is a long-standing geopolitical strategy

• Can be studied systematically

• Regime type impacts ease, means, success

• US and China are poles of market systems - shed light on global patterns

• Current assessments of security risks through commercial channels too narrow
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Thank You!

lauren_bardenhair19@berkeley.edu
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Yale/Harvard Analysis
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Refusals

Unsuccessful firm instrumentalization requests seemed notable and rare:

• ...Ironically, one major news organization that set limits on its dealings with the
CIA, according to Agency officials, was the one with perhaps the greatest editorial
affinity for the Agencys longrange goals and policies: U.S. News and World Report
(Bernstein 1977).

• The late David Lawrence, the columnist and founding editor of U.S. News, was a
close friend of Allen Dulles. But he repeatedly refused requests by the CIA director
to use the magazine for cover purposes, the sources said (Bernstein 1977).

I predict that the number of firms that received instrumentalization requests but did
not participate is low.
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Firth-Penalized Logit Estimates
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