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Key Findings
     1.    Sexual components within experiences and minor account

communication (chat) functions still pose a significant risk to children
on the platform

Thirty-eight percent of all play sessions completed by ClickSafe Intelligence
volunteers contained either sexual interactions or sexual content. Since the
majority of accounts used were set to under the age of 17 or below, it is highly
likely that a minor accessing the platform will be exposed to sexual content
or interactions while playing Roblox.

     2. Built-in safety features can be circumvented within some Roblox
experiences

Roblox experiences that incorporate in-game social media applications and
are designed to mimic social media platforms or possess Generative Artificial
Intelligence (GenAI) capabilities have been found to bypass critical safety
features on the platform, including chat filtering.

     3. “Hangout” experiences were the most likely experience type to
contain sexualized content

 Forty percent of experiences (22 out of 55) involving sexualized interactions or
content can be classified as “Hangout” experiences.

     4. Moving conversations off the platform remains the primary
method of continued exploitation of minor players

ClickSafe Intelligence found that the primary method users employed to
further engage with minor accounts was moving conversations off the
Roblox platform, occurring in 7.5% of all play sessions. These cases involved
acknowledgment of the user's minor status and included one request for
child sexual abuse material.
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Introduction
What Is Roblox?
Released in 2006, Roblox is a hybrid platform that functions as both a game
development environment and a social network, enabling users to create, share, and
interact through immersive virtual experiences. According to RoMonitor Stats, the
platform has averaged 9.56 million users over the last 12 months. The platform’s
primary demographic is children under the age of 18; however, there is also a
thriving community of adults that play, engage, and create experience content.
Roblox is available on most major gaming consoles (Microsoft’s Xbox and Sony’s
PlayStation), as well as all major operating systems (Windows, macOS, and Linux)
and virtual reality platforms such as the Meta Quest. 

What Is a Roblox Experience?

Roblox’s digital ecosystem consists of millions of independently created games
called “experiences.” Each experience is maintained by a separate game developer
or organization, with all experiences having the ability to be publicly available to all
players. Experiences are classified by two primary characteristics, their maturity
rating and their genre. The maturity ratings are categorized based on the content
that may be present in the experience, such as violence, blood, fear, and unplayable
gambling content and are the following:

Minimal
Mild
Moderate
Restricted

Experiences with a Restricted maturity rating may contain romantic themes (non-
sexual expressions of love and affection) and strong language but requires an ID
Verification to be completed by the player. However, romantic themes are
prohibited in all other maturity ratings, and sexually explicit content goes against
Roblox’s Community Standards, regardless of an experience’s maturity rating.

The genre of an experience describes the type of content that a player will engage in
during play. Types of genres include Simulation, Roleplay, Shooter, Entertainment
and many other classifications. The maturity rating and genre of a game can assist
players and guardians in selecting the most suitable experience for themselves or
their families.

https://romonitorstats.com/
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Research Objectives
As part of our ongoing efforts to assess video game platforms and their intersection
with child exploitation, grooming and solicitation, ClickSafe Intelligence wanted to
revisit Roblox and expand on our previous study conducted in 2023. The aim was to
assess changes in the threat landscape over the past two years and determine
whether Roblox’s safety settings have improved to enhance child protection and
deter offenders.

We established the following set of objectives for this project:
Evaluate protections in place for Roblox accounts registered to minors

If possible, assess whether these protections can be bypassed
Assess the prevalence of child predation within Roblox Experiences
Identify communities or groups within Roblox that facilitate or engage in child
exploitation or abuse
Detect inappropriate content or conversations occurring within experiences
geared toward minor users

Analysts delved into various themes, such as the utilization of Artificial Intelligence
throughout Roblox experiences. The research concluded with the successful
completion of all objectives.
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Play Sessions
This report’s primary data source included play sessions, completed by ClickSafe
Intelligence research analysts. Play sessions were conducted on Windows PCs or
macOS devices using persona accounts that were not tied to their real identity. Each
volunteer was required to follow a standard operating procedure that included the
guidelines for play sessions, length of time, and documentation criteria.

Methodology
Each research volunteer received a unique persona to play Roblox, created by
ClickSafe Intelligence staff. All personas represented players under 18, except for
one. Since identity or phone verification was not used to establish the accounts, 17+
experiences and voice chat were excluded from sessions. The following instructions
were used to guide each volunteer play session:

During play sessions, gameplay must be recorded using software such as OBS
Studio or documented through detailed notes taken throughout play sessions.
All notes are to include the following at a minimum:

All Roblox experiences played (Including URL)
Date and duration of total play session and length of each individual
experience
Notable interactions with other players or experiences
Any inappropriate content, conversations, or communications involving the
persona or observed involving other players on the servers

After each week, volunteers would upload research notes, recordings, or
additional evidence for review by ClickSafe Intelligence staff

Researchers were guided on communications with other players, with specific
interactions being designated as off limits within research guidelines. Engagement
protocols stipulated that conversations with other players should not be directed
toward predatory or exploitative topics, that discussions must remain on the
platform to mitigate inherent risks associated with external communications, and
that robust operational security, including withholding personal information, must
be maintained at all times. If volunteers encountered illegal content, there was a
defined escalation process to ClickSafe Intelligence Staff and reporting protocols to
Roblox, law enforcement, and the National Center for Missing and Exploited Children
(NCMEC).



Among the 145 gaming sessions, Minimal Maturity experiences were the most
frequently played, comprising 57.9% of sessions. Roleplay & Avatar Sim was the
most common genre, accounting for 30.3% of sessions. 

100 
Hours

145 
Play Sessions

105
Unique Roblox

Experiences

Experiences by Maturity Rating

Minimal
57.9%

Moderate
21.4%

Mild
13.8%

N/A
6.9%
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Play Session Findings

ClickSafe Intelligence volunteers played a total of 100 hours of game play and 145
play sessions: consisting of 105 unique Roblox Experiences. To select Roblox
experiences, we focused on organically surfaced options likely to interest children,
using persona traits, recommendation lists, and trending games played by
volunteers. If alarming content was discovered, volunteers could visit related
experiences to investigate and document them as a group.
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Number of Played Experiences by 
Genre
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Sexual Language/Content within an Experience
ClickSafe Intelligence defined sexual language/content as text, images, or simulated
acts that were overtly sexual in nature. Examples of observed sexual language or
content included players wearing scantily clad avatar outfits (i.e. thongs or little
clothing), user-generated content that was sexual in nature (i.e. mimicking a porn
website in a website simulator), or elements such as a hidden room with the purpose
of roleplaying sexual intercourse. This content category was the most prominent of
those tracked by researchers, with 29% of all play sessions containing sexual
language or content. This occurred most often at the Minimal maturity rating (52.4%)
and in the social genre (30.9%).

The researchers focused on observing and documenting various types of activity,
with four categories designated as high priority, including:

Sexual language or content within an experience
Sexual interactions directed toward the researcher or other players
Moving conversations off-platform
Sexual enticement of a minor player

During the 145 play sessions, 42 play sessions contained sexual content, 31
contained sexualized interactions, eleven contained requests for players to move off
platform, and researchers documented six instances involving sexual enticement
(grooming) behavior.

Minimal
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19%

Mild
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Sexual Conduct Directed at the Researcher or Other Players

Sexual interactions were defined as any direct communications towards players or
ClickSafe Intelligence researchers that were sexual in nature, violated chat
guidelines, or involved soliciting or discussing sexually explicit content. Documented
activity included messages using the eggplant or peach emojis to represent sex,
discussions around condo games or servers, or performing simulated sexual
activities. Sexualized interactions occurred in 21.3% of all play sessions, most often
in games rated Moderate (45.2%) and in the social genre (48.4%).

Moderate
45.2%

Minimal
32.3%

N/A
19.4%

Mild
3.2%
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Moving Conversations Off Platform

As noted in previous reports published by ClickSafe Intelligence, moving minor
players to a different social media application or website is one of the most common
ways that child predators engage with children online. This category is defined as
players requesting or suggesting conversations be continued on an external
platform. The most common method for circumventing chat restrictions (mentions
of non-Roblox platforms are redacted through automated filtering) is using slang
language to depict an external platform without using the name. An observed
example of slang used to bypass filtering is the use of the phrase “Blue Guy App” or
“dc” for the Discord platform. This was the third highest occurrence across all play
sessions, with researchers observing attempts to move conversations outside of
Roblox during 7.5% of sessions.
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Sexual Enticement of a Minor Player
ClickSafe Intelligence defined sexual enticement (grooming behavior ) as any actions
conducted by a player toward a self-identified or implied minor account to gain
access, isolate, develop trust, or desensitize the minor player to sexual concepts.
Research analysts observed players attempting to sexually entice known minor
accounts multiple times throughout the course of the research. Observed instances
included an adult account requesting to move their conversation with a minor player
to a different social media application. This represented the fourth most frequent
occurrence among all play sessions, accounting for 4.1% of total sessions.

ClickSafe Intelligence volunteers reported 26 accounts or experiences to Roblox for
violating content guidelines. This included players engaging in sexual enticement of
minors, interacting with volunteers in an exploitative manner, or exhibiting unsafe
behavior. Of the 26 reports, researchers did not receive any feedback from Roblox
on actions taken regarding reported accounts. Researchers also observed that many
accounts were still active at the time of this report. It is also worth noting that game
play research concluded on June 1, 2025, providing Roblox over 30 days to review
and action reported accounts.

Reported Content

Notable Incident of Discussion of Child Sexual Abuse Material
Researchers also documented a user referencing a desire to trade or share child
sexual abuse material. When this occured the relevant information was reported to
both Roblox and the National Center for Missing and Exploited Children’s Cyber
Tipline. According to available information, there is no indication that Roblox has
acted on any of the reported accounts at the completion of this report.
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Play Session Themes
Theme 1:  Sexual components within experiences and minor
account communication (chat) functions still pose a significant
risk to children on the platform

Of the total play sessions recorded, 38% contained either sexual content or
interactions that violated Roblox’s Community Standards. Researchers observed
many experiences that allowed for direct uploads of content containing sexually
explicit undertones or references. For example, within an experience called “Clip It,”
researchers discovered a series of videos that detailed a nude female avatar being
sexually assaulted by male avatars.

Although the video lacked realistic depictions of sexual acts, the presence of rape
and sexual assault themes in content accessible to children raises questions
regarding maturity rating accuracy and is a violation of Roblox’s community
standards. Another notable example of sexual content was observed during
roleplaying experiences, such as Bayside High School. Bayside High School is an
experience with a Minimal maturity rating (designated by Roblox as suitable for
everyone) and has been played over 637 million times. Researchers observed
numerous chats within this experience containing sexual conversations, such as
roleplaying sexual intercourse, abuse, and rape.

Screenshot from Clip It Screenshot from Bayside High School
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Although user-generated content and conversations may expose children to sexual
material, the potential risks are increased when minors are directly involved in
sexual interactions, as opposed to passive observers.

During a particular play session, a researcher joined a “Hangout” experience,
specifically recommended by Roblox, and was approached by another player. The
other player hugged the researcher’s avatar and proceeded to walk them into a hole
in the ground with a cage and a bed, then asked for the researcher’s age. The
researcher stated “14,” per our communication guidelines, and the other player
indicated they were “19” and proceeded to ask for our researcher’s Snapchat and
Discord information. This interaction took place within three hours of the researcher
beginning their game-play and was reported per research guidelines.

Despite using the recommended safety settings for a 14-year-old user, the
researcher’s persona was able to access the experience in which this interaction
occurred. The other player’s Discord username was linked to numerous Discord
servers that advertised Condo Games, or sexually explicit Roblox experiences that
violate Community Standards.

Screenshot from Bathroom Hangout
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Theme 2:  Built-in safety features can be circumvented within
some Roblox experiences

Some of the more unique experiences that were played throughout the 145 play
sessions incorporated GenAI components. Generative AI is a type of artificial
intelligence that creates new content or material based on patterns learned from
training data or human input. Common examples of GenAI applications are OpenAI’s
ChatGPT and Google’s Gemini. Researchers identified multiple Roblox experiences
featuring functional and interactive GenAI applications. To assess the safety of the
applications, researchers tested the ability of players to bypass safety mechanisms
within experiences containing GenAI functionality. Researchers discovered that
certain experiences involving GenAI applications proved more challenging to bypass
compared to others. However, by employing common techniques, they were able to
successfully bypass a significant portion of these obstacles. Researchers prompted
a GenAI application to describe a sensual experience. Despite Roblox’s chat filter
blocking its initial reply, the app offered a workaround that violated Roblox’s
Community Standards.

One research objectives was to assess safety settings offered by the Roblox
platform and evaluate whether these measures could potentially be bypassed or
exploited, thereby increasing risks for minor players. Each research account was
configured with safety settings corresponding to its registered age. However, during
play sessions researchers discovered two features that could be circumvented on
the platform, regardless of the designated age of the account holder and chosen
safety settings.

Feature 1:  Generative Artificial Intelligence (GenAI) Experiences

Screenshot from AI Chat Experiment
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Researchers also located GenAI enabled experiences within Roblox that created
more questionable content. In an experience called Character AI, researchers were
able to provide very specific prompts that returned results for the following:

How to make a bomb
How to get high with gas and glue
How to commit suicide
How to kill your parents
How to lure children to abuse them

The screenshot below depicts the Roblox GenAI Experience providing guidance on
child abuse, including aspects that mirror real-world abuse scenarios, despite safety
settings being configured on the account.

Screenshot from Character AI [FIXED, AGAIN]
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One of Roblox’s primary safety features is chat filtering capabilities. This restricts a
player from accessing chats, receiving private messages, and filters chat entries
based on keywords. However, researchers observed a flaw in this security feature.
When a developer implements a custom chat system within a Roblox experience,
independent of Roblox’s standard chat functionality, the platform’s safety features
are no longer always enforced. The image below depicts chats from the Bayside High
School experience and shows unfiltered messages within a component of the
particular experience, not through standard Roblox chat.

Feature 2:  In-Experience Chat Filtering

Screenshot from Bayside High School

Researchers found that even after disabling chat access on a test account using
Roblox's built-in safety settings, messages could still be sent and received via in-
game chat features. This highlights a limitation in the existing safety settings, where
even the most restrictive configurations may not prevent communication on the
platform due to alternative communication features.
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Theme 3:  “Hangout” Experiences Were the Most Likely Experience
to Contain Sexual Content
Researchers determined that Roblox experiences categorized as “Hangout”
experiences are highly likely to contain sexually explicit content. These experiences
contain suggestive titles and images, sometimes violating Roblox’s Community
Standards.

Researchers often observed locked bedrooms, avatars in little clothing, or sexually
explicit conversations occurring within the exprience chat. This game genre
accounted for 40% of all instances in which sexual content was observed. ClickSafe
Intelligence theorizes that “Hangout” experiences act as publicly facing Condo
Games. Condo Games, explored in ClickSafe Intelligence’s previous research into
Roblox, are games that overtly violate Roblox Community Standards and are not
tolerated on the platform, often being removed shortly after developers release
them. Condo games are primarily accessed via Discord servers and private links in
an attempt to keep them active longer. However, because they are removed so
quickly it is possible “Hangout” experiences are becoming a more acceptable
replacement. Researchers observed that these types of experiences are more
prevalent than they were during the original Roblox research conducted in 2023.

Screenshot of Example “Hangout” Experience
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Screenshot of Chat in XYZ Public Bathroom

Researchers noted that “Hangout” experiences often appeared in the Roblox
Recommended Section when pivoting between experiences during play sessions.
Once one of these experiences was played, researchers were often provided
recommendations for similar experiences or additional experiences could be
accessed within the originally selected “Hangout” game itself.

Screenshot of Avatars in XYZ Public Bathroom
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Theme 4:  Moving conversations off the platform remains the
primary method of exploitation of minor players
As mentioned previously, ClickSafe Intelligence has observed child predators
moving children off of platforms as the primary way that they attempt to isolate
children online. Researchers determined this remains true for Roblox as a platform.
As seen in Theme 1, a researcher operating a minor-aged account was approached
directly to move off platform within three hours of their research commencing.
Among the experiences reviewed, Ro-Meet presented a higher level of risk compared
to others during research play sessions. As of this report, Ro-Meet has been
permanently closed due to the abuse of the experience.

Across play sessions, researchers had multiple users ask to connect on Snapchat or
Discord, or to play other Roblox experiences together. However, during a Ro-Meet
play session, another player attempted to discuss child sexual abuse material
(CSAM). During the conversation, the player inquires whether the researcher
watches abusive material and if the researcher has a Snapchat account. Researchers
attempted to ascertain more information from the player to capture as much data
as possible for reporting purposes without leading the conversation.

Screenshot of Ro-Meet Experience Closure Notice

Screenshot of conversation in Ro-Meet Screenshot of conversation in Ro-Meet
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The player's username closely resembled several other accounts with nearly
identical names, all of which used the default avatar assigned at account creation.
This pattern suggests these may be burner accounts created and used by the same
individual.

Due to research standard operating guidelines, the researcher did not engage with
the individual outside of Roblox, nor was it confirmed that the player would share
child sexual abuse material. However, based on the general conversation and
immediate attempt to pivot the conversation off of the Roblox platform, researchers
assess it is possible the player would have supplied CSAM.

Due to the nature of the interaction and the additional identifying information
provided, ClickSafe Intelligence reported the player and interaction to Roblox, and
filed a report with NCMEC’s CyberTipline. However, more than 30 days following the
report, the account is still active on Roblox.

Screenshot of similar profiles to player discussing “cp” with researcher



2023 Research 2025 Research

Automatic chat filtering is the
primary method used to deter child

exploitation on Roblox.

Chat filtering is still the primary method to deter child
exploitation on Roblox. However, researchers found that

players can circumvent these protections and text filters can
be easily bypassed.

Experience content is inconsistent
with designated age guidelines.

Most experience maturity ratings did not provide an indicator
on whether sexual content or interactions would occur and is

an unreliable indicator of the safety of an experience.

“All Genres” and “Town and City”
genres are more likely to contain

content unsafe for children.

The “Social” genre is more likely to contain content unsafe for
children, in comparison to other genres. However, a change to

genre’s was made by Roblox in November 2024, that
introduced or adjusted existing and new genre types for

experience creators, so this was not a one-to-one comparison.

Obscured external links are used to
move conversations away from

Roblox to other platforms.

The ability for players to circumvent chat filters to ask for
connections via other social platforms remained consistent to

2023 findings.

Sexual content and communication
is present on Roblox.

Sexual content and communication between players is still
present and has increased since 2023 research.

Condo Games are the primary
method used to play sexually

explicit games on Roblox.

Sexually themed experiences are no longer exclusive to
Condo Games only accessible in Discord Servers and private
links. Condo Game themes are now accessible in “Hangout”

experiences and publicly available to any account within the
Roblox platform.
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Parallels to 2023 Report
In November 2023, ClickSafe Intelligence published Navigating the Virtual
Playground, our first investigation and research into the Roblox platform, which can
be found here. Two years later, further research indicates an increase in sexual
content and interactions, occurring in 38% of play sessions in 2025, compared to
less than 20% in the 2023 report. The original report identified six key findings that
speak to the safety of Roblox for minor players. Below is a comparison of original
findings with current research conclusions.

https://clicksafeintelligence.com/publications/navigating-a-virtual-playground
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Recommendations to
Roblox

ClickSafe Intelligence recognizes the significant effort required to monitor and
protect the Roblox platform and holds its Trust & Safety team in high regard for their
ongoing work in keeping Roblox safe for all players. The evidence presented in this
research underpins a set of recommendations aimed at reinforcing safety protocols
for minors on the platform

Offer Linked Parent Accounts the Ability to View All Games Visited on Minor
Accounts

While the “Continue” option for a Roblox profile allows players to view a list of
recently played experiences, there is no option for linked parent accounts to see
all experiences that their children have ever played. Providing parents/guardians
with an option to holistically review their child’s experiences provides greater
insight into play habits, allows parents to aid in reporting inappropriate or
harmful experiences, and allows for increased opportunities for parent-child
discussions concerning content or interactions.

Provide the Option to Remove or Restrict Genre’s for Minor Accounts
Roblox currently offers players the ability to filter experiences based on maturity
rating, however, there is currently no option to filter or restrict experiences by
genre. Research determined that the “social” genre exhibits the highest
frequency of sexualized content or interactions. Allowing parents the option to
restrict experiences based on maturity rating AND genre, allows them to more
effectively tailor accessible content to their child.

Limit User Input for GenAI Enabled Experiences
During testing of GenAI Roblox experiences, researchers found that players can
bypass safety mechanisms due to a lack of input limitations. More strictly
enforced character limits and player input reduces the likelihood that players
will effectively prompt the system to bypass established safety controls.
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Implement an Experience Allow List
Within the last year, Roblox implemented the ability for parents to block
experiences for minor accounts. However, ClickSafe Intelligence recommends
the platform also provide an “allow list,” (in addition to the existing block list) to
more effectively tailor particular experiences their child is able to access. For
example, if a parent wanted their child to only play Pet Simulator X and BIG
PaintBall 2 and block everything else, this would significantly reduce the chances
of a minor accessing content without their parent’s knowledge.

Review Screenshots and Blur Experience Images
Researchers identified numerous experiences featuring either screenshots or
images on the game’s homepage that violated Roblox’s Community Standards.
We recommend having a more robust process to internally review experiences
and enable image blurring on experience home pages for games that have yet to
be reviewed by Roblox staff.

Enhance Chat Filtering Capabilities
During the testing of safety settings, researchers easily bypassed chat restriction
settings due to in-game chat options within an experience. ClickSafe Intelligence
recommends Roblox implement measures to filter in-game chat functions or
remove in-experience chat options if safety settings will not apply to them.

Screenshot from Friend Me
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Conclusion
This research project achieved the following objectives:

Identified vulnerabilities in safety settings, including updates since 2023, that
allow player circumvention
Found evidence that child predation continues to occur on Roblox, with
indications of increased prevalence compared to previous research
Identified “Hangout” experiences as some of the most prevalent types of
experiences that could facilitate child exploitation or exposure to harmful
content
Determined that sexual content and interactions frequently occur within child-
friendly experiences and experiences with the lowest maturity ratings

Further research is recommended to explore and expand upon the following areas:
Assess crossover between creators and prominent players of Condo Games and
“Hangout” Games
Continually examine the effectiveness of safety controls within Roblox
Examine child exploitation cases involving initial contact on Roblox to evaluate
trends in its use as a method of exploitation.

Over the past two years, ClickSafe Intelligence has investigated the Roblox platform,
which continues to serve as a major hub for virtual entertainment enjoyed by
millions worldwide. While Roblox offers a variety of safety features aimed at
protecting young users, our findings indicate that the platform remains vulnerable
to exploitation. In fact, evidence from this latest research phase suggests an
increased risk of abuse in 2025 compared to 2023.
It is essential that families, educators, and law enforcement professionals remain
aware of these evolving threats in order to safeguard children and respond
effectively to those who seek to exploit them.
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About ClickSafe
Intelligence

ClickSafe Intelligence, a 501c3 non-profit founded in 2022, was born out of an
identified gap in current publicly available education regarding the identification
and prevention of predatory exploitation. After working several child exploitation
cases, in partnership with law enforcement, President Jessica Smith, began
researching available educational materials for parents/guardians and children
covering red flags, indicators of abuse, prevention measures and response tactics
regarding hands-on and online child sexual abuse, in an effort to benchmark the
current educational market and determine gaps. Results indicated that while
educational materials are present and available, the majority of offerings are not
comprehensively illustrative of the idiosyncratic nature of predatory offending, and
do not always reflect the quickly changing nature of online exploitation. ClickSafe
Intelligence seeks to fill these gaps by creating educational material that is evidence-
driven, providing content focused on varied age groups, gender identities,
developmental ability levels and a variety of other client characteristics.
Additionally, educational content will be consistently updated, leveraging research
findings from dark web, predator-victim chat conversations, and other relevant
sources, to teach only the most relevant and timely material that provide trends,
patterns, anomalies, and general findings directly representative of real-time
predatory behaviors toward children.
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