May 2, 2024

Re: Sign-On Letter in Support of Facial Recognition Legislation

We, the undersigned organizations, support the Law Enforcement Biometrics Ban (5.1609
Hoylman-Sigal /A.1891 Glick), Residential Facial Recognition Ban (S.2478 Hoylman-
Sigal/A.322 Walker), Public Accommodations Biometrics Ban (8.7135 Hoylman-
Sigal/A.7625 Simone), and School Biometrics Ban (S.7944 Hoylman-Sigal/A.8853 Wallace),

and urge the legislature to pass, and the Governor to sign, these bills.

Biometric recognition technology, including facial recognition, is invasive and biased, discriminating
against Black, Latinx, and non-binary and transgender New Yorkers." Facial recognition systems can
be up to 99% accurate for middle-aged white men under ideal lighting in laboratory conditions but
wrong more than 1 in 3 times for women of color, even under similar conditions.” Numerous people,
disproportionately Black, are wrongly arrested after being misidentified through facial recognition.’
Developers frequently train their systems without including transgender and non-binary individuals,
rendering their gender identity invisible to the algorithm, and making them susceptible to
misidentification and wrongful arrest.* These systems are increasingly used in ways that harm
vulnerable populations, including asylum-seekers. The new, mandatory Customs and Border
Protection app employs facial recognition, which has resulted in numerous migrants with dark skin
being barred from even applying for asylum.’

Beyond concerns of bias in the technology itself, biometric surveillance in practice also
disproportionately targets vulnerable communities. Police have used facial recognition to identify
Black Lives Matter protestors,’ and ICE has used it to track immigrant families.” Interstate abortion
seekers and individuals seeking gender-atfirming care are also at risk of having a match put them at
risk of prosecution. Legislation is crucial because allowing police, businesses, and landlords to collect
biometric information makes them an even more lucrative target for identity thieves and hackers.®
Hackers can and do use biometric identifiers to access computer systems,” and since biometric
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identifiers are static and are almost impossible to change, having biometric data stolen puts individuals
at risk for identity theft for the rest of their lives."

Law Enforcement Biometrics Ban (58.1609 Hoylman-Sigal/A.1891 Glick)

This bill would prohibit law enforcement in New York from using biometric recognition technology
and convene a state Task Force to examine the issue in depth and propose a comprehensive set of
standards for use of such technology in the future if it is to be allowed. The issues of bias and
inaccuracy of facial recognition are of particular concern when it comes to law enforcement use, where
an incorrect match has the potential to have devastating consequences, including wrongful arrest and
detention, and in fact, facial recognition has already led to numerous wrongful arrests, almost
exclusively of Black Americans." Beyond the technology’s inherent limitations, officers currently use
pseudoscientific tactics that exacerbate the risk of error and searches are also skewed by where
surveillance cameras are most prevalent. Black, brown, and low-income New Yorkers are more prone
to wrongful arrest, because they are more likely to be picked up on facial recognition-equipped
cameras, given that those cameras are disproportionately placed in their neighborhoods."” Facial
recognition is also used to surveil, identify, and target protestors, chilling free speech.” Because of its
documented biases and its replication of historically flawed police practices, facial recognition should
stay out of the hands of police. Banning police use of facial recognition is necessary to protect New
Yorkers from wrongful arrest and over-policing,.

Residential Facial Recognition Ban (S.2478 Hoylman-Sigal/A.322 Walker)

This bill would prohibit any landlord from obtaining, retaining, accessing, or using, on any residential
premises, any facial recognition system or information obtained from or by the use of such a system,
and includes a provision establishing Attorney General enforcement and a private right of action for
those unlawfully subjected to facial recognition. Facial recognition has no place in our homes. This
technology opens tenants and their guests to harassment and discriminatory eviction or exclusion
from their homes, and it compromises their privacy. Without legal intervention, collection of
biometric data can be forced upon not just all residents, but any guests they have over as well, with
Black, brown, Asian, and gender non-conforming guests barred from visiting their friends due to facial
recognition mismatches. In New York City public housing, facial recognition use has already led to
residents being evicted for minor violations of policy, contributing to the massive eviction crisis. **
Banning facial recognition in residences is essential to safeguard New Yorkers from losing their homes
ot their ability to fully enjoy their rights as tenants.
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Public Accommodations Biometrics Ban (8.7135 Hoylman-Sigal/A.7625 Simone)

This bill prohibits using biometrics to identify individuals in places of public accommodation and
restricts collection of biometric data absent written consent. New Yorkers should not be forced to
accept constant tracking as part of simple activities like buying groceries or taking their kids to a
baseball game. Stores’ biased facial recognition systems will exclude Black and dark-skinned people
due to incredibly common mismatches. Police will be called on innocent people, which will result in
dangerous encounters and potentially unnecessary racialized violence. Facial recognition expansion
threatens interstate abortion-seekers, people secking gender-affirming care, and undocumented
immigrants, simply because they enter a store. Yet facial recognition use in public spaces is on the rise
across New York. James Dolan, the owner of Madison Square Garden Entertainment Corporation
(MSG), started using facial recognition at MSG venues" specifically to punish anyone who displeases
him, keeping out employees of law firms suing MSG. In one case, this meant ejecting a mother trying
to watch the Rockettes show at Radio City Music Hall with her daughter’s Girl Scouts troop.'® Banning
facial recognition in places of public accommodation is necessary to ensure New Yorkers are able to
access public spaces without fear of being tracked or wrongly excluded from daily life.

School Biometrics Ban (S.7944 Hoylman-Sigal/A.8853 Wallace)

This bill codifies the existing regulatory ban on biometrics in schools. Specifically, it forbids public,
private, and charter elementary and secondary schools in New York from purchasing or utilizing
biometric identifying technology, except for fingerprint identification for prospective employees
where written consent is given. Wasting valuable resources on biased and faulty technology will only
make schools a harsher, more dangerous environment for students, particularly students of color,
LGBTQ+ students, immigrant students, and students with disabilities. The New York State Office of
Information Technology Services (ITS) conducted an extensive study on use of biometric identifying
technology in schools and ultimately concluded that “the risks of the use of [facial recognition] in an
educational setting may outweigh the benefits.”"” The study noted that there is no evidence that facial
recognition has ever prevented violence in a school environment.' In fact, since the majority of school
shootings are committed by current students or alumni of the school in question, facial recognition
systems would likely not flag these faces as suspicious and therefore would be useless in protecting
students."” The Commissioner of Education responded to the ITS report by creating regulations that
banned the use of facial recognition and other biometrics in schools. The legislature should act to
codity this ban.
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New Yorkers should be able to move freely through their lives without having their faces scanned and
their activities tracked. These bills are urgently needed to protect our state from a dystopian future in
which people are labeled as criminals and treated as such just because the facial recognition systems
say so. This technology is unjust, discriminatory, and a threat to our privacy and our democracy. We
need to ban its use by law enforcement, in residential and business settings, and in schools to protect
vulnerable communities in particular. In failing to ban facial recognition technology, New York falls
further and further behind other states and cities, including Maine, Vermont, New Hampshire, San
Francisco, Boston, and Baltimore, which have all banned the most harmful forms of facial
recognition.” We urge the Senate and Assembly immediately to pass these bills.

Sincerely,

Surveillance Technology Oversight Project (S.T.O.P.)
New York Civil Liberties Union (NYCLU)
Fight for the Future

Center on Race, Inequality, and the Law at NYU School of Law
The Legal Aid Society

Amnesty International

Surveillance Resistance Lab

CFA - Consumer Federation of America
Freedom To Thrive

May First Movement Technology

No Ethics In Big Tech

NYLS Privacy Law Association

Secure Justice

Restore the Fourth

Electronic Privacy Information Center (EPIC)
Rights/Tech

The Project on Government Oversight
TakeRoot Justice

Neighborhood Defender Service of Hatlem
Equality for Flatbush (E4F)

Jim Owles Liberal Democratic Club
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